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SUMMARY

1. Title

- SW safety evaluation system operation and SW safety governance model preparation

2. Research purpose and necessity

Even for software that needs to secure SW safety, by classifying the required grade and
applying the SW safety securing activity accordingly, it produces desirable results considering cost
effectiveness while preparing for risk factors arising from excessive or insufficient SW safety
securing activities. can do.

Therefore, at the time when the'Software Promotion Act’ and the'Guidelines for Securing
Software Safety’ are implemented, preemptive research on establishing a software safety (risk)
evaluation system is essential to securing SW safety in the public sector.

Under this necessity, this study has the following objectives.

First, it proposes a system for evaluating whether public institutions are properly carrying out
SW safety security activities to improve national safety reliability.

Second, it attempted to propose a SW safety governance model that can improve procedural and
administrative efficiency to improve SW safety in the public sector.

3. Composition and scope of the study

This study consists of a total of 7 chapters including an introduction and conclusion.

In Chapter 2, the preceding studies focused on the previous studies on safety (risk) evaluation by
industry and on SW safety evaluation, and emphasized the difference from the existing studies.

In Chapter 3, through analysis of domestic and overseas status related to safety (risk)
assessment, centering on major overseas countries such as the United States, the United Kingdom,
Australia, and Canada, the major elements of the evaluation system were identified, and the
necessary elements for the domestic SW safety evaluation system were derived.

In addition, by analyzing the case of the governance system related to the evaluation system, the
implications of establishing an effective governance model in operating the software safety
evaluation system in the future were derived.

Chapter 4 presents implications for establishing the operating system and governance
model of the SW safety evaluation system suitable for the domestic situation through

_iV_



analysis of the current status of the domestic safety management system and case
study analysis.

Chapter 5 summarizes the results of collecting opinions for the establishment plan of
the SW safety evaluation system, and Chapter 6 proposes an evaluation system (draft)
that can be linked with the SW safety rating system and a governance model for
software safety evaluation.

Finally, the conclusion of Chapter 7 consists of discussing the policy implications of
the study and future research directions.

4. Research contents and results

Based on the results of reviewing the safety evaluation procedures in the disaster management,
industrial safety, medical, railroad, and aviation sectors of major overseas countries, the
implications applicable to software safety evaluation are presented as follows.

1) Rather than independent software safety evaluation or risk analysis, it is necessary to
comprehensively consider dealing with risk factors in terms of risk and safety management. 2)
When evaluating the safety of software, it is possible to induce comprehensive identification of
risk factors by allowing the evaluation subject to refer to various sources of information. 3) In
developing a comprehensive procedure for software safety evaluation, it iS necessary to present a
flexible procedure or governance system reflecting the characteristics of the field. 4) Appropriate
division of labor is required in the evaluation/certification system in consideration of the
characteristics of the government agency in charge of software safety analysis and evaluation.
5) When the software safety evaluation is performed by a third party or agent other
than the host organization, a system to secure the performance capability is required.
6) The supervisory agency for software safety evaluation needs to establish a
coordination group composed of representatives of organizations participating in the
evaluation system so that the evaluation proceeds systematically.

On the other hand, the implications of the SW safety rating system derived through analysis of
the current status of the domestic safety management system and case study analysis are
summarized as follows.

1) the need for a SW safety rating system, 2) clarification of the agency or industry for SW
safety rating evaluation, 3) allocation of roles related to SW safety rating evaluation, 4)
specification of the evaluation target and scope of SW safety rating, 5) Establishment of grading
evaluation elements and grading standards for each stage of securing SW safety, 6) Classification



of SW safety level setting standards and grades, 7) Improvement of legal system for SW safety
rating evaluation, 8) Establishment of relationship with international standards related to SW
safety, 9) Establishment of educational institutions related to SW safety rating evaluation.

Based on the analysis of the domestic and overseas safety (risk) evaluation system and
governance system, a SW safety evaluation system that emphasizes the continuous feedback
system of preventive safety management was proposed.

5. Use to policy

The purpose of this study is to propose a software safety rating system that needs
to be introduced in the future and a model for governance of its operation at the
time the’Software Promotion Act’ and the’Guidelines for Securing Software Safety’ are
implemented.

Therefore, the results of this study can be used as basic data to establish an evaluation system
more quickly when the software safety rating system is implemented through revisions such as
the'Software Promotion Act’ or’Guidelines for securing software safety’.
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2000t 78 Az EG o] hdo] AT =7} A Eis] o] Fo XA, A EEI| T
(International ~ Organization  for  Standardizationut} =A% 7]7]%$]<¥3](International
Electrotechnical Commission)¢} 22 ZF#HHA A7) FU vl= A ekA - Agd3d FollA
AxE0] Qb EFE A0 E JNEslr] AR ol QI3 B2 ATVt olE
TAEEY H7HAE E4ske 297 g, 2012 9EE 9 2016, HYX,
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AAGHAS]HL 19783 AL FEQRF Aslr|#o g F AR AuF AHH )
dTjSe 2Aee 4B Ak 59, F AR AN ARAY B 9 QS eH Threat
and Hazard Identification and Risk Assessment-State Preparedness Report, THIRA/SPR) 23}
= Ao diAtAe FQ ¥ = syt Ayt 3dS THRA 2 SPR 2

7]
e EAste] 3 AR AR AU dEshs A Folojr oo i A
o] g 9FL AuIrtE B o] HgoE AHHG F AH FEUH HERIS
HEste] AAAE 7L Ade] A0 R AT F AwFE AU

1) HRIXHEE Z0|X|(https://www.fema.gov/about) EHE.



2) kA B7HEAR

O Ag%97F & gFH5E HAH(THRA)

=9 AFHdH 7} AA = THIRA(Threat and Hazard Identification and Risk Assessment,
THIRA)®} SPR(State Preparedness Report) 5 7FA] #4022 FEHT. ¢4 THRAE ZA|
A A AU A4, 9FER AT A BAR FEE 4 o

(2% 3-1] THRA Ax}

R

\ .
Identify Threats and Give Threats and \ Establish

Hazards Hazards Context Capability Targets
I 2 4— C—

Context Capability
descriptions targets based on
and impact standardized

numbers target language

List of threats
and hazards of
concern

<*]: Homeland Security, 2018:10
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o?lsl:l_dl\llﬂ

T AR P UA Ao JEFE vA F e Ay 13 Fosljor gtk 1
A8l e w4 2 AT, Bl AEVE &%, AEFE 5o 94 AFHs
Qo] 7+ At B ARE HEsSY A9 A AGRIES
Aol 7Pt Fad AR T O7HAE ARUEe HA
(likelihood)” ¥ 1@< ¥ Himpact)” ©|th

4 FsAe BEY W HES £A3 T IRE gAN ARUYAN Basitn @

ox
i et
Ry
ot S
o
M
rlo
of

A% BB YA Aol A4S BRI 19T 939 9L BT HE A
o #gol wet 1S FE A L hARbe] thErks Fe Teshs Ao Fasi

ooz, $HHOE thgslol ¥ A f3ol FAAW P Ade] THY AT o
W g3l AT 5 bl BF FAH At eF Aok Bk olsh g At
D08 AHY W A BE B4 I EE 53 2 TAHA R BAS
Aol 3B ARG A Agsior Gk obelel <E3-DE AvEle A5 AT 3
3w o Alo]}

2) FEMA(2015), FEMA(2019) & Homeland Security(2018) &=,



oAl

How would the timing of an incident affect the
community’s ability to manage it? What time of
day and what season would be most likely or have
the greatest impact?

AL ARl o] ARUE]Q] ] 530f o G UlA]
71?7 51F B AL A 7H5/d0] 7P = U FRl
7V 2 AR A2 AAIIZ

Community A is a very popular summer tourist
destination. A tornado occurring at 7:00 p.m. in
June might have the greatest impacts, as large
numbers of tourists will be on the roads
returning to their hotels.

ARUE] A 019 ol 2 TRl 2 of e 917] ik 71
Eﬂ-O _]_Jp,}ﬂq = o] iEﬂE_ E—O]-_Q_‘— }\]x-] o] 674_‘] 2 S
TAl g EUlo] w7} P2 1ol = 4 ik

How would the location of an incident affect the
community’s ability to manage it? Which
locations would be most likely or have the
greatest impacts (e.g., populated areas, coastal
zones, industrial or residential areas)?

Community B has a high population density in the
north and very low population density in the
south. A pandemic might result in the greatest
impacts in the north, where the disease can
spread among the population more quickly.

AL QIRI7} AR ElS] 2] 5ol ofFl S 0]R] | FRUE B REL Q1 W} 2 b 0| 9l
717 o QR ARZ A 7hs o] S | e 0jQ vk afebd AEE-e Al Sol Bt
SHIZFE71? (of] : QI L A1, Sl A, A B | ] T 4 Ol BR0AM 7P 2 moll g &g A
z=A 7 %) olct.
Z*]: Homeland Security, 2018:16
A4 A 28 ut Yetol AT A% e JFL okl 1Y ol 34
k. Ade] P W AT F AU B A Bad Age] £8 Fask o
o) [1% 3-219} o] A2 Yehit)
(19 3-2] At AL E 4 AA
Composition of an Impact
Standardized impact Community-specific _
language + number = npaset
} } |
(#) people requiring 1,350 1,350 people requiring
long-term housing long-term housing
npEto z, A AU s EdE AWARolA AlFshe 327 AT FoA 7



@ AgEHs} Aol )edF 2 Ao] 7eHSPR)

SPRE THRAA 529 HF2EES GO @A) A} ol £29 43S i
sha QEA BEsks Aotk

[ 3-3] SPR A=}

THIRA Capability
Targets Serve as
the Basis of the

SPR

Identify and
Address Gaps
2

Assessment of
the impact of
relevant funding
sources on
capabilities

Assessmentand Descriptions of
description of capability gaps
current and approaches
capability to address gaps

<*]: Homeland Security, 2018:10

HA F AE= A9 WF 7ol qEFER drfy 248 A=AE ok GE 3-2>9
A9} o] AZ<4H(Planning), %2 (Organization), AH|(Equipment), nl4(Training), ¢
(Exercise) T 714 Q.40 thefl 54 H=2 Hrlgich
7<}<>l(gfip)i 5]7] ff8) ofw FiEo] sRAdE ofok ‘5‘}h
]?SH l@‘«l XHUrJ&ﬂ AFo] dmht %—7%}“—”—

o A dum AURE 7
e FAAoE AaT
5

3) https://mww.fema.gov/emergency—-managers/national-preparedness/mission—core—capabilities



<w 3-2 F BHFe Aduw

Ak ZAH 7 - Al (FEMA, 2015:43 A}-4d)

Internal Capability Ratings

Mission Area Core Capability
Planning Organization Equipment Training Exercise Count Average
Common Planning 3 4 5 4 5 5 4.2
Common Public Information and Warning 5 4 5 5 4 5 4.6
Common Operational Coordination 5 N/A 3 5 5 4 4.6
Prevention Forensics and Attribution N/A 5 4 3 2 4 35
P ti
reven |_on Interdiction and Disruption 5 2 N/A 4 2 4 3.25
/Protection
P ti
reven |_on Screening, Search, and Detection 5 3 5 4 4 5 4.2
/Protection
Protection Cyber Security 5 4 5 5 2 5 4.2
Risk M t tecti
Protection sk Management - for - profection 3 3 4 3 6 6 36
Programs and Activities
Mitigation Community Resilience 3 4 3 3 2 5 3
Mitigation Long-term Vulnerability Reduction 5 4 3 5 4 5 42
Response Environmental Response / Health and 5 4 4 3 5 5 49
Safety
Response Public Health and Medical Services 5 4 5 5 5 4.6
Recovery Economic Recovery 2 3 2 4 N/A 4 2.75
Recovery Health and Social Services 5 5 4 5 4 5 46




Q@ *FAHA BrrE A 52

AAIH L 50719 F ARo|A A =3 THRA 2 SPR AFE EAste] Zrpd)$
1 y14(National Preparedness Report)E '#z1stt}. sld HuAE Bl AWAE 2 = AF
o 98 tH] leAEre oL AT 2=z0lx], Ztzhe] Az oW Alalo] A ook 3
=2 5& geodit o]9k 3 A= THRASPR 23S 2AZ AYALs e Ado)$-
ok 7}3lol] o3t FER B 2FH(Homeland Security Grant)S Hi&-3Hc}.

3 A Awdx AA

I AGHIE ASE APPRE A0 FPPRDTASIAD L) 208
AAAE BgoE olFold Utk AL MY B T & Yt F ARIA HAH
AIRELY A D AFADE G, QPARE F AR AVADAANE B

of Q3 Ade A ¥k JTe ik

E s} 5 A AdND @ e Fe Bkl o} A T Bu
A7ty 45420 #HAE dFsta dvke Aot “THIRA/SPR  requires  active
community involvement from stakeholder and subject-matter experts” , Homeland Security,
2018:9). AGALS o] AFA P S Hlshs AN AGAE] tiet wg B AT, Bk A
w7 &, AR 7Y oS ASHoE sEdoEs o 484 e e ==
&t =Hstal Stk

i

Olt

. w= AAA A8 71 A =(Occupational Risk Assessment)
D AA HrA

D AekdRANNational Istitute for Qocupational Safety and Health, NOSH®

19709 APE A RAATANOSH S BARA R o] ganzz] 2 oAl
(Centers for Disease Control and Prevention, CDC) 4ks} 7|#o.&2 Falst Zsti7o] BH

ATFE Tk 53], At B A (Occupational Safety and Health Act)oll A3}
] W AHgAe] s eele Hrishs Aol NIOSHY F2 % % shuth NIOSHE 33}
2 BAg EE ‘o HPo] WAL 4 ¢l=7HWhat can happen?)’ , ‘1 $3°] ¢

4) CDC ZH|0|X|(https://www.cdc.gov/niosh/topics/riskassessment/default.html) &=,


https://www.cdc.gov/niosh/topics/riskassessment/default.html
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A& drkt H=7HHow likely is it to happen?)’ , ‘s $13o] UL 79 I
3= o= AEI7HWhat are the consequences if it does happen?)’ A 7} 718 Z&
Ak g2 AAEL, olF Tl AT B 22AY AR W ke R 97 24
g 278
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3 5194 B AN,
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Identify : M\ Characterize
Hazard Risk

=4]: CDC &3 °]A]

A HA 3 A EAA(dentify Hazard)ol A& NIOSH W G742 2 o8 AE7L2 4%
ZAREo]l ARG HolHE st 4% & dAY Fo e AdEdY 7+F
2 548 gofete] 3 Bdo] dukgom A7l omd e mAEA T AEs)

o= =

rir X

3

%

0]t



el BAE AW PV AHHOE AFY FARLE Bl B Qe WAS F
A3k Zlo] £ vAle F8 Bl

npA et 93 G oeA|(Characterize Risk)olAl= 99 + SANA +HE BR} &4 4
HE HEoE Y A4 EE AFHE HyRith olF EUE dF =3
(recommended exposure limits, RELs)®} #t&Edd gk &2 gAI(risk management
limits for carcinogens, RML-CAs)ell that #std ZAE A AIZth NIOSHE o] 9F 22 &AL
o] @A B AAdE TRt AR daARke gt

3) A2 AA

AR AEH7E A AT B 22A 5 @4 #AIRe B7kaAe] s Afl
Azt TE HollA ofEl bddE] Alxsek Aol vt R NIOSH @ 71&eA ZE

A
HHARE Agdths HoA Bgo FF7|de] o8 Bddo] o]FojxE tE QHEH s}
A=t zol7F Utk ok ARG AR BUHE =

H AE7F e BASaL Stk

4y
08(:2
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2. 9= A9 B4 B ¢4 WHE

7). 9= AdYdH7E Al (National Risk Assessment)
D AAA FrEAD

O ALGAQE3) E-EH((ocal Resilience Forum, LRF)
© A9 @9 AdfgriTe] F4o] Ho| o] FoXith A A Adty
1 d 58 22 14 Ue71#Y w4, BAAAE 523 Os71#

71 F 14 ge713s FHoE AFAGSEEH(RF)] +4

riot
o
o
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o] AddEs Hrlketa, 1 AxE  “AGAS] HPFEE" (Community Risk Register,

5) Cabinet Office(2013) & 25t -4S(2017) &=
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T1+&(Strategic Co-ordinating Group, SCG)
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Q =7 G A (Civil Contingencies Secretariat, CCS)

THAEEAAAE FTHAGBEAF-AHCCO7E AGAGI Ex oA 2Hde 2] HALS
AP EZ(CRRE 7122 &% 5d o BT § e I dA9 AdHgEs st
t} a8x Byl 23S 2719 @2 2(National Risk Register, NRR) 2.2 ZHAsle] T o)A
ujj 23k},
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[719 3-5] F= AdHAFH7} AA

Domestic and int International
ernational with a
domestic impact

National Security Risk Assessment

Eorviard Laok National Risk
Assessment
National Risk

Reqister

Short term — Medium term — Longer term —
6 months 5 years 20 years

<4 BCl London Forum, February 2015
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-

UA AF3 Bpe} o), %‘5%9] At AP Bk Aol FE AlFES. BE, A

4, A9 A G3] EZH(RFo] FAET o]&2 2d

npth Bof oA HATFET Fa AR Ald 2 AREA T § E5s o | ¢ Qe

He s 2Edth 182 olF EWE AGAS] 9P ==(Community Risk Register, CRR)©|
e BA LY TAE At AGFHA wizeta, w7 G ARTFA ol Al =3tk

@ 984 Bt
7B A}-‘?—ml AENEE 7} 91gake] BHSEkelihoodol sl 57 A=

A5E Folt, E@ APWA A dATE ARE Fo AN FROE AT AFA
2 A4 A3, Aed G dlAE 58 A5 458 urln Fusel 99l 3
F B olF BT TAAPEINRRES 245 thF] 3@k

[Z19 3-6] S1&A 87T <A

HAZARD: ‘Likelihood’ THREAT: ‘Plausibility’

Historical Evidence * Intelligence about capability

Predictable events, for example » Intelligence about intent

weather forecasts = Intelligence about vulnerability

Expert advice

" EREREN |
Likelihood
Reasonable worst
, ase‘_, RISK (
scernano
Fatalit * Social disruption:
ot 2 4 Disruption to Transport
kCasualties = 7 Disruption to supplies of
drinking water, fuel, gas,
*Social disruption* Impact electricity, communications,
. money
*Economic 2 3 4 . Disruptions to schools, health
*Psychological e
2 3 4 . Environmental damage
Evacuation

6) Cabinet Office(2008) % HOIME(2017), WHOIME(2018) &=,
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@ 3= 24, A9 52 FuUt =9 24 B)E Edz
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Resilience

[719 3-7] F=r2] A A48 B/ 58
National

Capability

National
Programme

Resilience L
Planning
Assumption

National Risk
Assessment

National Risk

Register
Expectation Set

Risk Local Risk Local Planning
Communication Assessment Assumptions
Guidance Guidance Guidance
Local Planning
and Capability

Local Planning
Development

Community Risk Local Risk
Register Assessment Assumptions

<4 BCl London Forum, February 2015
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U = AYR Ad9 A=
D A BAAFAD

O R7A<kA A (Health and Safety Executive, HSE)

S5 A S Department for Work and Pension) 4Fs}2] ¥ A4 %(HSE)

o
of ZA8k A AP aRAT A A S AP AFILE ARSI

—

®©
o

Aok AU (Health and Safety Laboratory, HSL)

BAMAATAHL S RALAAHE) 45t =Y A7/ %o, AR B7h, AP
A oA AT, AnUY 24 5 BAAAR J1EH JTE AL

5]
2912 AEST 1 ARE J1SsoF Brhn AT ek oldd HolA 14K AHL
o e AgFel dgolga T 4 gtk

d Bt AAE ofgel (18 3-8]9 Zo] IA SHAR TR
SA(dentify the hazards)oll A= AT o] 7 836t
AN A AMEEE =7 ], e SllA ZEA A Hsivt 2 Rt

A o2 gzt AT + vy A4EE 247 HHE e, A

el e P AT alo] fralstria BerE 49 na)

o
=2
fo
o2
o
o,
N
-1

7) =APEQIRE|(2012) L HSE EM0]X|(https://www.hse.gov.uk/aboutus/index.htm) &=,
8) HSE(2016) & HSE EH|0|X| (https://www.hse.gov.uk/simple-health-safety/risk/steps—needed-to-manage-risk.htm) ==,


https://www.hse.gov.uk/aboutus/index.htm
https://www.hse.gov.uk/simple-health-safety/risk/steps-needed-to-manage-risk.htm

[29 3-8] B=¢] A% #1974 %87} 38

Evaluate the risks Y@ Record your Review yourrisk
and decide on findings and assessment and

precations implement them update if necessary
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7). Western Australia 52| A3 @A 4 E(State Risk Project)
D AA BIHFA

O F AFHA2] ¢ Y ](the State Emergency Management Committee)

F GBS A3)(the State Emergency Management Committee) = 20139d%-E F
(State), A<(district), A*(ocaDe] A3k gl et F<3] LAY st=(rapid-onset) 77}4]
T8 AAAE ol gt ol BAAEL oy, A e olFAE FY] Al 9=
&5 Mo Yt s YAGFES Western Australiad] A TEA Hrtes AddE
g BAE 2708 AdF - 1A el R RS ¢ de AAA FHds gkjlst, HRA
2 A A, ZIERAA, AL, AR 3 5o e BRI Y Hrie Hwd Yol
3 olaje} o2 EUE, axz A7 %XE FHsluA dtHGovernment of Western
Australia 3| o] =]).

@ A<4District) R A AdHE] L3 District  Emergency Management
Committee)

20159l = e =& At A Y(emergency management district) =0l A Al & <
A4 B7E flagoe] MAHNL, HAFY AEE AEAY #-E A5U FHEAT Ad
#He AG2AE2 AP ARE EUE Addd 2239 34 Hr7 HuAe 9
A Z23U(risk profile)o] AZFHAL, F AFES A AdA] HYsE o3 HRE

12) Government of Western Australia, State Risk Project https://semc.wa.gov.au/state-risk-project (74 <: 2020. 11. 27.)
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sk zx weko] thal] =AMScHGovernment of Western Australia

@ A"HLocal) A+

AeE] AAEY AES 2017d0) AR, AE R AsfHd el thgtk o]
7] 3l A=A 2018 RE F W 13709 ANATES] AR HF A%

FEshstaat sHaith

i

2) B4 BrrEaL

A @A Hrle 27 AdYE BRI R(National  Emergency Risk  Assessment
Guidelines) 184 H7boll &gk A FEF(ASNZS 1SO 32000:2009)0 AAH HHEL 7]
F& o] g3ttt Y9 Hrh= 3K worst-case) AU L5 HIE O E o] FojzH, FH
o] 79, (near worst-case) AlUe] & HIROE Jth T2 AP HECNA T=E
+ =7t A @B AR e Al Weke] AR Y] <l AFadl #4, 9
HaQl H7l 989l ZA|(risk treatment), 7 E(monitoring/review)HAIES TA L2 =3
THAustralian Institute for Disaster Resilience, 2015).

eV

@ = A(Establish the context)

z2 3 FEA %, A Bt BRI FXE AAHS ], 4IA FE AAHH 7
o tig ol E JEsth AddE A HE A W A s e o)A
o] AdAbd Alvele Aol 2FHET R Avg s AdHee Fa ol
ofsta, YA HEY 2HE A= do fYsith AugEles JANE =
B2 T JAE Ade v E Aol hesith WEAEA S AP BUA - VE,
43 oA AAY AFE 1EsE Yo =22 FtHAustralian Institute for Disaster
Resilience, 2015).

t et
e &

@ 922l 3IRisk Identification)

2 A= fell, AAH FF dAY A FF Ao HIA 5ol o] & e AR
& AXe EUE gQlsta, #A olsidAAEC] st A e AAHolth A
A x4 HEE Tl v A8 F uAEHA FEF doF 5k, ol& H8l HETt
=°] EE #YHd AdY ddH AUgE HESe Zlo] EasirtHAustralian
Institute for Disaster Resilience, 2015).



AdH £42 7hed del Y dHconsequences) - %}xg 7}&44 A T QHHL EA4
@ 5ol o mele mgRch A9 BHAN E3E dde A9Y $EE vasel
Aol ek A4

AE Aol dd =2 v:‘:} AHEA
HAEAd o, dHolH/ARY B4 #-EAd &S
(Australian Institute for Disaster Resilience, 2015).

@ 99384 H7HRisk evaluation)

A4 Wk dotE YYFES U 2 Ao S8 7123} nmdtel AP $A
el sl 7*75 she e meth A AdAe EAVEEA, dEd, s
(confidence) 5= &3l thx7} a3 A& A3tk AFA H7He] Ao A7 2o
A gl B4AHY Ve T& A FAAR)] AR AT ol i ko]
THAustralian Institute for Disaster Resilience, 2015).

M

[1% 3-10] Adae] dd Add &4 dd 3A

Z4]: Australian Institute for Disaster Resilience (2018: 17)



3 AMI2 AA

Jg28 o ~EF Aol Fo AHATAH AEE Aty HLIrt FAHo] Hof, - A
dahe] Qo] 22 - A Re} 9 dasie, AEAFAA oAl AAAE o
SFCHGovernment of Western Australia &3] o] A)).

U 339 ek %7t

—

) AR BAFA

A B AM(Work Health and Safety Act)e] A2743 o] m=w, AIATAH A8 S &
g FAe 3 FICE, AMGF, QT - 3FY AAA - AxA, ZEACIT AYE
(Work Health and Safety Act)e] A2743ke] Ae§7}=(Code of Practice) 52| 4FHQHA
A By FASN Bk @ @A deste Heol Ao dnh =&,
e #d FAES AP BAE AR ojlgt BE duH A=
st Safe Work Australia, 2018: 5-6).
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4T 77 Q) oA e AYEL AT AF 293 B4
of tigh ot A7abr] A% 24 5 A
S F&loF sttkSafe Work Australia, 2018: 5).

DAY L REY HAA - AZA - FFA - FAAA
A - HF - PREY AR AZYA - FRAA - YA 250 AR Az
S, FFSHE AHAM BA D QA APe] YEF ok T g%t 9

tHSafe Work Australia, 2018: 6).
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TEASS AAEY BA - ol Fod oF 7t on, tE o= (. HEAH)Y H
Ao BAE 7]eHdor gt ZEAES AAEA TA" B -k #E A A
< 7Y oVt Jon, AFERYH AFH EIFHE AR AF - EEYE] met
£ o) F7} tKSafe Work Australia, 2018: 6).

o]

»:4_370 J& AFEE] FYUHOE AWFsT FEAIA
A=A ) BAS AN T S ARlY F
L2 R AYFE O TR 98] =2 F ek

g4 AASAY Haska]
L B4 w2} gebd 4

Li

o Lo
lo o
i

O 98 2]¥(dentify hazards)

A AR AR, AT e AN FiE 4 ¢ de A == Al o
shetgith. ARIFE TR TF(Safe Work Australia)ghs JAIE T 3] mx A
Ao} A7 M 4] B Bed HHste] ojn Ll dnbHRl 99 ARE de 5

AT ARFE AEel S g8l Ay te die 2EASE T8 o
< T & Aotk 28 olv] dHAA ¥ Ik A ARY 2EAS0] dA X
she oA Xohe g adl= A thSafe Work Australia, 2018: 12-13).

@ Y984 7 E(Assess risks)

AT e AN HEE s BT e Y EAS, Hai A, T
Aol tigk ofsi7t Bastth =&, ol & AP eset At dig A, &

SHAl= " gltKSafe Work Australia, 2018: 14).

= 293 FeF oz AHrbEd ek T s BHHR FHE 3
27 3ok 3ttHSafe Work Australia, 2018: 18).

13)Commonwealth of Australia (2020), Model Code of Practice: How to manage work health and safety risks
https://www.safeworkaustralia.gov.au/book/model-code-practice-how-manage-work-health-and-safety-risks#11-who-has-duties-for-man
aging, A4 2020. 12. 1.)


https://www.safeworkaustralia.gov.au/book/model-code-practice-how-manage-work-health-and-safety-risks#11-who-has-duties-for-managing
https://www.safeworkaustralia.gov.au/book/model-code-practice-how-manage-work-health-and-safety-risks#11-who-has-duties-for-managing

@ 93 2 EA e AE(Review hazards and control)

AF == AYRe

Work Australia, 2018: 24).

3 AWdx AA

WE A FAG ] ¢

Z] o
-

22219} vA

93

184 FAMRbe] AP R 2HFel=A HEs|oF rHSafe

(719 3-11] e A

' Management
commitment

Review and
maintain
control measures

03

Control

Z=%]: Commonwealth of Australia(2020)
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5. utte] AR £ B ¢ BHA=

7} ek AAS - YBA A E(AN Hazard Risk Assessment)
D SHAA FrlEA

O &FeHd X (Public Safety Canada)

vttt 3-8<bdF(Public Safety Canada)x= 7Huth WA H-L] 71dEo]| Adde]A g9
dgoz WHY oFed HARAE HEY IS Addr] s Aun AR
(Defense Research Development Canada)e] ¢+X.33}8FAlE|(Centre for Security Science)$} &
ko] AA sS4 EAN Hazard Risk Assessment) & 23S 7jasiict. A s e
A AE ARLE AUt d94 Adae]e] Ao wet AEA7E B sl - HE A
e A U T3S F =S Ad 0}71 MKl Xﬂzéﬂ»«ﬁ‘r. TN FEE ARA RIS
=°| fsidd HEE
2 7Y HasH A5

P

ig

APHRI|FE S 22e] 7)o FBHE AR AANYIHAE AW Er)
T AEG APARIREe E AYS EO2 dedN aPus
e B FlA ol 5 A AFL okt B 2 Brh 5
2

2t Wl =333 Public Safety Canada, 2012: 7).
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994 AEd] 22IW HHL AT, SFh A 150 31000904 AAE B
wWepdg, S19.agl A, 994 B, 994 Bk 99 Ae 5 5714 wAE 2
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q: Public Safety Canada(2012: 5)
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A HFFA(risk theme)e] 4t= So]tKPublic Safety Canada,

G
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AL, 9922 Al AY 44 S0 BES SAYZ APIT. WA A Aue
JAAS) o2, F2 TR, AARA & ANV IGLOR JFPAA 7]Ee 9
=] o] =
= [¢}

A Ao tgE 7]z, AFAghd 7

ok olgfd 7les EUE Aol dold AlZIIAIRE
-2 - A - AL - QPR - x7d el mlR gk A = A
ok o3 Avele E4s EUE AFa A A 7 A A z2A] 5
A A gFeHPublic Safety Canada, 2012: 16).
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@ Y9¥A EA(Risk Analysis)

AP B 77t 988R0Es HAVFA T A FFY FEo g B4 £
A A AP as] AEAANA AEd ARE EUE LA JteAd B Gl o
3 ZAAE AEIT DA AL ditEel fou FE - HIm) Fe A &
olE 7|& %E‘r %‘%k B4 fEAAT HdE BE 93 - AP ERE | EA JFe
A8 AL - 3 - AA] - AL - QFR - 7} Pl M2 Hsl4R|sl, BE A9 it
9 A& 7%%“3}. ABAE DAV 243 9F £49 Ao g AFgFEs Fo
sto, QAAAAe] BHARE JNlele A FoE zZh=E FetHPublic Safety

Canada, 2012: 20-24).

@ %134 H7HRisk Evaluation)

A9 WRs AGH BH A%E AYY WPIER Amstel, 9FaR AFL
o $Fo] £EYVF £EAA FESH BApolth. 934 Whe Bt BAF A1F8
o} SHACE YAt BAF 9Padle] BT AuNY B FEHOE Yk B ¢
A HABA APY BH) HEEL JIMOR PR £F A RE AR

el 84 ARARE F4 BEL TPAT B w6 oldF BF A%z 9
§ %7} Assh 57t Rol| 9@ A AL, %7} dolEY Ask AR, ANRR

o g FEsIAY F8o] BVl o tigk SAXIE =EF tPublic Safety
Canada, 2012: 53-55).

® Y3l A7 X (Risk Treatment)

Aol 84 B Azel B TeAare wReR d9ad e
Aran. @] By AL @ads) A7, 87154,
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e
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=
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A el cPublic Safety Canada, 2012: 56-57).
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[19 3-13] HAHAEE A= dF 771

s Scenario development » Request for experts from
process federal institutions to conduct
nisk analysis

s 3 — 4 risk scoring workshops

Fiscal
Year

* Report on the
AHRA result
(previous cycle) m%:%
and presentation t@?%

» Invitation to federal
institutions to review

to decision-makers
s+ ADM EMRO to send out

call letter: risk identification Eal of AT
and launch scenario & Evaluation of AHRA
development process results from scoring

& Review of recommendations s
for change to methodology and » Call to launch review of
communication to stakeholders AHRA Methodology

Z2]: Public Safety Canada(2012: 8)

T3 FEdEE AR HEY AP =8 28] fd auARTIRER T
b AP HE A F1F(Interdepartmental Risk Assessment Working Group)<

AE 1A 7 WA AE ARIES A A d¥adl 2 g8 22 o 27}

_,d
)

. sire) Ak Sla) B4
D <kAA A

OREE

14) Minister of Justice, (2019), Wyttt AFd<kd  AJd=(Canada Occupational Health and Safety
Regulations) Eth &2 #-A g+



AFE AR Rl flsel SA meEl sl E cldshe == i 3 A
P 45T 14 77 o sl dzEade A3, fsAE 2 AE I,
Ao 2 HE A3, uEA, Adus, 228 J7F 55 £ oF I
Ak AlegE 19.D

2= g8l - A Z2Od JIs B didoE, AR fEl9 Rz
g A4S 7HAD ot 224 F dFe 2EAEY UER A B -k A
2 93] (health and safety policy committee) == AR 9A3)(work place committee)]
Ao E2A s =2 ke FroftHGovernment of Canada, 2015a, 2015b;
Minister of Justice, 2019).

i

rlr
4

D Ay BrHER
AQFH Agslord sley Zeade AAE, 994 BY 2 AE P, g9
o #4 % FEY AY, AR, 224 1§ 52 TFI TS Y Bk B

g Hsiadl 24 2 AEYY A At tig ye-S AR

ArdAbE AZkESHergonomics) B 3] AE B HE WS TII Asiadd 4
9 AEYHS vy osith syt Ak AldE 19.3(Del wet AT SlEiARA
A BIA, SFAA 2 AN BN, AP Bk ZEa9, A9 A4 A9, 2
229 B - Qb #E BHuA, iAol thet AR, G ds] d hEA #4
T (the Safety and Health Committee and Representatives Regulation) #&# R A F&
Heo 2 Qi g HAEES Adrh fefod Z2se] JdFl g 2 AE
YHESRE fofl 2 - HE 93 X9 AZF ZHEd), fsi @3 715 P, YREY

AE Az 52 ¥g3t (Minister of Justice, 2019).



z 2 4
A, A3} o] s o] T4, AR - AE - AY - TR EAT A3} Ao
=
‘.__T

A =& AEgoksitiMinister of Justice, 2019.

T-5t== 3CHMinister of Justice, 2019).



A2A 39 FoTe] SWEHAAY BI7HI=E
1. v]=¢] SWeHdAd H7HA =

7F vl SWeHd & B AAD

o 4 2 7)E B5FE t3shke AATE o8 BEFAHY Fa7|He] B4t S
o, WY #@Ye B 9"tk Uk, =3A437]%%A 9 Snternational
Telecommunication Union, [TU)Y] EF Weixdes =5FF 4kt SAAREAA=(CP,
International Communication and Information Policy)e] th-8-S ©wdsla, ISOMECS FZ9
of-3-3F= WIZFEZE7]7+¢] ANSI(American National Standards Institute)7} w|= tjE2 253}
tt.

=7} AAH R QFEHE A Ve Eoks AY FEE MEIE s, diFEE Al
o] FFE3e NF T8 E EUE WU FEse A AIHe AHAsta ok oAl
AR= 55 Bestal vizte] 83 AYS Adske ddS ok AA g7tESAH Y

Y 3J(CSP, Interagency Committee on Standards Policy)= %+ H2E, A 2H Q7 &

5, W A - BA Tl g Xélﬂmjél g B4 QFE g9adth a8a AR 4ket
o] I exETYol EAV]  AZEY0] Zo] B2S /sty #d ARE AT o
&S Ttk gAFGA Aete] FAAAT N vl E5Y SE 9 u5SEs gt

t} o] Qo =7 }%{\]é A (National Telecommunication and Information Administration,
NTIAE #2234 #3449 A4 Ads Feth ofgfe (19 3-1dle ol9f 22 mx9 =
AxE - AAE =433 Aol

15) SZTHREN7|43](2019) p.102—-165 =,



(19 3-14] v]=2] A|&E ths AA

.[ NiST

]

A
e R G s i Y DOGTBtiGR
" ("ATig —{ miA }—{ ICCC CiA_ | ¢
Ty A | D 5 vy S e e e B e
A g _T ele i "".":Z'.J.'

ITU © International Telecommunications Union

1S ¢ International Organization for Standardization

|EC : International Electrotechnical Commission

ISC/IEC JTCT ¢ Jeoirt Technical Committee 1(1S0%F [EC2| SHE2|23] 1)

ICSP : Interagency Committee on Standards PolicyBEEMHES 9IS

DOC : Department of Commercel(&5S

DOS . Department of State(=Z25)

EB/CIP : EB(Bureau of Economic and Business Affairs, ZRZEEA) A6}
ClP(International Communication and Information Policy, =H|E4-HE =)

ITAC ¢ International Telecommunication Advisery Committae

FCC : Federal Communications Commission(J|SHIEM22EZ)

NTI4 © National Telecommunications and Information Administration(=7t54 S EE)

NIST © Mational Institute of Standards and Techrology(S77 282 8)

ANS| - Amencan National Standards |nstitute

ATIS : Alliance for Telecommunications Industry Solutions
TIA & Telecommunications Industries Association

IEEE * Institute of Elsctrical and Electronics Enginesrs
E|lA © Electronic |ndustries Alliance

US ITU A LS. MU Association

24 IR FA7<H ], 2019114

U v F=EoF SW #d ¢AA HriA=

16) US Code Title 49: Part A
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% US Code Title 49(0]= 2-2%): Part Al7)
0]} BE%) USC 499] Part At A =obsol] Pt SRR 3 01 A30] Ut
gt Sol 2 412 b Sict USC 490l the s, b et
2021 A1, Aol S0l He ] 2 A AR 2ol] et o S A
ol:2 ayslo} airk. oln], ePERE A VA LS 5 7ol )
AlEo

=
AV S 20 2A10) 91908 4 9100, AP AR 79 o

oX
_O'll‘
l-_|0

_‘?—EIO ]-g] \__T"f]__\__‘

% CFR 49(USC49 st =): Part 1118)19)

CFR 499] 270l M= g =g o] D 2 eAtg, - Al 3L 7] Sof et
ke, MeHe) elAl RIS WSS dstn Sick Sel, CFR 499
236.18(software control plan)ojjA= 2 215 & R} A||ojo]] AFEE] = A
Egfo] ;(.x%g HAGHLL Q EJr CFR 499] 236.180] t}=2H, 2005'd 6
621 0]5 3L AJRIShE M 284S AJRI]7] Flof 415 W ela}Alo] A48
ol QEM\H—EHM o] A Al S AEHsHoF s, Al %5 2 30712 o]
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e/Title49/49tab_02.tpD)

19) CFR Title 49: Part II
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20) TTCI &3 e]#|-Approval Proces (https://aar.com/standards/approval-process.html)
2D v ==H =¥ 3] MSRPs (Manual of Standards and Recommended Practices)
22) m=r2 =¥ 3] MSRPs (Manual of Standards and Recommended Practices)
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@ FDA 4}+3&} Center for Devices and Radiological Health2®

Aol askn mRHel 1EAY BIVIE AFHE AL FH FHOR It
FDA 0% oItk =& olel@ |57l WAsls 2zEgole] U QclFe #2

BA0]7]% B,

2 AR B

H2e] gl ebaRE] AR A% olEle] <E 3653 2ol 2wyl Sl et

<3 3-6> FDAS] v|= oJg87|7] A5 A

=2 A 2730
Class I WA JEE.9] Class [ 7]7]
(low risk) 510(k) AH09] Class [ 7]7]
Class II WA H0] Class I 7]7]
(moderate risk) 510(k) 2 29] Class II 7]7]
Class II 501(k) QHo] Class II 7]7]
(high risk) PMA T E229] Class 111 717]

510(k) =+ PMAS] tido] =& 571718 vlar WollA Aldstaz sk A5, 94 A
2]3k FDAS] ‘olg7]7]d] A= o] = AT EYOE 93 ARAZA A Zelx slo|cat
¢1(Guidance for the Content of Premarket Submissions for Software Contained in Medical

27) FDA &9¥o]#] (https://www.fda.gov/about-fda/fda-organization)

28) FDA 4}s} Center for Devices and Radiological Health
(https://www.fda.gov/about-fda/fda-organization/center-devices-and-radiological-health)

29) PMA Approvals General Information
(https://www.fda.gov/medical-devices/device-approvals-denials-and-clearances/pma-approvals#Gl)

30) FAIA Q] F52 Code of Federal Regulations Title 21: Parts 862-892¢) ™ A|



Devices’ 7]l met AF/FE A ste] AEslo gt oju, FDAE 57710 gAls =
AZES o] AT HE ‘AZE oY 1 EE AFOE Qg A e AHEALY I
3 A%’ o web ‘Minor(Ew g &)’ , ‘Moderate(E7F A=9 &)’ , ‘Major(A 23t
&)’ T I TEoE TEIL Utk Y577 AZES 7} oo AR F st
T o] HH 11 AZEY = Major S5HO £3HRD,

lM

r°*'

{E 3-7 9877 AXZEY Y Major 515 7|5
1. Does the Software Device qualify as Blood Establishment Computer Software?
ABEY o)} U2 S QT 7HE ALEofQI}?

2. Is the Software Device intended to be used in combination with a drug or biologic?

2. ZLEQ o7} oF2 E= 2o} T ALGEI=7}?

3. Is the Software Device an accessory to a medical device that has a Major Level of Concern?

3. AmEQo7} Major 9|85 ol HL5H 717]9) 548017}

4. Prior to mitigation of hazards, could a failure of the Software Device result in death or serious injury,
either to a patient or to a user of the device? Examples of this include the following:

4. 91%o] AR Pectd 2T EYo]o] 1AL 2 SRR AHK] ALRA ARSI A2tet Batg glg 4
A=7H? (OFH= AN

4-a. Does the Software Device control a life supporting or life sustaining function?

4-a. 2ZEYOP} Y BE E Y 9] 7|5 Fofoher1?

4-b. Does the Software Device control the dehvery of potentially harmful energy that could result in

death or serious injury, such as radiation treatment systems, defibrillators, and ablation
generators?

4-b. AZE o7} AL |2 AJAR), AN 571, £ AR |2} o] Al Ei AlZIgh Rarg Kep
ARfEL0.2 Qaft oluix|o) Mg Aotk

4-c. Does the Software Device control the delivery of treatment or therapy such that an error or
malfunction could result in death or serious injury?

4-c. AT EQ0]0] Q.2 FE= QRHE 0 2 OI5}| AJY} = AlZIet BARS. &afist 2 9l x| B T &X|X|2 A|ojsH=7}?

4~d. Does the Software Device provide diagnostic information that directly drives a decision regarding
treatment or therapy, such that if misapplied it could result in serious injury or death?

4-d. ATEQOPH AR MRl O S0t AL Qe 4 9l Al 2Lt AIAe] 2ol AR S
OjAl: A RS AEH1?

4-e. Does the Software Device provide vital signs monitoring and alarms for potentially life threatening
situations in which medical intervention is necessary?

4-e. AT EQ0I7} O]&1A] Al%0] T Q3 ARIA] 9|3 Altol|A] A 8X] A5 0] WUEY 22 71 7152 Al 25}
o1

A Ol
TR

Z=4: FDA, 2005:6-7

31 FDA(2005). Guidance for the Content of Premarket Submissions for Software Contained in Medical
Devices



GE 3-8 9577 2ZEH Y] Major 57 71+

1
X E o= Minor

=1
TH

1. Is the Software Device an accessory to a medical device that has a Moderate Level of Concern?
1. AT EQJoj7} Moderate Y&-5=°]l slld5h= A1) F&5FAU7t?

2. Prior to mitigation of hazards, could a failure of the Software Device result in Minor Injury, either
to a patient or to a user of the device?

2. 182 atsl7] Aol AmE o] 10| Wijo] EA LR AHEAOIA F0lg e Refe 4 gl

3. Could a malfunction of, or a latent design flaw in, the Software Device lead to an erroneous diagnosis
or a delay in delivery of appropriate medical care that would likely lead to Minor Injury?
3. 2 EQojo] QALE T AREIQl A Aato 2 Qlall 402 olojd 4 gl © AT &2 o2 A~
Rlglo] WgEt 4 QlsLle

Z]: FDA, 2005:7

Z A 4 2zEdole] AdSH wE, okl <&E 3-99k 2o

SOFTWARE
DOCUMENTATION
HE M7

MINOR CONCERN MODERATE CONCERN MAJOR CONCERN

Level of Concern

A statement indicating the Level of Concern and a description of the rationale for
that level

S
s 71N 3 HESe 201 et 2
Software _ . .
o A summary overview of the features and software operating environment
Description

ATE0} 43

ATEQI0} SF| Chet 29 U ATE0] LU

Device Hazard Analysis

SR

Tabular description of identified hardware and software hazards, including severity
assessment and mitigations

QU001 A24T T} U SIS TEFH SIS0 ATEQ01] AEl SHR0I0] i3t

H o] 42

Software Requirements
Specification (SRS)
ATEQI0 QTS BA|

Summary of

functional

requirements from | The complete SRS document.
SRS SRS A=A

SRSHIM 7Is

LTAL0H CHet




Architecture Design Chart

Detailed depiction of functional units and software modules.
May include state diagrams as well as flow charts

SHot o1
HAXE oia B3 7158 RA H ATELQ0| ZS0] Cet AtMich . HFSEX
B CHOI0OH 52 2l = U
Software Design Specification _ L
gn=p - - Software design specification document
(SDS) ofig el

AEQO AH HAM

ATER0 24 MM

Traceability Analysis
MY 24

Traceability among requirements, specifications, identified hazards and mitigations,
and Verification and Validation testing

LA, BAM, MEE 2

B8 2 A, 15 U BN HIAE Zio| Fx

Software Development

Summary of software life
cycle development plan,
including a summary of the
configuration management

Summary of software life
cycle development plan.
Annotated list of control
documents generated during
development process.
Include the configuration and

Environment Description o IS and maintenance activities management and
ATEQ0] 7Het 3424 A ATEQ0] SAI2|9} maintenance plan documents
RAEs 2= Zofet ADEQ0] HHF7| N
ATEQ0] 47| JHY 20| thgt 20F, TNy
A[=2{0i| Chet Qot SO M= 2 A0 et
e I H A
2 mat
Description of
L V&V activities at
Description of L .
. the unit, integration, and
V&V activities at .
o ) system level. Unit,
Software the unit, integration, and

Verification and
Validation
Documentation

#5 2 =pl 24

functional test
plan, pass / fail
criteria, and results
AIEN 7|5
HAE A=,
S2/Am 7= %

=
21

system level. System level
test protocol, including
pass/fail criteria, and tests
results

ATEQN FH, S H
AAE SZ0IM V&Y 230
Lot MY, /A 7|1E 3
HAE ZuE Il A|AH

PEHAE OZES

integration and system level
test protocols, including
pass/fail criteria, test report,
summary, and tests results
ADEQH |, S &
AAE] SZ0IM VRY 230
Chet A9, SF4/Am 7|,

AR HIIM, QOF I HAE
s Halet ATEQH

R, ST H AIAE 79|

HAE D2E2

Revision Level History
o=

Revision history log, including release version number and date
ATEQ 0] BT BM 2 IS Halet 74 01H

Unresolved Anomalies
(Bugs or Defects)
Olsid =

List of remaining software anomalies,

annotated with an explanation of the impact on safety or

effectiveness, including operator usage and human factors
ALEXIL ARSI QI Q0ls HIGI0 OFH I REH0| O|Xk=

F0f ot LS HOIR= AT E00| 2|

<=+ FDA, 2005:9
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M3 T Hofe] 2mESY] WA Hkeh e, WF Aepge o|Rs)Y)e] HAHE
azEgole] QA BHE Bl glol B J1Bate] ool Sl glo] /1% BEOR A

7k EU SWRHHEF #] A A2

EU9 SW#d ZARFE U$S 3 ¥F3}7]74European Standards Organization, ESO)<l]
A EREta Al e W3 E AEA R A Zopd FE de AYgth 7AA
o2, ESOx fH¥E&=3h14Regulation No 1025/2012)0 A3t 8 EZ(European
Norm, EN}& A3tk o714 FHESSAS 23775 7488k Al 71Y F3
3k kA QAL HAEk ok Al 719 ¥3]ol= ETSI(European Telecommunications
Standards Institute, 54715413253 3]), CEN(European Committee for Standardization,
Y ¥53¥39]), CENELEC(Comité Europgen de Normalisation Electrotechnique, 871717
XAt =gEY ETSIe BAEEA ks, CEN2 duhikg] #oFE, CENELEC
= A7)z Fobke] £ES Fdetal AT

(o

AREA #H8 23 JFE $33= ETSI= EUY [TU(nternational Telecommunication
Union, =AA715414%) t-§ 7172, vlgeldAoly EURRE A4S gl o},
v SW S ICT A Hope] 8% FE /iy, EUd tidh A28 Y 943 = 4853 9

CEN-2 EU9| ISOt-§ 7|#+9&-S sttt EU YU

AxAA 5 A a7 wEt 45 AFe] wHEE Agsta ok CEN3 ISO 3F 253}

32) FFAHREA714H3](2019) p.42-98 =



S5 o5 A 2 ¥d8 A $HES 8] 199193 nidy #A A Aste CENS ¥z3 o
2 [S0F#S F83t1, EF/MEARIe] 1509 THEE A S04 &S MLs=ES
st vk EF CEN# 1504 &&4¢do] o|Fod 7% FFol FHEEH IS0 =A|%F
o2 FAAY & F o A& FAEE WL Jheeith A7|AA #E 283 A=
933+ CENELECE EU9 [EC g 7|72, A7|ZHA 7|& #3d FHIESFS )it
CENELEC [ECote) %3} &5 F&5 WA 2 dY9 #4 < sl 1919 =#2=dl
AA Adste] A=A o= [ECY HFS 783510, EF3} Aol THEE= 4% [ECA &%
ZF Mt 9dst=2 74 9ok CENELEC® IECo &% o] o]Fold A$¢ fH%
T34 ECHAZEo 2 SAAEY & 4 o] Al&3 A% /Y 7Hsstth

ETSI, CEN, CENELECE= FEH <= xE8 /ES Js17] 8 TFsxF AAHE EXste
Joint Presidents” Groupe T2 o™, 7+ 3] 7+ F{FE &EsiA st ok ol 3
7F BE FEEES 7P 253 V1Y A FEA FEE AA AREM, FHEE0|
AEH A= FHEFH F7PE BF I AL AT olPxA AT ofgle] <1
g 3-16>2 o]¢} 22 EUY IA|%E3s} AAE =438 Zlo]

[29 3-16] EU A 2344

Guide for ITU-T and ISO/IEC JTC1 Cooperation (1988)

.

ITU (186 I Jer it Ec )
[ EC
T Vienna Dresden
o DG GROW Agreament Agreameant
/He — S (1991) (1996)
2020 Strategy i
x | |
53 «—»(  CEN | |[ CENELEC )
e gy o ——
_____ E____A I.____—_—_—_—_—T__J.__________J
T i
7%% JEEC (Cictse ) (_Jre )
— BSIGEK) DIN(H%) AFNOR(##)
[(mze ) [ useR ] [(sewen) [ FEds )
» AFNOR (French Standards Association) » EBU (European Broadeasting Union)
« BSI (British Standards Institution) « EC (European Commission)
= CEPT (European Conference of Postal and + ICTSB (Information and Communications Technologies
Telecommunications Administrations) Standards Board)
= DIN (Gannan lnstitute for Slandandization) + JUPG (CEN/CENELE/ETSI Juinl Piesidents’ Giup)

+ DG GROW (Directorate~General Internal Market,
Industry, Entreprensurship and SMEs)

<4 FDA, 2005:9
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(https://www.era.europa.eu/agency/stakeholder-relations/national-safety-authorities_en)
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(D EASA(European Union Aviation Safety Agency)36)

4 F Y93} (European Commission) 4} 78 AeaHa-<Hd A (European Union Aviation

36) EASA EH0|X|(https://www.easa.europa.eu/light/easa) &Z.
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Executive Directorate

Patrick
Senior Military Advisor
0. Koshl Legal & Procurement

Strategy & Safety e : Flight Standards Resources & Support
Management Directorate ’ . Directorate Directorate
L Tytgat 1. Rasmussen 1 Solcova
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Environment &
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Certification Strategy
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Design Organisations
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/i EU 3| d=witt byl @3] I7heEd=(National Aviation
Authorities)-& Z+ =7to] WI7FFAE 24 D 53 obd BF 9 A 2Hd we $HEHE
£ ok 7]Folt) B9, ] 2 3y FEY ‘AR o #-E dAd grteE A

o.

37) OIUH= NAA EHH0|X|(https://www.iaa.ie/who-we-are/our-role-in-irish-aviation) &%,


https://www.iaa.ie/who-we-are/our-role-in-irish-aviation

Qikx o2 shtel Frho] shte] 1% Fae] gl st g, BUE 49 AP 4
s} EASASH /8 EU 3l91e] NAAZL @eistel 9e) g3ebde Befsn go. 53,
= L 337) BE MAS BAD B AFS APATY EASAT 5
SHaL 371 L FFRE AU -4 - B 53 DAL ¢ NAVE Bshe gaoE

T dge s QoRYE 9, 201D,

™
%
=

Ir
cot
ok
N
He

2}. EU 9&&oF SW #d A4 HrA =
D ¥4 B7HA

O ¥ 57]7] A (European Medicines Agency, EMA)3%)

EMAE EUCIA 9571710 #s FAHS F33ste 7]ﬂ0§ oofE A EUHE,
oz AE7F 3 @A 577 FHE AR Xﬂi 9 98< st o 2y

3)
crgel R Wakelsh, IR Al AR B AF 2 g G L AA, 9
+F L 95717] A4l U@ FA, U%E Bu FA, T4 Yt HE
Hol B §A = 55 B B4, N84
3 g,

@ 7t EU 392

Sold e EMAZE SaskA ek 7%l eREel tha Bt o87)7] Akl o
W7k AE 2 SAECl Ud 9 A, R U 98I A U A, oJokE
B A, T4 Qs WE A, B 5 = =8 4w B§ 847
A 5 BE A EUSIUTS) FATFAA Zae] A120 Bl wheh gk

Av)

<
=2

@ MDCG (Medical Device Coordination Group)39
MDCGE= EU 3d=¢] 957|7] #A9= 1t g8 =Rs7] fs vhEojxl x2lojth

38) RE=7|7|H SH0|X|(https://www.ema.europa.eu/en/about-us/what-we-do) &Z.
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ASTAP (Asia-Pacific Telecommunity Standardization Program)
« JISC (Japanese Industrial Standards Committes)

TIC (HHEM7|E 98|, Telecommunication Technology Committes)

+ ARIB (HIOFHE|, Association of Radio Industries and Businesses)
+ ITU-AJ (ITU Associztion of japan)
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3 ARE 88k JoEES 9, 2010)
(1% 3-22] 4EnSA o= A=
Minister of Land, Infrastructure, —
I Transport and Tourism
Aircraft and Railway Accident
Investigation Commission
I I I [ [ [
Director- .
Minister's General for Policy Féa:Iway Maritime Ports and
Secretariat Policy Bureau Hisl Bureau Harbors | .....
Planning Bureau
Administration Aerodrome | | Air Traffic Services
Department Department Department
FE7I71edAEE A& ol 49 7] 3 FEEE FASE gEe A
A3l FE= 4bstol] AHS 2AoR, i AHA A&E TVl AR F§F
A wrle] FalEne $aa Ut 9, 2010,
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Director: Mr. Kazuhiko Hirai

Aircraft Engineering and Certification Center (AECC)( 10

Deputy Senior Aeronautical | |
i bt ; Special Assistants | |  Flight Test Pilot
Directors (3) Engineers - . §
i : to the Director | /Engineers |
Certification Management || Alreraft Design ©) | R T | I
Section (1) (3) * Pilots do not reside in
Certification Coordination -T:vpe CendOcadon ';;,E(ﬂ.?.?lﬁu-mf:"? i
p— . sNew Technology W
Section (1) I S e . TICproject as
*Continuing Airworthiness .. ,¢5ry and as
~ Manu fachll'illg Section (2) Aeronautical *Software Certification etc. appropriate.
Engineers -
| Aireraft Design :
New Technology Section (1) g e L&:" o
a1 g S
—| 8 Certification Sections (8)
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2 YE omol SW ¥ ¢AH HHAE
1) HAA H7FA

O 3A-TA  oof - A= (Pharmaceutical Safety and Environmental Health
Bureau, Ministry of Health Labour and Welfare, MHLW)

A FHAMHLW)S] ojof - A= SokF H os577] 59 59, TA8 #- 7}

ol=gQle wasit). T3k sh=o] 2ok 3t f{ARSE PMDA(Pharmaceuticals and Medical

Devices Agency)] Q%& ZH=3ith

@ PMDA(Pharmaceuticals and Medical Devices Agency)
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A& YoM 571718 Bstaat sk 719 BulE JRAIS] Aol Sael #Aglo]
AzQAzBY 7K AE)E gS5ejoket) o, & o WIS AxY 2 Az
§7He 853 & Aujrt 7hsstd, Yol 2AE F = ARPAE 42 Aol B
AYste] 222 MAHMarketing Authorization Holder)7} &0} Az 2 A zHuq 5171E
A7, PMDARRE 9=+ A %4} & 7HForeign Manufacturer Licence)E ook it

(29 3-25] AR B7)7] AF B Asvh A

Manufacturer
(HZ=X})

|_ S| ZHZ=XS 7L PMDAR 2138
4

|
¥

MAH Foreign Manufacturer
(Marketing Authorization Holder) ~ License .
= L Eoixt 2= NI ZEXL 5|7t

| PAL Application(2FAFH £176)

| |
R L2

s

PMDA RCB PMDA

21 F /8| 7HCertification/Approval)

=4 o577k A B, 2019:3

@ HABIL @ %216

YEZ oty <F 3-1D# o] Y57 sue 4&9Y =77 FEEFUMDN,
Japanese Medical Device Nomenclature)2} GHTF(The Global Harmonization Task Force)¢]

45) BIR7 |7 QFEER019). Y2 ABIP| KE A HA-QISIIUA FE.
46) YESHUYTISE, 2020 BE.
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o /\JE_?'S}UE Aot 25w ‘Hd «1371 71’ & FAETA] A= FE

PMDAS] AAE Hhoto stm, AA AAE FA=FAE S MHLWZHH "OWOP‘# Els
s8Y Y8717 F, dF7Iee] AA e ARIE=B/YYEI] & dE 4?35{
(JIS) Z=of w2t F9le A3x} <157]3HRCB, Registered Certification Body)Z2%-E %
ool it} 35H ¥ 45w9 1= 577+ PMDARYH AAE Wil O A34&E

W5 YO RE| Felwolof Tk

-

B AN o &

J

=2 gz QU5{7} Ex} J=Es
et o|z 7|7 - Xt 2MEHIEHEE QIO
1 28t Ol=7|7| _ PMDAY KPR 7t Mot [oil
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(Specially Controlled MD)
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=4 9 57|71FAA Y, 20194 =

A2 JERS NUIRE =HE 9577 4AE _‘5_%’4]01(5&1\/113, Software as a Medical
Device) AlE= J&71712 s718l7] AlAstsitt. 28] A5 BE =2r7ss drdA
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[19 3-26] Y& A E S 74 U &AZESo] Validation
[FARE

(Consideration of medical devices using programs)

Article 12 Medical devices using programs (including medical device programs or medical
device media for recording the program: the same shall apply hereinafter) shall be
designed in such a way as to ensure the reproducibility, reliability and performance
taking the purpose of their use into account, In the event of a single fault condition
in the system, appropriate measures shall be adopted to eliminate or reduce, as far as
reasonably practicable, the risks that may arise from the fault.

2 For medical devices using programs, their quality and performance shall be validated,
taking into account the development lifecycle based on the latest technologies, risk
management, and verification and validation in order to operate the medical devices
properly.

(Consideration of active medical devices and medical devices connected to them)
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(Civil Aviation Administration of China)49
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49) CAAC


http://www.caac.gov.cn/en/GYMH/ZYZN/
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@ AAD (Aircraft Airworthiness Certification Department)30)

CAACAHsE da7] 7Zakls3HAircraft Alrworthmess Certification Department)= %%t &
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[18 3-28] CAAC 7 =34
32 E R ER
Ministry of Transport
|
PEREAMZER
Civil Aviation Administration of China
(CAAC)
. 3 . ety |
I ZE B S E ) & EIE
Department of Aircraft Regional
Airworthiness Certification (AAD) Administration
| |
Aircraft Airworthiness | | Engine & Propeller
Certification Inspection Certification
Division Division Division
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