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SUMMARY

This study deals with the process of deriving software safety level selection plans, and
safety management plans for each software safety level for public institution systems and
national infrastructure. The reason for the need for a common software safety level is
to safe software of safety critical systems which is centered on hardware safety
management, and to provide software developers and domain experts with necessary
technologies for software safety activities and safety management. It is also to efficiently
set the cost and time to secure safety, which are obstacles for software safety.

In order to determine the items and indicators of safety level and apply them to public
institution systems, this study conducts a investigation on how to determine safety levels
in major industrial domains and public institution safety management systems.

First, in order to establish a software safety level determination method, domains
such as aviation, nuclear power, and railroads, which is traditionally important to
safety, is selected, and safety standards is investigated. The content of investigation
is composed of various types and methods for determining software safety level, and
evaluation items and indicators for software safety level.

It is confirmed that most industry domains use the severity of risk as an assessment

item. In addition, it is confirmed that the level of risk involvement, and the
availability of redundant safety devices through hardwares and operators were
commonly used as evaluation items considering software characteristics.

Second, The software safety level in this study aims to be applied to safety
software of public institutions subject to the’Guidelines for securing software safety’,
a notice of the Software Promotion Act. In order to derive the characteristics of the
safety standards applied to the system of public institutions, the case of the type and
rating system of public institution systems was investigated.

Lastly, based on the results of the investigation and analysis, a plan for determining
the software safety level of public institution systems and a management plan
according to the software safety level was derived. The derived results verified
validity and objectivity through software safety expert review by field.

Through this study, it is expected that a basic structure for software safety
management will be prepared, and in keeping with the 4th industrial revolution, it will
contribute to the enhancement of software safety in various industrial fields.
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615080] ATH1D o] FFoA FJAYH AFxF FHFEFES SO 262620])H,
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[EC 615083} ISO 26262(A}&=F QFHAEF)A H 5= AAS= 7I+&

1D 1 EnFHF2017), A4zt Al d=o b R Fxae] 7124 92018 ~ 2022)
12) IEC 61508, Electrical/Electronic/Programmable Electronic Safety-related Systems
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A i AZEHo A B8y ¢bd o= wet a2y, A Ex
of Mg} Q7EHE AL F FFo EA Ht

L. [EC 615082 Al2" W5+

[EC 615084 tHeaw2 I F2A FGIL, Safety Integrity Level)o]
gt FEo}h SILS A9A 2 E7EH 2 ol wal Fo0X ARE Qo] 8745
= ¢ Vs e ATALE Y F e FES T 2 PNGgES

—t— ALARP(As Low As Reasonably Practicable) %
H

SILe AAsh= W
Graph ¥ 5°] JUth14)

ALARP e Az ozE Aol sbsstAw, 4= Pz P

PRAAE A8 VST A4 WS et By WES 25 el 3

TES 2Ue TFEF A 7Y 8FA S FUsteE Wolth A

FH gue] A9E MEs £AE AFSL, AL AR LGu g Fo}

9 25 wolu 3eE = TFAES SIL 874 = S7ksk= Aot
[ 2-7] Tolerable risk and ALARP

Risk cannot be justified
except in extraordinary
Intolerable region circumstances

The ALARP or A Tolerable only if further risk

tolerability region reduction is impracticable or if its
cost is grossly disproportionate to
(Risk is undertaken the improvement gained

only if a benefit is
desired)

As the risk is reduced, the less,
proportionately, it isnecessary to spend to
reduce it further to satisfy ALARP. The
concept of diminishing proportion is shown
by the triangle

\

Broadly acceptable region Itis necessary to maintain
assurance that risk remains at
this level

(No need for detailed working £

to demonstrate ALARP)
Negligible risk

IEC 166498

A= : [EC 61508, Electrical/Electronic/Programmable Electronic Safety-related Systems, Part 5

14) IEC 61508, Electrical/Electronic/Programmable Electronic Safety-related Systems, Part 5
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AAAT. o] WY 47HA 8 4E Adste Y xZE o] st SILs AR
st=dl, I 84F AZA(Consequence)’ , ‘ol =EHE A
(Frequency of, and exposure time in, the hazardous zone)’ , ‘<& 3]
7} A (Possibility of avoiding the hazardous event)’ , ‘71543 754
(Probability of the unwanted occurrence)’ %o & FA¥Ht}.16
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[ 2-8] IEC 61508 AZE o] /M A 53 Q3 7%

Technique/Measure * Ref. SIL 1 SIL 2 SIL 3 SIL 4
1a | Structured methods ** C.21 HR HR HR HR
1b | Semi-formal methods ** Table B.7 R HR HR HR
1c | Formal design and refinement methods ** B.22 C24 -—- R R HR
FJ Computer-aided design tools B.3.5 R R HR HR
3 Defensive programming C.2.5 -—- R HR HR
4 Modular approach Table B.9 HR HR HR HR
5 Design and coding standards C.2.6 R HR HR HR

Table B.1
6 Structured programming C2T HR HR HR HR
7 Use of trusted/verified software elements (if available) c.2.10 R HR HR HR
8 Forward traceability between the software safety c.211 R R HR HR
requirements specification and sofiware design

A= : [EC 61508, Electrical/Electronic/Programmable Electronic Safety-related Systems, Part 3

2. 150 262629 QtAsw

A& 220 1SO 2626204 9+ 552 ASIL(Automotive Safety Integrity
LeveDoltt. ASILE IEC 615083 B]<z8tAl 45522 UFolA Ar. A&zt
ZFA TFE UFre 7EL A4 GSeverity), 9¥ =F Azt
(Probability of exposure regarding operational situations), %47} 4d
(Controllability) o] t}.17

su< ABCDE U¥H D7t 714 2 sw°olth o] £FY AFe +
vol 5% 875 FH 8T7AN =l =
AbE 2= At o
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3 AN2d deHE 24 Wy 3 A O

Ew ]l A=
o=y, Al=E ]E
[EC 615083 A&t EZ(S

17) 1SO 26262, Road vehicle Functional safety, Part 3
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Work. SEW 2012
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System Safety Conference)
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A Class | AH&l : room thermostats, humidity controls, lighting controls,
timers, and 43 E ¢] oitches

Alojd AAule] kHstA 42 AEs WAs] A% A 7E
A4 thermal cut-offs and door locks for laundry equipment
EF AES BAE] A Ao 715 (FE Ao Ay F)

C Class | A8l : automatic burner controls and thermal cut-outs for
closed, un-vented water heater systems
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A= : [EC 60730, Safety Standard for Household Appliances
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NRC / [EEE #& m2& $2lue, v2 SoA dnrlzes Agsn o & 2
N T F2H BoFh Q= HASF BF s12d tishAl 2w wok

1. IAEA | [EC #¥ 9AE k7|

7}. IAEA M4V &=
[AEA NS-G-1.3299¢] ¢]3}3 [&C (Instrumentation and Control) A|2~ElL IA| 27}A

EF-QFHd 23 Al2~El(important to safety)d otdo] FQ3HA] % A|2H-Z
TEETh FHel S8% A 2ElE ofgfje} o] 27)¢] sk ERE TEE
o QFd AJ2Hl (Safety system)
- ARG A B A4 M AA FFAR A 2H
- AQASAFI=AE(AOO: anticipated operational occurrences)th A A 7| EA AL
(DBA: design basis accidents)?] A5 A|gtsl= Al 2H

- [ 3115} o] B AZEL QH AF A, Qb AzE A9l Tle] T3

o QFd ¥ AJ2Hl (Safety-related system)
- Qb A 2ElE oflu b T3 7S T8 Al 2H
- Al YA=E Aol D Ag A2HE) (reactor control and limitation system), HMI

sjd  (human-machine interface panel), WAFs Al Al2El  (radiation

monitoring systems)

29) TAEA Safety Standard Series, Safety Guide, No. NS-G-1.3, Instrumentation and Control
Systems Important to Safety in Nuclear Power Plants



[28 3-1] YA - [AFA NS-G-1.39] 23 A|~Hlo] obd BE

Plant equipment

TN

lterms important to safety ltems not important to safety
/‘.. \
Safety related items or systems Safety systems
/!—’- - -\
,-——"/” --h_"'ﬁ-‘
/’- Hx"'x.
Protection sysiem Safety actuation system Safety system support features

AL = TAEA Safety Standard Series, No. NS-G-1.3
JAFA SSR-2/1300]| A= X 28le] olAo] ta BEE7F AxHo] Zdet= 7%
(function)®} 2+l thgl FQ A(safety significance)dl] 7]4Hksle]of dcyar AJSAL Q)
th3D o]9} AHAst, T 7ee FTHE AlLEHS o 83 AxHoE A
atal Qirh32)
o "% Ao} (Control of reactivity)
o T AIZEA A (Removal of heat from the reactor and from the fuel store)

o WA FEE 2 (Confinement of radioactive materials, shielding against radiation
and control of planned radioactive releases, as well as limitation of accidental
radioactive releases)

o] kTS BRs Qth IAEA SSR-2/1914 AHsta = A=l kA
84 #d Al 3¢ sl 84F T ZTh3Y

0]
r&
N
olr
9
02‘;,‘4
lo
i1
=)
k
r o
o
i

3} (consequences)

30) IAEA Safety Standards, Specific Safety Requirements, No. SSR-1/2, Safety of Nuclear Power
Plants: Design

31 IAEA SSR-2/1 Requirement 22

32) TAEA SSR-2/1 Requirement 4

33) IAEA SSR-2/1 Requirement 22



A7) 50l 325 = R (frequency)

o &M o] 7} oMl E(postulated initiating event) o]F ¢HH7So] TEEHE

17} (time) T+ 713t (period)

>~

[AEA SSG-30392 JAEA SSR-2/19] SFHEF =
A%t FAHA 71EE AABIL AT b FaA st U 2e 84S T
SIE=E slol=stal 9o, (G 3-1>¢} o] ShV)s 9 AR QI Ao 4
S(Severity) ¥/ 7= Aosta T

o]l E(postulated initiating event)2] HAYH]

L

% (frequency)

- ¢kAAtEi(safe state) = EAAEl(controlled state)E ZAEHEH 7o AR
(significance of the contribution)

<3 3-1> IAEA SSG-30 - A4 = 7]+
Nzt = e
e Aol A Hote] A5, e 2L 4T v o

- *474] 71&Akal(design basis accident)ell tig 7]&X] ©o]de] WA =29
High 2 oby]

- *“7:]]7121\}1(de51gn basis accident)ol] W3t F8 E2] & Igbu|g el ghol
Az 7]FA 23 op7]

71 Ao AR Hoto| A9, o 2 IdFE vE 9

- QA= PEH(ant1c1pated operational occurrences)oll thd+ 7]Fx] o]

Medium Aol WAL BEF o & o)y

- o83 =4 e(anticipated operational occurrences)el]l thd F8 Eg
I s a5 e B e e | A B =t S 74

71 Ao A2 Hoto| A9, o 2 IdFS vE 9

- ZAAA A 8" 7IFEA ol WAs =F op)

A& : TAEA Specific Safety Guide. No. SSG-30

Low

34) 1AEA Safety Standards, Specific Safety Guide, No. SSG-30, Safety Classification of Structure,
System and Components in Nuclear Power Plants



=g, o9 AAE 25 7120 BANE 8 A28 AUE et dEEFe 7
28 F UAES EF7IES AN Atk <& 329 <& 3-DE T3 AT E &
7 71250 2 kSl tE APe BT & Atk
{3 3-2> IAEA SSG-30 - SHH &5 EF7I=+
— A= High Medium Low
715
ol ZE LA = Ao Safety Safety Safety
FEjol =g2ste Vs Category 1 Category 2 Category 3
AAZIALL o] %, F A Safety Safety Safety
FEjol =gste 7E Category 1 Category 2 Category 3
4 AH o =23 Safety Safety Safety
A8 7] Y 7= Category 2 ategory 3 Category 3
AAZA =49 A3 Safety C Safety Safety
43lE A% 7E ategory 2/3 Category 3 Category 3
A= : IAEA Specific Safety Guide. No. SSG-30
<3 3-3> IAEA SSG-30 - ¢tASF A<
A= g3
Safety o JASAFNEAE T HAVIEATZ F ZEA4E|(controlled state)ol] =
category 1 st © Q3 7)solal A4 %71 Highdl 7%
o AASANTAAY T HAVIEAL & EA|4E(controlled state)ol] =
Zol= d He3 75 ola 4457 Medium?] 2E 75, ==
Safety o <t dHi(safe state)ol]l =EstAY L#;ES 1 FEHE FASEH o
g 7ol A4 =7} Highdl 715 =&
category 2 e
» Safety category 122 EF/FH 7|59 WY 7|sS Tt =4 EF
(core mel)glo] A A=A (design extension conditions)S Aol s}=t
223 7E
o AATAAERE Ee HAAVIEAILA FssteE 7lFoln AAETLH
Low<l 715 B,
o A FEi(safe state)ll =LskAY 2FF et I HEHE FAS=H 28
g 75 ola AA4 =7 Medium?! 75, B,
Safety + Safety category 22 ERFEHAE gov} AAV|EAILS FFS 43}Ehe=
category 3 d d83 7]5ela A7 =7} Highdl 7. B,
+ UAE FA(eactor trip) Ex FHA A 7159 AT WEE Fol7
AT 71s. B,
o Ao Ao Qlo] WA RFAEE HIAG AuH| el Had ARE AT
7l % AA Ts

A& : TAEA Specific Safety

Guide. No. SSG-30
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L. IEC 6122639 QtA 7|+

[EC 61226 <FH712 IAEA SSR-2/1914 ANt e T &F A=s 7|6
o7 gAd 71ES AN AY. 7 75, Al2=H, A (FSE: Function, System,
Equipment)E AlZWojQdz g obdol thak Qe =(mportant to safety)E 7]|&0.2 4
A THOE RS Ut

o Category A- 99 HdE BAs=H F 9&& Tdst= 7%

o Category B- QFA&HE 95 Category A9l &2l d&8-S F8sl= kdr|s

o Category C- HA7)5 U7 ¢S rst=r BE Te HHZQ 98 F

3Y3t= 7|50 2 A Category A == Category Boll £35#] &= 7%
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35) Nuclear power plants - Instrumentation, control and electrical power systems important to
safety — Categorization of functions and classification of systems
36) IEC 71=7l& % ASA AT 2A ek, KEPCO E&C, 2012



ANEAT B F 30% oldel A Holof 3
- AR AR

- FAAADAT A5

F1B Function etA 75
- 384 AAAFY FE552
- AL 3 A 9 AV E 5
W7 AR AEH =23t 24A3te] AAHE o]F AHF
F2 Function B T2A7HA] BHdAE dHAARA FEHE FAs=d 2agh kA
7%
NC (Non—cl.assmed) < 9o] wlord 7]
Function
A& : KEPCO E&C, 2012, [EC 7|&7]& 9 AZAAAE dA ek
& 8 A& 874
Aol A AF3H IAEA / [EC B& SkAV|FoA AFsly Ye 28 24 #d F8

¥z 71ES e 23
0 AIZEY ]
- [EC 60880 (Cat. A), [EC 62138 (Cat. B, C)
- IEC 61508 (System Integrity Level)
- [AEA GS-R-3 and ISO 9000

2. NRC | [EEE #4 A9 HA7|&E

7} vl= AR FAZ]F (10CFR50) & IEEE FAZ7|E

Alare] A E #HE HAFA 278E Fsta & Code of Federal
Regulations Title 10(o]3}, 10CFR)eIAE, MR ol tiate] kA Fo49] wre} kA
B(Safety-Related) Al2=&13} M| #&#(non Safety-Related) A|2~®lo& FE3HT
ATES® QP ¥ A ~EIS v o] AoH

37) [EC 71&7]|& 9 ASAAAF 2A W<k, KEPCO E&C, 2012
38) 10CFR50.49



=

o AANEAT F, Theg ngste A2H
- The integrity of the reactor coolant pressure boundary;

- The capability to shut down the reactor and maintain it in a safe shutdown
condition; or

- The capability to prevent or mitigate the consequences of accidents that could
result in potential offsite exposures

=3 10CFRAIA = b 3 A 2Hlo]l Hol7} [EEE 323-1974390| 4 A olslal =

Class 1Edl| afdale= Al2ElS Fr=xstal Q32 WASaL At [EEE 32394+ Class
1E] s A th&3t 2ol Aejstal ot

o The safety classification of the electric equipment and systems that are essential

r>~l

>~

to emergency reactor shutdown, containment isolation, reactor core cooling, and
containment and reactor heat removal or that are otherwise essential in
preventing significant release of radioactive material to the environment.

4. @2 949 4z & Wigd 28 sE

Fol YA dHe AAY AW [ AW | ABFHe] AL T3 o dA
S0 BRd g3 AR AR A42ANe) AERT S5 744 B9
FAHCIE QA2 dS5F TN AFehn ook A HA5F FHL UAw
AAs) Adue] tfa SR 1, 2, 3EE WA SH0 RESHES BAGT 3o

a2
>
off
!

S
oL,

QAZIZA AHAA(TF] TAT A dAZYLA BRFHE
ddeH 1 zdete dARYAA Y FdE 2R F de FBE FH%e A
Ao Wikt O A A Eof tiste] Foj g

AAZAGAZY YERE @ 7 AL, 283 AszoNA 74T ¢
dsd 1ol FahA otystiA ts 4 59 o st VS

39) IEEE Standard for Qualifying Class IE Equipment for Nuclear Power Generating Stations
40) dAEAALY MAFEH TEE T4 B3 74 A 5x, 6%, TX, 8%
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w-11C-2) @ ASFE-MIC-39L= ER73th ASew-L 1 2 [ 22 AAZEA
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availability (ITA) 3
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A= : KEPCO & KHNP, Software Program Manual for APR 1400
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45) APR 1400 (Advanced Power Reactor 1400)
46) Software Program Manual for APR 1400, KEPCO & KHNP
47) IEEE Standard for System, Software, and Hardware Verification and Validation



o SC : High (SIL 4), ITS : Major (SIL 3), ITA : Moderate (SIL 2), GP : Low (SIL 1)
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o The software for the safety I&C systems is classified as one of the two

software classes: SC class and ITS class. Both classes of the software for the

safety 1&C systems are implemented on Class 1E hardware.
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(27 3-3] YA - HSF viw

Orggnizatipns or Safety Classification of I&C Functions and Systems in nuclear plants
ountries
Main infernational standard organizations
» Systems imporiant to Safety
REANEZ14 Safety | Safety-related
Systermns not important to
Functicn ca?:f?:y 1 Safety category 2 Safety category 3 ¥ Safgtypo
IAEA 55G-30 a0y
System Safety class 1 Safety class 2 Safety class 3
Systems Important to Safety
[&C function | Category A Category B Cat G - si
IEC 51296 egory gory egory Non-classified
1&C system Class 1 Class 2 Class 3
Systems Important to Safety
IEEE Mon-safety-related
Safety-related &
Safety level of NS
EUR® | functions [/ 1&C F1A F1B F2 ( safety)
systems noresalety,
| MDEP member states
Canada Category 1 Category 2 Category 3 Category 4
France F1A F1B F2 Non-classified
Finland Class 2 Class 3 EYT/ STUK EYT (classified non-nuclear)
UK Class 1 Class 2 Class 3 Non-classified
Systems Important to Safety
United States (not specified)
Salety-Related 2
India 1A 1B IC NINS
Japan PS1/M31 PS2/MS2 PS3/MS3 Non-nuclear safety
Korea IC-1 IC-2 IC-3
i N - Class 4 (Systems not
Russia Class 2 Class 3 important to safety)
Others nuclear states
Switzerland 1 2 3 Non-classified
1&C function Category 1 Category 2 Category 3 MNon-classified
Germany
1&C equipment El E2

A= : Safety classification for 1&C systems in nuclear power plants - current status & difficulties,
World Nuclear Association, Sep. 2015
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railway control and protection systems

oA TAISFAL
49) Railway applications - Communication, signalling and processing systems - Software for
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L. 39 /A=

o e MAE
Aol HE b 2 ey #d AF (Directive 2004/49/EC, 2008/57/EC)
£ A|Astal, ERA(European Railway Agency)dllAl 4 HE 4Hd 2 & A Z2AME0]
5Hos FFdol & SFANYES AEFE AT 7ISASA(TS: Technical
Specification for Interoperability) g4l 02 A|F3ict. 7+ P AH 7o A3
A A=Y A #d WAEES AL TSIS 202 7)e3 o8 F4gok & @
TARSS AR st P

TSIl &~ZESo] bt A Bz oz Fzsfof
62279508 WA} Qlo], dY TEe] A

& F£F0 2 EN 50128(EC

50) Railway applications - Communication, signalling and processing systems - Software for
railway control and protection systems
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[1% 3-5] 4 ERA TSI #=x #&

List of mandatory standards

The application of the version of the standards listed in the 1able below, and their subsequent amendments when published as harmonised standard in
the certification process Is an appropriate means to fully comply to the risk management process as set out in Annex | of the Commission Implementing
Regulation (EU) No 402/2013. without prejudice for the provisions of chapter 4 and chapter 6 of this TSI

No | Reference | Document name and comments Version || Note
At EN 50126-1 Railway applications —The specification and demaonstration of reliability, availability, maintainability and 2017
safety (RAMS) — Part 1. Generic RAMS Process
1999 12
A2 | EN50128 Railway applications — Communication, signalling and processing systems — Software for railway control || 2011
and protection systems
A3 || EN 50129 Railway applications — Communication. signalling and processing systems — Safety related electronic 2003 1
systems for signalling
A4 || EN 50159 Railway applicatiens — Communication, signalling and processing systems 2010 1
A5 || EN50126-2 Railway Applications — The specification and demonstration of reliability, avaitability, maintainability and 2017 3
safety (RAMS) — Part 2: Systems Approach to Safety

2+ COMMISSION REGULATION (EU) 2016/919

m=ro] R/A =

n)=o] HE oo #3F A wEH(US Code Title 49, o)} USC 49)9} &9 =
(CFR Title 49, ]&t CFR 49)° +7g o] vk USC 49 E&= =23 F QHHof A3
U8 Part Aol A= 9lem, CFR 49+= Chapter 2. Federal Railroad
Administration (FRA)3} Chapter 6. Federal Transit Administration (FTA)ellA ZH=<Q+A
of A3 ARk 88 AT
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51) Railway applications - Communication, signalling and processing systems



Ao WFEP] AAHCE 5

ISOEC Guide 652 7]¥ko Y= gFol tidt AFAS 7122 WEo £Y43kx 3
o =3, 8 Bobe 7147 kst AFAel B A A [EC 62278RAMS)
[EC 6227%(AZE| o), [EC 6228053(F4)), [EC 6242559(E =41 S8 AX])-of] thgh
g P HTUAFS B, YB AEAF 2 §F AZYAS 9 WF A ok 7

S = Y
4 AT AAE &olA st St

Y
[@p)

$de) FAL o A4 8 F4Ew Ytk

3t d FFo|th

o [EC 62278 (EN 50126): Railway Applications - The Specification and
Demonstration of Reliability, Availability, Maintainability and Safety (RAMS)

H
- x

A

=]

o [EC 62279 (EN 50128): Railway Applications - Communication, signalling and
processing systems - Software for railway control and protection systems

o IEC 62425 (EN 50129): Railway applications - Communication, signalling and
processing systems - Safety related electronic systems for signaling

o [EC 62280 (EN 50159): Railway applications - Communication, signalling and
processing systems - Safety related communication in transmission system

A% Popol ) £ZES] IASFE A2EY ST BAE JHOE Frh
B oAoAE AxE SR HASF B /1S AAST e EC 62278 EN
50126)3 AZEL 9] tdFF 7S AAstL J= [EC62279 (EN 50128)0f i3]

AR

7}. IEC 62278 (EN 50126)

52) General requirements for bodies operating product certification systems

53) Railway applications - Communication, signalling and processing systems - Safety related
communication in transmission systems

54) Railway applications - Communication, signalling and processing systems - Safety related
electronic systems for signalling



[EC 62278 H% A]2~Elo] RAMS (Reliability, Availability, Maintainability and Safety)
o tgt 8x1& AABIL e FFolth FE A"l g bd 831 A2’ &
FolA e Aol Tz BI7HE 7IRke g Fth e tidk Hrle TidiE e &4 A
o] RIx(frequency of occurrence of Loss) B <49 A7Zt%(degree of severity of
loss) @& st o] FolA M), thE [19 3-6loA &l 753 AAE AA
3 T}6),

[23 3-6] B= - [EC 62278 93 W7} "z}

Hazard |dentification and
classification

Broadly
acceptable risk

lustify and document decision

Selection of risk
acceptance
principle

£ aseyq

¥ ¥ Y

Explicit risk estimation

Codes of Practice Similar reference systems 3 i
(qualitative or quantitative)

L

Risk evaluation

A5 : IEC 62278, Railway Applications - The Specification and Demonstration of Reliability, Availability,
Maintainability and Safety (RAMS)

98 Hr} A= A 2H 9FY AW AFEE AZSE AdE A i) A
T YAHoE BEdo R 3 87Medt F(broady acceptable)dl dB3H=AE A
B} gyl ARvte] B sblels, HEAo R HErlsd £ 9Foz B
dEm ok 9718 ALsA 9A At

ol RUHOZ FHEIEY $EL WolMrkn BUL A%, Y BE 93
shbe Aeisk ek

=
N
-
D
O-i‘~
O{N

55) IEC 62278 5.8 Risk based approach
56) IEC 62278 6.3 Risk assessment



24 89 AR (use of codes of practice)

o A} AzElste) W

o HAAQ ¥ H7} (Explicit risk estimation)

HAAel 9F FrF WS Appendix Co] 7tol=2 A|AEAL Tt 3
A zElol AEEHE AFAA &7
0]'_]__ ;\]E]’ J:IJ—'Z]_:

of occurrence)2} AZt% H-F(severity categories)ol| thst 7

I = TelEs A
A Az"Ho] B 2AIN 252 P

°l
1=

(comparison with a similar system as a reference)

e o |

gt

]
o]& 7|¥ko.

d &5 7] (risk acceptance category)oll T4l A|AlskaL SUTh

(19 3-7] A= - [EC 62278 A7t 7|5k

N

N

25 7]

Frequency
level

Description

Example of a frequency
range based on a single
item operating
24 hiday

Example of equivalent
occurrence in a 30 year
lifetime of a single item

operating
5000 hiyear

Expected to happen

Frequent

Likely to occur frequently.
The event will be frequently
experienced.

more than once within a
period of approximately
6 weeks

more than about 150
times

Probable

Will occur several times.
The event can be expected to
occur often.

approximately once per
6 weeks to once per year

about 15 to 150 times

Occasional

Likely to occur several times.
The event can be expected to
occur several times.

approximately once per 1
year to once per 10 years

about 2 to 15 times

Rare

Likely to ocecur sometime in
the system life cycle. The
event can reasonably be
expected to occur.

approximately once per
10 years to once per
1 000 years

perhaps once at most

Improbable

Unlikely to occur but possible.

It can be assumed that the
event may exceptionally
oceur.

approximately once per
1 000 years to once per
100 000 years

not expected to happen
within the lifetime

Highly
improbable

Extremely unlikely to occur. It
can be assumed that the
event will not occur.

once in a period of
approximately 100 000
years or more

extremely unlikely to
happen within the lifetime

25 : [EC 62278, Railway Applications - The Specification and Demonstration of Reliability, Availability,

Maintainability and Safety (RAMS)

T oA AASH
71EolH, S 71l A o
11 =(frequency




(1% 3-8] A= - [EC 62278 Ag] 7]8F Wbl B3 7]

N

Frequency level Description Example of a range of frequency
F1 Likely to occur often more than once every 5 000 km per train
F2 Will occur several times once every 25 000 km per train
F3 Might occur sometimes once every 100 000 km per train

A5 : IEC 62278, Railway Applications - The Specification and Demonstration of Reliability, Availability,
Maintainability and Safety (RAMS)

(19 3-9] = - [EC 62278 RAM #d AZts B/ 71+
RAM severity -
category Description

Significant A failure that:

(immobilising failure) + prevents train movement or
+ causes a delay to service greater than a specified time
+ and/or generates a cost greater than a specified level

Major A failure that:

(service failure) + prevents the system from achieving its performance and
+ does not cause a delay or cost greater than the minimum threshold

specified for a significant failure

Minor A failure that:
+ does not prevent a system achieving its specified performance and
+ does not meet criteria for Significant or Major failures

25 : [EC 62278, Railway Applications - The Specification and Demonstration of Reliability, Availability,
Maintainability and Safety (RAMS)

[713 3-10] B= - [EC 62278 242 A&l A HA4% &7 7=

Severity category Financial consequences
SF1 The incident will incur people suing the company, severe impact to the public
image of the company, and/or incur costs higher than 1 000 000 €.
SE2 The incident may have an impact on the public image of the company and/or
incur costs higher than 100 000 €
SF3 The incident will not incur costs higher than 100 000 €

25 : [EC 62278, Railway Applications - The Specification and Demonstration of Reliability, Availability,
Maintainability and Safety (RAMS)



(19 3-11] ZH= - [EC 62278 RAMS ## A4%E &7 7]

N

Consequences on

Severity category Consequences to persons or environment service/property

Any of the below
+  Affecting a large number of people and resulting in | consequences in

Catastrophic muit‘lple fatalities, and/or presence of

+ extreme damage to the environment consequences to
persons or environment

«  Affecting a very small number of people and
Critical resulting in at least one fatality, and/or Loss of a major system
+ large damage to the environment

*  No possibility of fatality, severe or minor injuries
Marginal only, and/or
* minor damage to the environment

Severe system(s)
damage

Insignificant +  Possible minor injury Minor system damage

25 : [EC 62278, Railway Applications - The Specification and Demonstration of Reliability, Availability,
Maintainability and Safety (RAMS)

[19 3-12] E= - [EC 62278 Q19 2 &7 b3 #A A% B/ 7+
Severity category Consequences to persons or environment

S1 IVIar:ly equivalent fatalities (likely more than about 10) or extreme damage to the
environment.

S2 !VIu[tipIe equivalent fatalities (likely less than about 10) or large damage to the
environment.

S3 Single fatality or severe injury or significant damage to the environment.

S4 Minor injuries or minor damage to the environment

S5 Possible minor injury

A5 : IEC 62278, Railway Applications - The Specification and Demonstration of Reliability, Availability,
Maintainability and Safety (RAMS)

[ 3-13] A% - [EC 62278 A1 <84 &A QCeAD

Risk Acceptance
Category

Actions to be applied

Unacceptable The risk needs further reduction to be accepted

Acceptable The risk is accepted provided adequate control is maintained

A5 : IEC 62278, Railway Applications - The Specification and Demonstration of Reliability, Availability,
Maintainability and Safety (RAMS)



[17 3-14] A% - [EC 62278 A1 <874 ©A @A)

Risk Acceptance

Category Actions to be applied

Intolerable The risk shall be eliminated

The risk shall only be accepted if its reduction is impracticable and with the

Undesirable agreement of the railway duty holders or the responsible Safety Regulatory
Authority.
The risk can be tolerated and accepted with adequate control (e.g. maintenance

Tolerable procedures or rules) and with the agreement of the responsible railway duty
holders.

Negligible The risk is acceptable without the agreement of the railway duty holders.

A5 : IEC 62278, Railway Applications - The Specification and Demonstration of Reliability, Availability,
Maintainability and Safety (RAMS)

QA AR Y NE D AT PR 23S B 0Y F8Y 2L BF
she 712 okele 2k

[13 3-15] %= - [EC 62278 H1& T84 &7 7]

N

Frequency of
occ%rgggzeemof o Risk Acceptance Categories
(caused by a hazard)
Frequent Undesirable Intolerable Intolerable
Probable Tolerable Undesirable Intolerable Intolerable
Occasional Tolerable Undesirable Undesirable Intolerable
Rare Negligible Tolerable Undesirable Undesirable
Improbable Negligible Negligible Tolerable Undesirable
Highly improbable |Negligible Negligible Negligible Tolerable
Insignificant Marginal Critical Catastrophic
Severity of an accident (caused by a hazard)

25 : [EC 62278, Railway Applications - The Specification and Demonstration of Reliability, Availability,
Maintainability and Safety (RAMS)

. [EC 62279 (EN 50128)

[EC 62279 (EN 50128)2> &= Al 2Hlo] tgk A2 EQ o] A0 s Hx oko kA
B Az AL, AP, AF R FARGY E5olor T A ATAYE A
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ARP 4754 Guidelines For Development Of Civil Aircraft and Systems: &-&7] A
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DO-297 Integrated Modular Avionics (IMA) Development Guidance and Certification
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Safety Assessment of Aircraft in
Commercial Service
(ARP 5150/ 5151)

Safety Assessment Process
Guidelines & Methods
(ARP 4761)

IE?:;‘;? Function, Failure System ’
Function & Safety‘ Des!gn
Information Information
L Aircraft & System Development f;’;ztt'g;al
Processes Operation
(ARP 4754 | ED-79)

A

Y

Guidelines for Integrated
Modular Avionics
(DO-297/ED-124)

[

A

Y i
Electronic Hardware Software Development

Development Life-Cycle Life-Cycle
(DO-254 | ED-80) (DO-178B/ED-12B)

Y A

Development Phase In-Service/Operational Phase

A+= : ARP 4754, Guidelines For Development Of Civil Aircraft and Systems

7} ARP 4761

ARP 476194 FHA(Functional Hazard Assessment) 7]
Z(failure conditions)& *‘%‘8}1 oo tisf Azt= A olA
ok FHA® a3 22 dxtz 3 f 62

D i Az="e] 7% 4

2) 29 7y dHE A =4 AdE

3 A 21 I AA (&Fa7] it 8D

4) Au) 29 Gkl i 7

5 A3

S
level 2

62) ARP 4761 Appendix A
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Fallure Condition | FAA Minor Maijor Severe Major Catastrophic
Severity
Classification
JAA Minor Maijor Hozardous Caotastrophic
Fallure Condition | FAA & JAA | - slight reduction in safety margins | - significant - large reductionin | - alt follure
Effect - slight increase in crew worklood reduction in safety margins or conditions which
- some Inconvenlence fo safety marging or functional prevent continued
occupanis functional capabilities safe flight and
capabilities - higher worklcad or landing
- significant physical distress

increqse In crew
worldoad orin
condtions
Impairing crew
afficlancy

- some discomfort
to cccupants

such that the crew
could not be
relied upon to
perform tasks
accurately or
completely

- adverse effects

upon occupaonts

A= ARP 4761 Guidelines and methods for conducting the safety

systems and equipment
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[71% 3-20] 3% - ARP 4761 A3 =1 &7l w& d47ksd 2 /RS sE 5%
Development ARP 4754 | Level D |level c Level B ILeve1 A
Assurance Level
Probabillity Per flight hour
(Quantitative) 1.0 1.0E-3 1.0E-5 1.0E-7 1.0E-9
Probability FAA Probable Improbable Extremely
(Descriptive) Improbable
JAA Frequent Reasonably Remote Extremely Remote Extremely
Probgble Improbable
Fallure Condition | FAA Minor Maijor Severe Major Catostrophic
Severity
Classification
JAA Minor Major Heoezardous Caotastrophic

A= ARP 4761 Guidelines and methods for conducting the safety assessment process on civil airborne
systems and equipment

ARP 47618 °td T3 (safety integrity leveDolgh= 7@ dial, /i BRE 5F
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Development Assurance Level)o] ¥t}
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o3 71sk= A, A 2d9) A=l wel vt o] e BEswol AAH

[ 3-21] &% - ARP 4754 3] 715 vk /e EEsH €9 7€
Top-Level Failure Condition | Associated Top-Level Function
Severity Classification FDAL Assignment
Catastrophic A
Hazardous/Severe Major B
Major [

Minor D
No Safety Effect =

A& : ARP 4754 Guidelines For Development Of Civil Aircraft and Systems
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Category Description

Catastrophic Failure Conditions, which would result in mwiltiple fatalities.
usually with the loss of the airplane.

Hazardous Failure Conditions, which would reduce the capability of the
airplane or the abality of the flight crew to cope with adverse
operating conditions to the extent that there would be:

» A large reduction in safety margins or functional capabilities;

» Physical distress or excessive workload such that the flight
crew cannot be relied upon to perform their tasks accurately
or completely, or

» Serious or fatal mjury to a relatively small number of the
occupants other than the flight crew.

Failure Conditions which would reduce the capability of the
airplane or the ability of the crew to cope with adverse operating
conditions to the extent that thers would be, for example, a
sigmficant reduction in safety margins or functional capabilities.
a significant increase in crew workload or in conditions
mmpairing crew efficiency, or discomfort to the flight crew, or
physical distress to passengers or cabin crew, possibly including
mjuries.

Major

Minot Failure Conditions which would not significantly reduce
airplane safety, and which mvolve crew actions that are well
within their capabilities. Minor Failure Conditions may include,
for example, a shight reduction in safety margins or functional
capabilities, a slight increase in crew workload, such as routine
flight plan changes, or some physical discomfort to passengers
or cabin crew.

No Safety Effect | Failure Conditions that would have no effect on safety; for
example, Failure Conditions that would not affect the
operational capability of the airplane or increase crew workload.

A= . DO-178 Software Considerations in Airborne Systems and Equipment Certification
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Likely to occur often . Probability of
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. experienced
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Probability of
Will occur several .
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. Probability of
Likely to occur )
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or equal to 10 °
A . A Probability of
Unlikely, but possible | Unlikely but can
) ) occurrence less than
D Remote to occur in the life reasonably be 4
. 10~ ° but greater than
of an item expected to occur
or equal to 10 °
So unlikely, it can
be assumed ) Probability of
Unlikely to occur,
E Improbable | occurrence may not . occurrence less than
) ) but possible B
be experienced in 106
the life of an item
o Incapable of occurrence within the life of an item. This category is
F Eliminated . . . -
used when potential hazards are identified and later eliminated

Z}5 : MIL-STD-882E, DEPARTMENT OF DEFENSE STANDARD PRACTICE: SYSTEM SAFETY
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(19 3-34] w|= =% - MIL-STD-882 #13 %7} vjEE X~

RISK ASSESSMENT MATRIX
SEVERTY Catastrophic Critical Marginal Negligible
PROBABILITY (1 2 (3) (4)
Fre{cﬂj}ent : ‘ Medium
Pro;bBanle - : Medium
Occ?éi)onal * Medium
RE{'S;’“’ Medium Medium
Impr(tét;able Medium Medium Medium
Eliminated
{F)

Z}5 : MIL-STD-882E, DEPARTMENT OF DEFENSE STANDARD PRACTICE: SYSTEM SAFETY

MIL-STD-882 #FoM= LZEofo] it A Ve 3 o JridEoR
Y7o A83t7] ¢, BAZ Azl 7|9 Aol ofHual Agsial o
o} o] AZESo]9 7]5o] ojFg Aol met tEA A8H, o] wEol| Az
Edojo] AFEe et Aol okl B itk o]Hd o]f= **LE"JIOH
Aol izt 719 E B HE AR (severity)$} stEglofol] T Ao %
(degree of controDE 123t=E 7lol= sha Utk Y A= disk Hrt 71%
AoAM dad Al2" FE2Y AY B Ve F8ESE okl itk

rlo P

aZES o)) Ao Aol e 7|E2 $M AHE LZES O A2H bR Tlol=
o 71&H ARSI thad B BFAA AZES O] Aol ARE sk 98 1Y

= T
3= AXE o] EAMolt) 7|E oA slolto) vlg)] okA #BE ARE Zrjxozm 7
B(d, safety-cirtical, safety-related, not safety-significant)dt =7} zpo]|dolg} & <
Ak
o AZEYS] 7159 obd #AH A% Safety-significant (safety-critical, safety-
related), not safety-significant
0 AZEY Y 75 FE: Aol 75 vs. AR AT
o 7% T3 ATt Aok SAA0B(ANTIOE) AR IR thE THsA o
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EPARTMENT OF DEFENSE STANDARD PRACTICE:

SYSTEM SAFETY

32403} o] AZEY o] Yol thak A7t
AZEYS] ZQ% A4 (AZEYSC Software

<3 3-24> v]l= ="} - MIL-STD-882 AXEZo] Ao 73
AZE o] A4=E T4
Aol 3 Catastrophic Critical Marginal Negligible
1 LZEYOICI 1 | AZEYOCI 1 | AZECI3 | A2ZESICI 4
2 LZEYOICI 1 | AZEYOCI2 | AZECI3 | A2ZES0ICI 4
3 LZEYOICI 2 | AZEYOCI3 | AZEYOCI4 | A2ZES0ICI 4
4 AZEYOCI 3 | AZEYOCI 4 | AZEYOCI4 | A2ZEYCI 4
5 LEEQOCI 5 | AZEOCIS | AZECI5 | £ZEHCICI5
A} & : MIL-STD-882E, DEPARTMENT OF DEFENSE STANDARD PRACTICE: SYSTEM SAFETY
HA AET HE LZEY] Ao 7ol ek ourt A, LAZEHY FQ
5 A58 AAsEd Aol f30] plXE FFEI} 712 b shelsske Folzt 9]
o 7]E Hd Tho|EddA = AZES|o] TE5 ZAAskeT Aol FEEUE AAET}
B 9% v W, o) RRANE Ao £39 HFo] A7we] WEH fAlel
o old 7129 Wstz g AZE FFol w3 ADE Ao §89 FFl W
oW AZEJ T2 W ARHE As £ T Utk
AZEY FoE Age AF o7 ¥ &ZEYO] T FiHe 27LOR
Level of Rigor)# AZA= ).



[2% 3-35] M= =% - MIL-STD-882 &~ZEdo 99 A4 - AF 55 &4

RELATIONSHIP EETWEEN SwcCl, RISK LEVEL, LOR Tasks, AND RISK

Software
Criticality
Index (SwCl)

Rrsi Lawad Software LOR Tasks and Risk Assessment/Acceptance

« |fSwCl1 LOR tasks are unspecified or incomplete, the contributions to system
risk will be documented as HIGH jand provided to the PM for decision. The PM
shall document the decision of whether to expend the resources required to
implement SwCI 1 LOR tasks or prepare a formal risk assessment for
acceptance of a HIGH risk.

« |fSwCl 2 LOR tasks are unspecified or incomplete, the contributions to system
risk will be documented as SERIOUS and provided to the PM for decision.
The PM shall document the decision of whether fo expend the resources
required to implement SwCI 2 LOR tasks or prepare a formal risk assessment
for acceptance of a SERIOUS risk.

swcCl2

« |fSwCl 3 LOR tasks are unspecified or incomplete, the contributions to system

risk will be documented as MEDIUM and provided to the PM for decision. The
SwCIl 3 Medium PM shall document the decision of whether to expend the resources required
to implement SwCl 3 LOR tasks or prepare a formal risk assessment for
acceptance of a MEDIUM risk.

« |fSwCl 4 LOR tasks are unspecified or incomplete, the contributions to system
x risk will be documented as LOW and provided to the PM for decision. The PM
SwcCl 4 Low shall document the decision of whether to expend the resources required to
- implement SwCI 4 LOR tasks or prepare a formal risk assessment for
acceptance of a LOW risk.

SwcCl5 Not Safety = Mo safety-specific analyses or testing is required.

A5 MIL-STD-882E, DEPARTMENT OF DEFENSE STANDARD PRACTICE: SYSTEM SAFETY

2. v 3757 ¢A

n)= g3-9-F=1(NASA: National Aeronautics and Space Administration) NASA Al
B, T2, Z2AE 31 AHA] /\P%ﬁt AZE S HdE BASr] 93 8.1
< AT7] 8 NASA ZEgJo] b ®E NASA-STD-8719.1389¢ A|4st%Th
NASA AZE¢|o] oA 7to]= NASA-GB-8719.13& £ZE o] ¢kd& Fdstr] 98
A5 ARl Algg

NASA Az EQo] B3 b #EQ1 NASA-STD-8739.88402 AZESo 58}
FABF UF 802 AFH) As) AHACH, NASA 2ZEgo] bl
o Z84, V&V B 371 58 93) SEAk

EG, B ATlAE NASAS AZES O} ok SRl Ulg B /12E nk @ o
shab] sl olsh BAR 2] ATAR AR Avinc

oy

=4

=z
SL

l~l

83) NASA SOFTWARE SAFETY STANDARD
84) Software Assurance and Software Safety Standard



7} NASA &= ESo] kA #d |+

NASAo| A= o] F-H27ket ) NASAOIA A2 3 7 AA g A+
Fepdieh B oA o] A9 3 Ao thsjA it

o] dATdlAMe FY H7l FHOE NASA Z=2IH/Z2AES Ay &
(probability)/"#4Y 75 d(likelihood) 3} o]l m]2]+= g ¥Himpact)/2 #Hconsequence) &
wokal AT

o] Z, YA 7sd(likelyhood)oll thehr AAEZAR] 7|EH & 73 AFA 7E
= ANt Atk A 7|Ee A4 T Akal dlolE(d], &FAd, /\P ik
SE VIR R dddte gES =S <& 3200 e siE EA sl o
gk H7tF 71 thstol Arsial ok

=
=
A

{FE 3-25> NASA &= Efo] b 79 BV H7F 71+

Level Description
— AT WA P Ae £ 718 & 0.000001 (10-6) Mo E A
R DL - R EERE
Level 1 1 ey 99 0 BT ABE £ AN AY el 1Y AT 85 3
VeV Low | gje se e gdsia g M9 458 Jeseln, A9 1 A
G5 A BAE BAS) A3 PN AVE FaT
S AW sAe RAT BAT F e WA isAe o9 78 7
0.000001°1 A4 0.001 (10-6 and 10-3) Alo|Z FAH
o S8 A 7 AYA 5
- % A9 A e GUR) FET F e Aes, ASIA woks
Level 2
Lowy | °1F 7Ad 2E fgE der
- Assumptions: €% 71518 4%/ A% 584 o] Wz °F 70v}Yole}
AR A W qAe BF o vl o o4 T HF vide
el BAow Agstdon, of Bagel AL BHAYL.
A dw LB st ARA ZA7 EAAAE e
S adn : oWE % 7 44 AR B9 B4 540l AS. T4 s
+9 713 < 0.001¢14 0.01 (10-3 ~ 10-2)2 F=H ¢
Level 3 |- ol : eEuto] o3 & Auka
(Moderate) | - 242k A% @ Slg WFE 92 A87t 58 Med A9 £ B 99
of dal EelE Ao wa 4 U ARS B B ARS W
59 saiy] 93 o AM HEe s WY, ojwe AFES o3 9Id

85) Kelly D. Moses and Roy W. Malone, Development of risk assessment matrix for NASA
engineering and safety center, 2004



S wolEola I BFS 33
- A o F ok AT YT Ao QiE. I JMEAELe &4 73
= 0.01¢1A4 0.10 (10-2 ~ 10-Deo = FAHH
Level 4 - o : v= ELV &A](1998 ~ 2001) 2 A& vt <=
(High) - AW dlE Ao AR oJH3E] AE] dA A 1ES Aoz Ik
SHa A& AZte] F5& FHbsteE A9, )] == A% #E EA o ol
W5ty oA Hor delsts AL 3 8EH= AFY
- Narrative: 25 AT 7lsAdo] s TA 7ML =9 718 F 0.10

-d e e T B O A3E % A
- bR Ay S HFe] AAl AlEle gutE oz A A HEE FRE 4§
Level 5 Ae. 1 Stupid stunts: A3 @A} & APREOIY HAAES
Very High) &3kA] gon, T AT HFE Jsie 713}gk. Lesser of the
Two Evils: T7}Xl A4 F AR 7’k 340l d3 &5 FRkste
7 A& HwWe f@E FEo] o ‘?j—zroﬂ 23} 3) Easily/Cheaply
g MRE 58 ARe e
R G A8go] BF B A2HQ Bt Fb 2AE 93 AFE
A5 : Kelly D. Moses and Roy W. Malone, Development of risk assessment matrix for NASA
engineering and safety center, 2004

Aofo] mx)= 3 consequence)> A7} A mAl= Y, A AZgo thE
gk 713 %&;4 A #AAA 7IES AL lom, s dAelA FIF
S BHIE 7EE (F 3205 B8 3 5 b

o A% 7o) tigt 9k (Safety, Health, Environment)

- A, A%, A4 34, AA 874 Foll vjAe 9%

o wAd g tigk g3 (Mission Success)
- F2 "A E3E(MMOs: Major Mission Objectives), ¥ w]A &3 (Supplemental
Mission Objectives), t=o]2 £AZ 18 FHA £4o 2= Pk
o =74 $Q% (National Significance)

- =7} 9% Hprestige), 7414 (visibility), th¥! FA|(public relations)ol] w1 x|+ &k

{3 3-26> NASA A EQ o] ¢tA Ao F&F Hrl 7=+
Level Description
cve Safety, Health, Environment ‘ Mission Success | National Significance




- Minimal/no safety or
health plan violations

- Minimal to no
environment impacts

- Hardware loss between
200k and 1 million USD

- Failure to any one
supplemental objective

Minimal or no
identified national
prestige or visibility

- Could result in injury or
illness not resulting in lost
work day

- Minimal environmental
damage

- Hardware loss between 1
M and 10 M USD
- Failure to meet > 50% of

supplemental objectives

Low national prestige
and visibility

- Could result in injury or
occupational illness
resulting in one or more
lost work day

- Mitigatable environmental
damage w/o law violation

- Hardware loss between
10M and 100 M USD
- Failure to any one MMO

Moderate national
prestige and visibility

- Could result in permanent
partial disability, injuries
or occupational illness

- Reversible environmental
damage - law violation

- Hardware loss between
100 M and 250 M USD

- Failure to meet > 50%
MMOs

Significant national
prestige and visibility

- Could result in death or
perm. total disability

- Irreversible severe
environmental damage
that violate law or

regulation

- Hardware loss over 250 M
usD
- Failure to all MMOs

High national prestige
and visibility

A& : Kelly D. Moses and Roy W. Malone, Development of risk assessment matrix for NASA

engineering and safety center, 2004

A Hrle oA 2T F A HeE
ate] FET) o] Aol S =o(High),

2R3 gk

%o 3t 97 NEYAS
"

2.0
ZZHMedium), SLow)9] 3 5+

o=



(1% 3-36] "l &35 - NESC 918 wEZg~

MESC RISK MATRIA LEGEND

High — #ccepted for
NESC Board review.
Frobable NESC follow -
on |A.

I:l Medium - Accepted for
MESC Board review,
MESC ar other NASA |4
action required,

D Low — Accepted for NESC
Board Review - Frobable
referral o other NASA |4

org,

COMSEQLUEMCES

A+= : Kelly D. Moses and Roy W. Malone, Development of risk assessment matrix for NASA
engineering and safety center, 2004

L. NASA AZE9o] kA FF (NASA-STD-8719.13, NASA-STD-8739.8)

NASA AZEY o] ¢bd 3 NASA-STD-8719.130 4= AZEY O] tA T % HU}
2 93 Axte} 7)12S ANSIL AUth AZE 0] ¢kd FAE s T UAE o
Fol 2tk A WA A= AZE Y b Fad(safety-criticality)= B7}she &
Alolth. o] TAdA AMgshE WS AxZEY o] Qb BlEr 2 Al ¥ (software safety
litmus tesHtal gtk 7 WA GAE 2ZEH A 93 T35S Hlee AXE
A H7Hsoftware risk assessment) TAlO|TE AHAHQ] AZEYA Y] A sHS F
HA SA A AR

|

o T 1. AZEY] obd EH A AlF (Software Safety Litmus Test)
AXES0] /bl HEH A AYE ALE o9 o HIMA AZES o9 AeE
o that 49 £ A AFo|th AxHlo] ekAlol| FQaltha(safety-critical) FEH3l
735, o] AlzEo] 28 AZEY o] EI Qb Fastta st AR 4 3l

o AdHosE AZEMels}t hald] FATA JRE B s T <E 32

-—




{FE 3-27> NASA-STD-8719.13 - &2ZEYol9 ¢td =8 & Bt A7z ~E

AFY2E

Causes or contributes to a system hazard/condition/event.

Provides control or mitigation for a system hazards/condition/event

. Controls safety critical functions.

. Mitigates damage if a hazard/condition/event occurs.

. Detects, reports, and/or takes corrective action, if the system reaches a potentially
hazardous state.

Processes safety critical commands (including autonomous commanding)

Resides on the same processor as safety critical software and is not logically separated

from the safety critical software

Processes data or analyzes trends that lead directly to safety decisions

(e.g., determining when to turn power off to a wind tunnel to prevent system

destruction)

Provides full or partial verification or validation of safety critical systems, including

hardware or software subsystems.

(e.g., this can include models and simulations )

NASA 2IEgjo] BZ 9 obd ¥ o
HIAE AZEOE AWsly] 9 <E 3-2803 Zo] Hup FAH] A~
%

o o

Z}5 : NASA-STD-8719.13, NASA SOFTWARE SAFETY STANDARD
T(NASA-STD-8739.8)oll A= Al 2Bl QFx <
30

A&t At} o= AZEY 07} HHS YEsh= Y(causes)S AlFdh=

RS HASE] $13 Aloj(control) 71 tiEk Aelth

<3 3-28> NASA-STD-8739.8 - AZE9Joj9 ¢t T8 % AT A Ag2E

AFYXE

Does software control any of the safety-critical hardware?

Does software perform critical reconfiguration of the system during the mission?

Does the software perform redundancy management for safety-critical hardware?

Does the software determine when to perform a critical action?

Does the software trigger logic to meet failure tolerance requirements?

Does the software monitor hazard inhibits, safety-critical hardware/software, or issue a
caution and warning alarm used to perform an operational control?

Does the software process or display data used to make safety-critical decisions?

Does the flight or ground software manipulate hazardous system effectors during
prelaunch checkouts or terminal count?

Does the software perform analysis that impacts automatic or manual hazardous operations?




Does the software serve as an interlock preventing unsafe actions?

Does the software contain stored command sequences that remove multiple inhibits
from a hazard?

Does the software initiate any stored command sequences, associated with a
safety-critical activity?

Does software violate any hazard inhibits or hardware redundancy independence
(channelized communication/power paths, stored command sequences/scripts, FDIR false
positive, etc.)?

Can the software controls introduce new hazard causes?

Are the software safety-critical controls truly independent?

Can common cause faults affect the software controls?

Can any of the software controls used in operational scenarios cause a system hazard?
Does the software control A3 E¢Jojitch-over to a backup system if a failure occurs
in a primary system?

Is the software that makes safety-critical decisions fault-tolerant?

Does the software provide an approach for recovery if the system monitoring functions fail?
Does the software allow the operators to disable safety-critical controls unintentionally?
Does the software provide safety-critical cautions and warnings?

Is the software capable of diagnosing and fixing safety-critical faults that might occur
in operations?

Does the software provide health and status of safety-critical functions?

Does the software process safety-critical commands (including autonomous commanding)?
Can software that provides full or partial verification or validation of safety -critical
systems generate a hazard if it has a defect, fault, or error?

Can a defect, fault, or error in the software used to process data or analyze trends
lead to safety decisions that cause a system hazard?

Do software capabilities exist against the potential use cases and planned operations
throughout all phases of use, and through transitions between those phases/states?

o

AN2E 2ol tigt AZEHole] FATE HrIg uf, AXZEY 0] 7
=ox 137].0]-7]314—‘: AN2E YA AZE o7} ol 9o 248 w4 97U}
ATt & (d

Fod, A4%E, A"l BfE, &AZE0 7], sEdo/AZES Y F5H e

N

e

D

A5 : NASA-STD-8739.8, Software Assurance and Software Safety Standard

A 20 AZEY o 938 H7} (Software Risk Assessment)

HI

lLI

E9o] 93 Wrl= A x~H by BMozHE £EE A

1=20

A T 2ZES oY Frhs gl Al @AE AA 3P

AZE 0] ¢ B EHE AF(AZEY 7} ehdel F 88X (safety-critical) 37}

- 100 —



2) AXEd o] Ao} & (control category) 2H

3 AZEY O A3 SFHsoftware risk index) ZAA

o AZESOIE AEske Zlolth

"
Evis ARS S8 oA

)

do] Y93 Hrt= AZTEY S oA

T WA S AZEYY Aol £38 AAL YA AZEY 0] thergk EAJo]
THEL FL85H 1HEE AZEY 0 EAFL ThE (K 3-2909 7t

GE 3-29> NASA A2 E9o] Aojfd AAS g F8 &
AZEY 0] 54

o Aol FaF Two Aol oAF F fF el TAol wig o
(degree of control)

o Alz="H] HZT(complexity)el A3fe] A 7FsA (ikelihood of failure)

e 7% FHY A Ak g A2 B 94 OS JheAd AR

FQ g (time —criticality)

o AZEO A& VFe] ¢RHI &I MU BeA
o & (level of autonomy)

o AZEY0] 7|59 FE: Aoj(control) 7% vs. A H(safety data) A Z

e =HAQ HAAA Y FEH EA oAF (redundant safety measures)
o AXEJO A H AsE

o,

o AAEH AZE Y BAS A% ZEA X
o AZEJ0] AAYoly P ATEY o] BE ZEA ALY AA
o =Y JTEs AZEY AR wASY] T HUF ZE2A
o A A2-El T s 9 S JEsAEd #EE FHY AE
2+ & NASA-STD-8719.13, NASA SOFTWARE SAFETY STANDARD
AolA AFs EAEC] 1HE 2ZEYo] Ao §8 HU} V&S 3 2

<3 3-30> NASA-STD-8719.13 A E4o] Ao F3& H7} 7|+

Software | Description
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Control

Category
LEZEgo7 &b F8 Vs B e JAE AF Aoste B¢
" B3 ABAZ2ES 7FA A Q3 HE ZEAMEZ F5AES AU o
T e 27t e BT AlzHo]l EAdE A¢
YF e JAY A T8 T%Fo] Al B2 dFS wE H ¢
AP AASI A AHEANAl bH X9 Hads el AF
HaZeAdL AT, 259 dHF|2 g ABAXEORZ T B3
IA & IIB* & A2ES MR E A
AEAY AAEstE Alz"o]l Y Al dagh AzF Yol 25 FAT
T U= AF
2 7he] g3t Ax"E T AFES HAY F Ae AF
A & 1B M FL FERE AFSE ALY Bl A= BT
3} Alz"lo] Fag AZE St FAEE A
AFL AofstA Fom AEAE 93 kH FadolHE AAIA &=
v 7%
2~371¢] ABA2~HO R o]FolR Thegh Al 2~EIQl -
AZtel 83 847 HA ¥ AT

* A = software control of hazard/condition/event. B = Software generates safety data for

the system

aZEO] oY Hrte] rAY @As &ZES]

l

Z+5 : NASA-STD-8719.13, NASA SOFTWARE SAFETY STANDARD
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ARwAL | 1@9_}\:
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]I

Edo] Ao a@d Az" oA Aojd Y A4E e L

H& 7] ol old] U@ 71Ee e 2.

- 102 —



(19 3-37] NASA-STD-8719.13 &2 E9o] Ao 98 5

Negligible/Marginal

" |3 (Moderate)
A& | 5(Low) | 3 (Moderate)
IIB
IMA & | 5(Low) 5 (Low) 3 (Moderate)
II1B
v 5 (Low) S{IA)W) 4—{me1&1} 3 (Moderate)

A= : NASA-STD-8719.13, NASA SOFTWARE SAFETY STANDARD
AZEYC 99 BFL Tt 2ol Agrk

- 1 : High Risk, Software controls catastrophic or critical hazards

- 2 : Medium Risk, Software control of catastrophic or critical hazards is reduced,
but still significant.

- 3 : Moderate Risk, Software control of moderate hazards
- 4 : Marginal Risk, Software control of moderate to marginal hazards
- 5 : Low Risk, Negligible hazard or little software control

7]1%& NESC(NASA Engineering and Safety
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(19 3-38] NESC 91¥ H7} 71+ A8 A4=

If the risk scenario occurs, what are the consequences?

c Level 1 2 3 4 5
O Minimal/no safety | Could resultin injury | Could resultin injury | Could resultin Could result in death
IWllSafety, or health plan oriliness not resulting | orillness resulfingin | permanent partial or permanent total
W Health, & violations: in lozt work days; one or more lost work | disability; disability ;
Sl Environment Minimal/no Mini_mcu! days; Reversible Irreversible severe
Q environmental environmental Mitigatable env. environmental environmental
U impacts damage damage damage damage
EI Mission I:ardwure losz Hardware loss Hardware loss Hardware loss Hardware loss
> Success $100K and/or | 5100k -51Mand/or | $1M- $10Mand/or | $10M - $50M and/jor | > $50 M and/or

. (Crewed I3 Failure 'f' me.ei.uny Failure to meet = 10% | Failure to meet Failure to meet Failure to meet all
128 Non-Crewed| one Maior Mission | of MMOs > 25% of MMO:z > 50% MMOs MMOs
[ Missions) Objective (MMO)

A& NESCINASA Engineering and Safety Center)

o] 7]FE oA AFT NASA AZE o] b A5 7Nt E 29| 4¥e v
AE Aoltt 71& 7|F3 e alo]H o 2= 714 F 2 E(National Significance)
A Ygo] wha, mA AFMission Success)oll That HaF FHo|A H]E 7]Fo)
be
=

AN z=" s BATESA tidk Wt 71 v 2T NASA &2 Ego] ¢
TollA AAZE 71E 71 Aol AR TIEe 79 - (crewed missions)¥}
¢l A(non-crewed missions) 0.2 FE-dte] AAET Qth G2 AFo thI A
FA= 71E 7IEH FLsith AAA VAR A bl ik 1Tt
gHEo] .

A3 BAFSAEE 1B 2ZEY ] 98 T the 2t

B o Hd 2
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[19 3-39] wml= &&9F - NESC 918 #7} 7% 274

How likely is this condition, sifuafion, or risk scenario?

Level | Probability

Qualitative Guidance
(Crewed and Non-Crewed Missions)

Quantitative Quantitative
Guidance: Guidance:

Crewed Missions | Non-Crewed Missions

L E Highly Likely to occur multiple fimes. Estimated Estimated

5 Likely Existing confrolz have lithe or no probability greater | probability greater
}I; effect. than 0.10 (>10%) | than 0.50 (=50%)
E : Expected to occur. Between 0.01 and | Between 0.25 and
I 4 Likely Existing confrols have serious 0.10 0.50
- uncertainties or limitations. (1% - 10%) (25% - 50%)
H Significant potential te occur. Between 0.001 and) Between 0.05 and

3 Moderate | Existing controls have some 0.01 0.25
O uncertainties or limitations. (0.1%% - 1%%) (5% - 25%)
g Unlikely but possible to occur. Between 0.000001 | Between 0.01 and

2 Unlikely Exizting confrols have minor and 0.001 0.05

uncertainties or limitations. (0.0001% - 0.1%%) | (1% - 5%)
: Highly Not likely to occur. Less than 0.000001 | Less than 1%
1 Unlikely Sirong controls are in place. (< 0.0001%) (= 1%)

A& : NESC(NASA Engineering and Safety Center)

(18 3-40] v]= &85 - NASA-STD-8719.13 &ZEQo] 93 T3

Software Control
Risk Index Levels

Likelihood of Occurrence

Improbable | Unlikely | Possible Probable Likely
SW 1 (High) - 3
SW 2 (Medium) 5 4 2
SW 3 (Moderate) (5] 5 4
SW 4 (Marginal) 7 6 5 3
SW s (Low) 7 7 6 4

1 = Highest Prionty (Highest Software Rask),

7 = Lowest Pnonty (Lowest Software Risk)

Z+5 : NASA-STD-8719.13, NASA SOFTWARE SAFETY STANDARD

0% A SFE U
PARSAS A8 2

npREto 2 NASA AZE

ARl 9% BAPsAe

BAGES A3 2 AAF

F= A7) vk 22y NASA AZEo] ¢k JlolEoME=
Ego] 938 ST UsiaEs AFsta

ol el Thol=ol A Asd A SEF LZES A4

F e BA teiA o= 2ol Hskar vk
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[28 3-41] v]= &-8%-F - NASA-GB-8719.13 A|2E-AZES o 95w A

Systlerg Rislk Sofars
X i
Risk Index Sofimare
B Safety Effort
1 Prohibited High Risk
Software Risk Elements 2 =ull
2 Softvare Categories Hazard Savearity MEdium
| Rigk
Catasirophic
3 o 3 Moderate
. Moderate
Il Critical Rick
A, 118) —|—
4 Mnoderate 4
n hndarate tn Mt mum
Low Rizk
c REJA' g, Negligible ow Rz
o
\"““-j Low Risk
b7 )
Mo Safety Frogram Recuired N

Z}5 : NASA-STD-8719.13, NASA SOFTWARE SAFETY STANDARD

AlzE A FEe AZEY 98 F5 AAd 71EA dEoZ AREHM,
ZEJo A F¥ol we} AZEYY 93 FHo] AL Ax" 9Y 5F
A4 5FDE FEEx
8 §l7] Wi AZEY

i_;
Ho
ot

3. AAH

Vs a3 Roe] ASF W AEe e (19 3379 2o] AR & 9
AW w20 09 WARE F 4R Bk AnNE AZEMY 5E A998
A IR Bgehe, AZEd) AW WAGTOE WAVHE AEs] US
AZEYO] Ao A go] AAsrhn s1&stn Uk
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[ 3-42] vl=r = EoF

ol
z{l
o,
L
N
N

g7l HEsE FE
Probability
AL%% . QBlo| gtA BB A|AE ObHED
T T TIia— 2< & 7-7'"'3“{#)5__%{2’-“@#7; oHd
AT CUERo.
Sevarity Gélff o?fﬁ;fi‘7¥- 2|&l S& High, Serious,
everi = HE B
i __I\;lletcli_ Low, Eliminated =
- B T HE T F =
- 20 Ot T Ee
- oy &5 B N
Degree of Control AZEQ0] HHED
—o
- #1E B & safety- AU:‘_I;_Q} sw.z;g‘
significant(critical, related), ~ %E£ £ F2 - SWOHH SRE X5 (SW
not safety-significant = oH B B safety criticality mdex);
Sw . 2 29X Y e @EE;A o SwCl 1 ~SwCl5 2 7&
=T A P - 2" S22t 11 ofE (High,
B g% QFRIEFX| O] ZX|| (Al [ Serious, Med., Low, Not
{HHleFd EA ) safety)
+ 75 & M0 7|5 E

BHE 7=

wopel HiEwE WU 7IEe B [ 34319 &l A ¢ 8l
T AA=er s BMEHE AZE
2LE 0] < 4%]:]01] EHGP BNGEOR A2
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[18 3-43] v= 555 &oF T 7t 71+
Hag= oHRsE F2
Likelihood
Mg . 9ol wi ot
FT | Azreor a8 A|AE OHH S S
Consequence ‘e%é’fg = %Eﬁ’ﬁé ol =y _
o i e LA
g%’ | EHOP 010': ;HE gt?i—;ﬂf—xfc OH é‘ ow Loy
ojM d30e g h
=8y &6 2
(=714 585 N
Degree of Control ‘\\
oy o| 9| g Y AZE 0] QS
gl xﬂg%ﬁﬂsﬂai 7|| SWHOIES A
3 o= ;‘}E’}_:;g?fig@ 1HHA = sw Aol id 5=
S AT 2lvtsH 2t - T2 (High, Med., Mod.
iVi oM JEL'EIH f 3401 215 B Margln;? Lr:Jw()e °
TE L xeg eoaxiy may | FEILEH T . otz sw 9¥EE 7E
. SE oFMEX|o| E (A|Z & (1~7 53
Jc1I°“’<‘-.‘l 2 )
- Jls = MY 7lsT EE
HE Zls
o A2d SEe FASFAe ABA
m= = Zokst @dE-¢F ok BF A&E 5o hHEEol AZES 0] T
3¢ Adelen JBAY geon AgHn T Boo Aol I Hopl At
ANzEl 29 99 FEE B AdE(everitythe 85 W, 3395 Fof
oA AZEs TV lkeliood e B $4aH Bk AAST Uk
SEAEE & Holo| A= T E Tl ¢k 7EHE TEA AZEY o7 Al2E 9
Foll Bosh= Aol el FAAR] 7S AASt] Brkstar itk oj¢} #HAH 3
7hEo] AZEY Y Ao FHolty. £AZES Y b TE2 Al2E FTHES 7
oz spARt, AZEo] Aol fYo] met I TEe 2Ase TS FHsta 3l
ot
% £ZEqo] HASF BAYE % AE
5 pole] WAREE A2d 7 ATEYO] 4708 TEE 4 I
vE % gopel Azdl 4F WFEoRE AAEGCeverity) §E2E AL 9
om, old thgt F7HA AW Fsfl, B0l tht Y&, S £ SHol s 1
S Stk AZES] SEelAE AZESO7 Ad Sdel WAL FFE Bk}
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7] A ARR £ZE0] Ao §8 FES ARSI Itk £ZES ] Ao f¥<
AARstr] A3 ashs 54 vt 2k

o AZES 759 ot A A=

o AXEH0] 75 2 (Ao vs. FE A1)

o 7% o] AR Ak

0 A~ZEYo]9 254

0 SYA AHRA ] FE EA ¥

jinc!
2

.

M3 BT Hopold ASHE Azd 4

=
7FsA(Likelinoodelth. o] % Azt A% B0 e 3T, oA AF 2 27}
F8% S9 ZH9 BB 5 APIHIM FAE F9e A2 WIFAAE
AL, AP YA 12D AT 712S ANSE itk A S1Ee
ALY, ATUE B9 A HolEE /NOE B 24 F AT HEE o5
itk 22 o Yr) Bgok Bl Yo A4E FRI WAL

N
=)
2
b

)

>
O/

-

M 4
%0
o oS

Ttk §8e BRI AF =G DY Bopol J1EH A AN ek F
Ao THdel ¥ AXEe] SHE AFHT Yot AT NEL ANGT
A= e

o 715 9 ATF Ak (time-criticality)
o AXZEY A &4 (evel of autonomy)
o AXEY 75 & (AHof(control) vs. g H(safety data) #|&)

o ZYAI AR FH EA oF- (redundant safety measures)

- 109 —



o] Ao} FF(software control category)= T FOZ2 3t AZEH o] b 8% 1
EYXrE o] g3t AAZTE AZE 0] BT HES AZEClSoftware Criticality
Index) 10V =) ~ £2ZESo|Cl 50V 5o 2 FE9nh

U @7 okl £ZEH 0] AT ES F BAY MEYXEE &t 2F

S olth WA 9Pl U@ AAEe} ATES ] Ao §RL FHO s avE
fo Ao} 917 WIEYAE o] 83te] £EE] Aof AF FFE AAHL, 22ES
of Ao} 1% R AW WAVHE FHOR S 2ZEJ] Y MEYLE
o131 3342 &_E_E_-?loi 99 SR AR o 5@ AZES] 9F 57

1

: ol 9
2 10V =9 ~ 109 7 GAZ FEdth J2u A4 kol gk 84
Red(1~2), Orange(3), Yellow(d), Green(5~7)9] 4 §AE F&3}o] Agata Yok

A8A 7 B2 FASF A4 PHo U@ vE 84

B Aol AR AR 7 B2l SR 24 WESel st M BA
& FUSES dr) 2% TAAE AEHCR e Fas] TR Fa 4
=HQe thgoR AmES] HASTY ARWY L YAFF 2% A LelEolol
she WGBS ARS) dete 2ASYTE 1 Ak GAETY AYPPEL Az
9l SAST 44 A2H Y Wh8as AZEGel Sk Hrhadd] /e
Wk 918 A e AZEdCls] SASF B 2ol 2 A fPoE

<E 3-3D F8 4 =del & kA Ve AT F A 7F
= /\]_
—,—_9_ Lﬁ = <
s I HASF f
=ual 1= 55 44 739
IAEA SSR-2/1 & SSG-30, IEC 61226,
vm s | US 10CFRSO. EEE 323 _ qadel SEED e
St A2 A FA,
A2 LA FAZI=/AF], APR1400
34, dx oA [EC 62278(EN 50126), - A" AAFTF A&
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IZEY o]
(Severity) H7h<}
Category) &

o7} s A=l Ak A=s} o]E 7Hte =

PSRN pT e

(19 3-44] &

Edlojell S5t ke Ao 7|9 Wb e Al
g o] WHESE Tte s AxEdojd 53td Bl AE FUIR AEs, &
we 2R qdeEe Foshe dRlelth AlxE fddd g A=
AZEYO dF AZdzo| #Ash= AH=(Software  Control
kst ~xZEOE LRI (11 3-44] [19 3 45]011*1 AZEY
=

& suEolo] RHE AT 5 Uk

AZE o)) o =(Software Control Category)

SW ControiCategory Deseription
Software tunctionalitythat exercises sutonomous ecnired avibority over potentiatly safety-signfficant hardware

1 ALtonomous | Iystems, subsysiems, of comgonents without the possitifity of gredetermined sefe detection and inlervention by 2
cantrof entity to preciude the occurrence of amishapor hazard.

Software functicnalilythat exercises control suthority over potentially safety-spnificent hardware systems,
subsystems, or compenents, altowing time for predetermined sate detettion and intervention by independent
Sei- safety mechanismsic mitigate of control the mishayp or hazard.

2 autoromcus | Software item thatgisplays safety-siondficant informistion regriring immediate cperater entity io execuiea
predetermined setion for sndtigstion or controf over a mishap of hazard. Software excaption, failre, fault, or dalsy
wili atbcww, orfaii fo prevent, mishap corurrente.

Software functionalitythat issues commands over safety-sigrificent hardware systems, subsystens, or
compenenisrequiring a control entity tocomplete the command function The system detettion and functionat
Redundant fault - . - . i tatiracacd ) .

3 rolmrant Teaciion 1?‘4_:2:1:195 recurdant, indegendent fault tolerant mechanisms foreack detined hgzardousccnc:smn
software thst generates informstion of 5 safety-critieal nature used to mske critical deeisions. The systeminclades
severa] redundant, independent foull tolerant mechaaisms for each hazardous condition, detectionand display.

3 tnfumtiol Soﬁvf;are generates f’nf&rmatic?n of a_safety-reiated nature used o make decisions by the operater, butdoesnot
require cperatoraction taaveid a mishag
Sofoware functionaliivthat does nol pOssRss COMMshd oF Contrtd authority over safety-significant hargware

Mo safety sysiems, subaystens, of comporenisantd does not provide safety-significant information. Software does not

3 impact provide safety-cigrificant ordme sensitve data or informiation that requires control entily interaction, Sofware

does pot transport of resalve communicstion of sefety-significantor ime sensitivedata

Z}5 : MIL-STD-882E, DEPARTMENT OF DEFENSE STANDARD PRACTICE: SYSTEM SAFETY

[18 3-45] MIL-STD-882E¢] AZEdo] £+

SOFTWARE SAFETY CRITICALITY MATRIX
SEVERITY CATEGORY
SOFTWARE ) " . L
CONTROL Catastrophic Critical Marginal Negligible
CATEGORY () @ @ (4
1 SwcCl1 SwcCl1 SwCl 3 SwcCl 4
2 SwcCl1 SwcCl 2 SwcCl 3 SwcCl 4
3 SwcCl 2 SwcCl 3 SwcCl 4 SwcCl 4
4 SwCl 3 SwCl4 SwcCl 4 SwcCl 4
5 SwcCl 5 SwCl 5 SwCl 5 SwcCl 5

A5 MIL-STD-882E, DEPARTMENT OF DEFENSE STANDARD PRACTICE: SYSTEM SAFETY
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A28l o] A BURE F AR o WU AAE AZES 0 FF HEH
ZblA Otz Z8ate Ae &l g AT v= FEeF A VEdAs E
WbsA o) Wt Ans TPAC =AY AASF AY fYIE RE ¥F
of ‘AZw g ‘ALESO} AT Adme] Bofshs AR o 2o AxE
ol dTEe E=dhke e AT + Ut

3. 93 AZxd) ikt Az e HATF HI}

A AA=d 7|9k AZEojo] HASH Hrhe AZESOE Jle ETs
& 9ol Azdwel wek dRFFL AHHE PHolth Az e APBIIl
U@ 38 glo] ALES] F2A Wy sbssitk (37 3-46] 3 2o] Bk
#F [EC 62304 2 A5AAA 1A #A FF [EC 607308014 s A Wi
AR ST ARl Heon, Bad net ATEYS] drard o
9% PAE T ATEYS GASTE TEIT

[19 3-46] IEC 62304 2 IEC 607308 AZEH o 7/ 7|+
N —y sa 2o
I ~ ffi;ﬁi’hfgi Control functions, which are not intended to be relied
e T upon for the safety of the equipment.
‘: A Exampies are: room thermostats, humidity controls,
Evaluale effecineness o 2 fighting controls, timers, and switches
lcu.elcnwa.e sy o/ Control functions, which are intended to prevent unsafe
oS 'E'Ai //,’_ o operation of the controiled eguipment.
i ] SM_”LEL?I&T%ﬁ 8 Exarapies are: thermat cul-offs and door locks for laundry
L RISK? e <o equipment
¥
s _0/5-49/ Al TE Cantral functions, which are intended to prevent special
‘ié's"ﬁ;'ﬁ e =T hazards {e.g., explosion of the
7 SERCUS IURYIdoath I eontrolled eguipment].
| ey Exarapies are: automatic bumer canirols and thermat cut-
( Classa [ case Qass ¢ outs for ctosed, un-vented water heater systems
A5 ¢ [EC 62304, Medical device software — Software life cycle processes
A= : [EC 60730, Safety Standard for Household Appliances

e e E AA FRAME, Az’ Y HARY Ex e E 2F AA
o tigk Bx9 du §lo] &ZES Y HHew 2AS AT 7<= AAsL Atk
3 AZEY] s ged W ®riEor A4R F ‘9d #ox’

‘FEE R dAAA & TS 9L FAT 5 YA

86) Safety Standard for Household Appliances
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o ARHEIAXH FFHI7]E (CO)

TEHPIFCOLS IT AFY AR 17t AFS AR 7t 7o = 944 AH
St HRMAHAA HASARY HF 7IESEE AMEEHI ok 3RS te 27t
A 8 HeF QAR AAskaL Qi

o KOt 7] Q7AF} (Functional requirements) : XQF A|Eo] 7pof &= Kt

N5e R

- 9 A]: identification & authentication, audit, user data protection, cryptographic
support

o RZ QTAM} (Assurance requirements) : HQl 75 QARG wHESO] fdk B
< 4 Y #HEE TR Y%

- 9 A]: development, configuration management, life cycle support, testing,
vulnerability analysis

(17 4-4) FFWPIZ - HeuFEF

EALT Functionally Tested

EALZ Structurally Tested

EAL3 Methodically Tested & Checked

EAL4 Methodically Designed, Tested & Reviewed
EALS Semi-formally Designed & Tested

EAL7 Semi-formally Verified Design & Tested
EAL7 Formally Verified Design & Tested

A+= : Common Criteria for Information Technology Security Evaluation, Part 3: Security assurance components
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FEHPEY e 7o g B4 Al2H EEE FAZQ B aTARNS
AABE7] Y3l 2E ZZ3A(Protection profile)dt R FEEH A A (Security target)S
gkl ARgstal Ut

R s

oA Ay B HF A AF Ve @ BEREIANXH FEFHIP

tex} o] Qokst 4= 9tk

o Z7b- 710 =Yk HeHAFS w3l wet @4dloF = SHEALS
A A oet

o ARRSAN2E FEHTPIFCOY RETHEADS & ‘mlg] AoH BEF
or RSu71A (RSa7AES A’ o Mdos At 84 e 4
2= 9le (A zHo 3 HrIE o7 RoEs okASFo Adals xolv}

A=)

o A= HE A A B @ FARKPP, ST)S A3t

[e)
He

‘g]

N
A

A

<

4. & AR[ARALE Bt 55 71F (F]5)

7 #E HA=

n=ol AREQG IAH HARS IS FISMA(Federal Information Security
Modernization Actelth. wl= HFE7]ed7Y (NIST: National Institute of Standards
and Technology)& RMFRisk Management Framework)E 7335t @&Az]e]l A
AFzlel gz Zdgdea AFstar vk AA RMF 5 Hebsw9Y B7PIeEs
FIPS PUB 1998%), SP 800-6089& Fall Al A|-&-3taL Aot

g, BA5F Bt A1E
FIPS PUB 199 Eltsa< H7ksh7] st Hriatso =2 714l (Confidentiality), F-

88) FIPS PUB 199 - Standards for Security Categorization of Federal Information and Information
Systems

89) Special Publication 800-60 Rev. 1, Guide for Mapping Types of Information and Information
Systems to Security Categories
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A4 (ntegrity), 7+8-4(Availability) & AN ek 7 HAFEL ThE G 4-12>3
ol Aok

{E 4-12> FIPS PUB 199 - ®Rot5F Hrla=

BSF A%
Bt =
ML AR HE D = AR BE Foe el AR A= 8 T

Confidentiality |[thgF << B Ag FA---“[44 US.C, Sec. 3542] 7124 £4e AR Tt
>

. PAAT g0 FA e £ e BE, AR 2o WA 9 A4 0
INEGMLY |44 USC.. Sec. 3542] 244 ©ae Gue Beh g m 249U
“Aro] T AAAola AAAA A= 9 A& =mAg-44 USC., SEC.

< kel

Availability 3542] 7H8A A AR e AR A2H OIg HT Ee AR THY

Utk
A+& : FIPS PUB 199 - Standards for Security Categorization of Federal Information and Information Systems

7} =) @ Wk Y Ao HE me LA A% GBHimpachel] 7)ukstel
ootk G Bt Al Lol T ARFTL The} o] HejHnt

0 Degradation in mission capability,

o0 Damage to org. asset,

o

Financial loss,

o0 Harm to individuals

e
o

FIPS PUB 199014 Belsha gl 93 2ol tid %7} 7122 e (29 4-50%

2.
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(18 4-5] FIPS PUB 199 - Potential Impact Level

Potential |

Definitions
Impact
Low The potential impact 1s low if—The loss of confidentiality, integrity. or availability could be
expected to have a limited adverse effect on organizational operations. organizational assets. or

individuals.’

A limited adverse effect means that. for example. the loss of confidennality. integrity. or
availability might: (1) cause a degradation in mission capability to an extent and duration that the
organization 1s able to perform its prumary functions, but the effectiveness of the functions 1s
noticeably reduced; (i) result in minor damage to orgamizational assets; (111) result in minor
financial loss: or (1v) result in minor harm to mdividuals.

Moderate | The potential impact is moderate if—The loss of confidentiality, integrity. or availability could be
expected to have a serious adverse effect on organizational operations, organizational assets. or
mdrviduals.

A serious adverse effect means that. for example. the loss of confidentiality. integrity. or
availability might: (1) cause a significant degradation in mission capability to an extent and duration
that the organization 1s able to perform 1ts primary functions. but the effectrveness of the functions
1s significantly reduced: (11) result 1 significant damage to organizational assets: (1) result
significant financial loss: or (1v) result 1 significant harm to mdividuals that does not involve loss
of life or serious life threatenmng injuries.

High The potential impact 1s high 1f—The loss of confidentiality. integrity. or availability could be
expected to have a severe or catastrophic adverse effect on organizational operations.
organizational assets, or individuals.

A severe or catastrophic adverse effect means that, for example. the loss of confidentiahity.
integrity, or availability might: (1) cause a severe degradation in or loss of mission capability to an
extent and duration that the organization is not able to perform one or more of its primary
functions; (11) result 1n major damage to organizational assets: (111) result in major financial loss; or
(1v) result in severe or catastrophic harm to mdividuals involving loss of life or serious life
threatemng mjuries.

A5 : FIPS PUB 199 - Standards for Security Categorization of Federal Information and Information Systems
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(19 4-6] SP 800-60 — Type-based impacts for ‘Management and Support

Information’

Table C-2: Type-based Impacts for Federal Information and Information Systems

Security Categorization of Management and Support Information

Confidentiality Integrity Awvailability
Controls and Oversight
Corrective Action (Policy/Regulation) Low Low Low
Program Evaluation Low Low Low
Program Monitoring Low?® Low Low
Regulatory Development
Policy and Guidance Development Low Low Low
Public Comment Tracking Low Low Low
Regulatory Creation Low Low Low
Rule Publication Low Low Low
Planning and Budgeting
Budget Formulation Low Low Low
Capital Planning Low Low Low
Enterprise Architecture Low Low Low
Strategic Planning Low Low Low
Budget Execution Low Low Low
Workforce Planning Low Low Low
Management Improvement Low Low Low
Budgeting & Performance Integration Low Low Low
Tax and Fiscal Policy Low Low Low
Internal Risk Management and Mitigation
Contingency Planning Moderate Moderate Moderate
Continuity of Operations Moderate Moderate Moderate

A= : Special Publication 800-60 Rev. 1, Guide for Mapping Types of Information and Information
Systems to Security Categories

(19 4-7] SP 800-60 — Type-based impacts for “Mission Information’

Table D-2: Security Categorization of Mission Information

Confidentiality Integrity Availability
Defense & National Security Nat’l Security | Nat’l Security | Nat'l Security
Homeland Security
Border Control and Transportation Moderate Moderate Moderate
Security
Key Asset and Critical Infrastructure High High High
Protection
Catastrophic Defense High High High
Executive Functions of the EOP23 High Moderate High
Intelligence Operations2+ High High High
Disaster Management
Disaster Monitoring and Prediction Lovt High High
Disaster Preparedness and Planning Low Low Low
Disaster Repair and Restoration Low Low Low
Emergency Response Low High High

A+= : Special Publication 800-60 Rev. 1, Guide for Mapping Types of Information and Information
Systems to Security Categories
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v d7A9 FAE AHAAE 5 9 - WE A 4Ll 5
AZE A7t o He A9 FA4 257
=§lo]l S YAstal HEr] fsl w7hh A sk 3 3
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U ¥ ARA2H 7 (v]F)
0= ¥F7|&A7 (NIST: National Institute of Standards and Technology)-2 FISMA
(Federal Information Security Modernization Act)E TAHZ RMFRisk Management
Framework)E 7H'#sto] Si@dae]e] AA AHF7]0 that Zdde=2 Algstar ik
RMF 3s}of] FIPS PUB 19990, SP 800-6092-2 HHA|AHIS] HEHE 7|& R AHA| A
g BEo) we} F25F(Provisional impact level)2 AAlskal At

T3 SP 800-60<2 OMB(Office of Management and Budget)’ s Business Reference
Model (BRM) section of Federal Enterprise ArchitectureS 7]WFo.2 HHA|~HS B
Fotal itk ARAZHE F7A] a3 2 I PR FEET

91) FIPS PUB 199 - Standards for Security Categorization of Federal Information and Information
Systems

92) Special Publication 800-60 Rev. 1, Guide for Mapping Types of Information and Information
Systems to Security Categories
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- Mission-based information type: 267 &,

- Services delivery support information: 871 &+, 4271

9270

LEF
A

H=
TT

- Government resource management information type: 571 &+, 3/ 42EF

(19 4-9] Mission-based information type

Mission Areas and Information Types

D.1 Defense & National Security
Strategic National & Theater Defense
Operational Defense
Tactical Defense

D.1 Homeland Securiry
Border and Transportation Security
Key Asset and Cntical Infrastructure

Protection
Catastrophic Defense
Executive Functions of the Executive

Office of the President (EOP)

D.3 Intelligence Operations
Intelligence Planning
Intell:gence Collection
Intelligence Analysis & Production
Intelligence Dissenunation
Intelligence Processing

D.4 Disaster Management

Disaster Monitoring and Prediction
Disaster Preparedness and Planming
Disaster Repair and Restoration
Emergency Response

D.5 International Affairs &

Commerce

Foreign Affairs
International Development and

Humanitarian Aid

(Global Trade

D.6 Natural Resources
Water Resource Management
Conservation. Marine and Land

Management
Recreational Resource Management and

Tourism
Agricultural Innovation and Services

D.7 Energy
Energy Supply
Energy Conservation and Preparedness
Energy Resource Management
Energy Production
D.8 Environmental Management
Environmental Monitoning and
Forecasting
Environmental Remediation
Pollution Prevention and Confrol
D.9 Economic Development
Business and Industry Development
Intellectual Property Protection
Financial Sector Oversight
Industry Sector Income Stabilization
D.10 Community & Social Services
Homeownership Promotion
Community and Regional Development
Social Services
Postal Services
D.11 Transportation
Ground Transportation
Water Transportation
Air Transportation
Space Operations
D.12 Education
Elementary, Secondary. and Vocational
Education
Higher Education
Cultural and Historic Preservation
Culfural and Historic Exhibition
D.13 Workforce Management
Training and Employment
Labor Rights Management
Worker Safety

D.14 Health
Access to Care
Population Health Mgmt and Consumer
Safety
Health Care Adnunistration
Health Care Delivery Services
Health Care Research and Practittoner
Education
D.15 Income Security
General Retirement and Disability
Unemployment Compensation
Housing Assistance
Food and Nutrition Assistance
Survivor Compensation
D.16 Law Enforcement
Criminal Apprehension
Criminal Investigation and Surveillance
Citizen Protection
Leadership Protection
Property Protection
Substance Control
Crime Prevention
Trade Law Enforcement
D.17 Litigation & Judicial Activities
Judicial Hearings
Legal Defense
Legal Investigation
Legal Prosecution and Litigation
Resolution Facilitation
D.18 Federal Correctional Activities
Criminal Incarceration
Criminal Rehabilitation
D.19 General Sciences & Innovation
Scientific and Technological Research
and Innovation
Space Exploration and Innovation

Mode of Delivery

Services Delivery Mechanisms and Information Types

D.20 Knowledge Creation &
Management
Research and Development
General Purpose Data and Statistics
Advising and Consulting
Enowledge Dissemination
D.21 Regulatory Compliance &
Enforcement
Inspections and Auditing
Standards Sefting/Reporting Guideline
Development
Pernuts and Licensing

D.12 Public Goods Creation &
Management
Manufacturing
Construction
Public Resources. Facility and
Infrastructure Management
Information Infrastructure Management
D.23 Federal Financial Assistance
Federal Grants (Non-State)
Direct Transfers to Individuals
Subsidies
Tax Credits

D.24 Credit and Insurance
Direct Loans
Loan Guarantees
General Insurance
D.25 Transfers to Stare/ Local
Governments
Fornmla Grants
Project/Competitive Grants
Earmarked Grants
State Loans
D.26 Direct Services for Citizens
Military Operations
Civilian Operations

A= : Special Publication 800-60 Rev. 1, Guide for Mapping Types of Information and Information

Systems to Security Categories
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[718 4-10] Services delivery support information

Services Delivery Support Information

(C.2.1 Controls and Oversight C.2.4 Internal Risk Management & C.2.8 General Government
Corrective Action (Policy/Regulation) Mirtigation Central Fiscal Operations
Program Evaluation Contingency Planning Legislative Functions
Program Monitoring Continuity of Operations Executive Functions

C.1.2 Regulatory Development Service Recovery Central Property Management
Policy & Guidance Development C.2.5 Revenue Collection Central Personnel Management
Public Comment Tracking Debt Collection Taxation Management
Regulatory Creation User Fee Collection Central Records & Statistics
Rule Publication Federal Aszet Sales Management

C.2.3 Planning & Budgering C.2.6 Public Affairs Income Information

Budget Formmlation Customer Services Personal Identity and Authentication
Capital Planning Official Information Dissemination Entitlement Event Information
Enterprise Architecture Product Outreach Representative Payee Informarion
Strategic Planning Public Relations General Information
Budget Execution C.2.7 Legislative Relations
Worlkforce Planning Legislation Tracking
Management Improvement Legislation Testimony
Budgeting & Performance Infegration Proposal Development
Tax & Fiscal Policy Congressional Liaison Operations

Special Publication 800-60 Rev. 1, Guide for Mapping Types of Information and Information Systems to
Security Categories

(1% 4-11] Government resource management information

Government Resource Management Information

C.3.1 Administrarive Management (.3.3 Human Resource Management C.3.5 Informarion & Technology
Facilities. Fleet, and Equipment HR Strategy Management

Management Staff Acquisition System Development
Help Desk Services Organization & Position Mgmt Lifecycle/Change Management
Security Management Compensation Management System Maintenance
Travel Benefits Management IT Infrastructure Maintenance
Waorkplace Policy Development & Emplovee Performance Mgmt Information Security

Management Emplovee Relations Record Retention

C.3.2 Financial Management Labor Relations Information Management

Accounting Separation Management System and Network Monitoring
Funds Control Human Resources Development Information Sharing
Pavments C.3.4 Supply Chain Management
Collections and Receivables Goods Acquisition
Asset and Liability Management Inventory Control
Reporting and Information Logistics Management
Cost Accounting/ Performance Services Acquisition

Measurement

Special Publication 800-60 Rev. 1, Guide for Mapping Types of Information and Information Systems to
Security Categories

2. 7N &7 71E
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A2 Akddut ok &= ([EC 61508)
1. N8
B Ao, A Yl obd ¥ [EC 61508998 iAoz ekzegol e okd
g5 4 7S ZARFEY [EC 61508 X8 RE 579 4ol A& 713t A
AEREERE L 7}-‘5—@ AR Azl Fsokd A4 EFOEH, FE 0RE
IE T7HA F 8719 fER FAH] Ut o] & AZE o Py dWHEA #H
B ¥2el HE 38 tpgoz 24 U BAL Fusit
2. AHGF L 7|e =4
7} HABE Hg WA
[EC 61508 %9 &5 A Aal= [19 6-119F At} o3 A A=V =
d 7)uke] AAEHA, ZF kA &F 7+ Funtes AR 3ES 7ERA Bty ¢
o X3S V 2do] EAo wel 7 i S5 tssle BAE HS deEo] =4
sh, old Tigk AR 35S AT 4 Ut
[19 6-1] [EC 61508 A %s A& Ax}
T | | e | VST Vi
i Integration testing

Software
architecture

EEPE system | 4§
arch tecture

1
Software o e it
system design

(components,
subsystems and
programmabile

electronics

Integration
testing (modula)

Module
dasign

Module
tasting

— Output
=== Venficaion

A= : [EC 61508, Electrical/Electronic/Programmable Electronic Safety-related Systems, Part 3

99) IEC 61508, Electrical/Electronic/Programmable Electronic Safety-related Systems
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TAR} @Al A o] SFout  ‘Safety’ 7} AFH :
‘Safety’ b= ©@oj7} WAIHOE FHE O] A FAT, HOH b g FANR

€ AA 9 A 2el dgstze ot WeS EFska it & 5 o

(i 6-2> [EC 61508 &9 &5

@A TE &5 AF &5
Software safety

requirements specification
Requirements | Validation plan for

AZE 9o aspects of -
system safety

Software architectural design

Software detailed design and
development - A X E ¢ o]
Software design and system design :
Software detailed design and
development o
development - Individual

A ZE 9 o] module design
Implementation Code implementation

A ZE 9 o] module testing

A X E Yo integration testing

Design

V&V Programmable electronics
integration (HW and -
AZEF O]

A= : [EC 61508, Electrical/Electronic/Programmable Electronic Safety-related Systems, Part 3
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HE

BES ATHL Yok b SFE VIFOE AAS 9% AR Y 2 25 W
SHollA Adsta Stk
(E 6-3> &ZEJ] ¢bd T35 & 7Y 2 ¢ - [EC 61508
= Technique / Measure SIL1 | SIL2 | SIL3 | SIL4
Semi-formal method R R HR HR
Formal methods -—= R R HR
Forward traceability between the
system safety requirements and the R R HR HR
Software safety software safety requirements
requirements Backward traceability between the
specification safety requirements and the perceived R R HR HR
safety needs
Computer-aided specification tools to
support appropriate R R HR HR
techniques/measures above
Fault detection - R HR HR
Error detecting codes R R R HR
Failure assertion programming R R R HR
Diverse  monitor  techniques (with
independence between the monitor and R R
the monitored function in the same
computer)
Diverse  monitor techniques (with
separation  between  the  monitor | --- R R HR
computer and the monitored computer)
Diverse redundancy, implementing the
Software design same software safety requirements | --- — — R
and development | specification
~ Software Functionally diverse redundancy,
architecture implementing different software safety | --—- - R HR
design requirements specification
Backward recovery R R — HR
Stateless software design (or limited
) -—- -—- R HR
state design)
Re-try fault recovery mechanisms R R -—= —
Graceful degradation R R HR HR
Artificial intelligence - fault correction -—= NR NR NR
Dynamic reconfiguration -— NR NR NR
Modular approach HR HR HR HR
Use of  trusted/verified  software
. . R HR HR HR
elements (if available)
Forward traceability —between the
. R R HR HR
software safety requirements
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specification and software architecture

Backward traceability between the

software safety requirements R R HR HR
specification and software architecture
Structured diagrammatic methods ** HR HR HR HR
Semi-formal methods ** R R HR HR
Formal design and refinement methods
- -— R R HR
Automatic software generation R R R R
Computer-aided specification and
i R R HR HR
design tools
Cyclic  behaviour, with guaranteed
. . R HR HR HR
maximum cycle time
Time-triggered architecture HR HR HR
Event-driven, with guaranteed
) . HR HR -
maximum response time
Static resource allocation - R HR HR
Static synchronisation of access to R
shared resources
Structured methods ** HR HR HR HR
Semi-formal methods ** R HR HR HR
Formal design and refinement methods
*%
Computer-aided design tools R R HR HR
. Defensive programming -—= R HR HR
Software design Modular approach HR HR HR HR
and development | Desion and coding standards R HR HR HR
- Detailed design | Structured programming HR HR HR HR
Use of trusted/verified  software
. ) R HR HR HR
elements (if available)
Forward traceability between the
software safety requirements R R HR HR
specification and software design
Probabilistic testing R R R
Dynamic analysis and testing R HR HR HR
Data recording and analysis HR HR HR HR
Functional and black box testing HR HR HR HR
Software design | Performance testing R R HR HR
and development Model based testing R R HR HR
— Software Interface testing . R R HR HR
) Test management and automation tools R HR HR HR
module testing Forward traceability between the
and integration software design specification and the
. . R R HR HR
module and integration test
specifications
Formal verification -—= -—= R R
Programmable Functional and black box testing HR HR HR HR
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electronics
integration
(hardware and
software)

Performance testing

Forward traceability between the
system and software design
requirements for hardware/software
integration and the hardware/software
integration test specifications

=

=

Software aspects
of system safety
validation

Probabilistic testing

Process simulation

Modelling

Functional and black box testing

T
Eg|R || =

= |%| 5|

I

Forward traceability between the
software safety requirements
specification and the software safety
validation plan

=

=

Backward traceability between the
software safety validation plan and the
software safety requirements
specification

=

=

Software
verification

Formal proof

Animation of specification and design

Static analysis

HR

Dynamic analysis and testing

HR

5|5 |= =

e

Forward traceability between the
software design specification and the
software verification (including data
verification) plan

=

=

Backward traceability between the

software verification (including data
verification) plan and the software

design specification

=

=

Offline numerical analysis

Functional safety
assessment

Checklists

Decision/truth tables

Failure analysis

~ |||

~ |||

Common cause failure analysis of
diverse software (if diverse software is
actually used)

el

5 [BRPRE

5 [BRPRE

Reliability block diagram

Forward traceability between the
requirements of Clause 8 and the plan
for software functional safety
assessment

=

=

Design and
coding standards

Use of coding standard to reduce
likelihood of errors

HR

HR

No dynamic objects

HR
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No dynamic variables - R HR HR
Online checking of the installation of
. ) -—= R HR HR
dynamic variables
Limited use of interrupts R R HR HR
Limited use of pointers - R HR HR
Limited use of recursion — R HR HR
No unstructred control flow in
L R HR HR HR
programs in higher level languages
No automatic type conversion HR HR HR
Test case execution from boundary
. R HR HR HR
value analysis
Test case execution from error
) R R R
guessing
Test case execution from error seeding | --- R R R
Test case execution from model-based
) R HR HR
test case generation
Performance modelling R R HR
i i Equivalence classes and input partition
Dynarrucl analysis q . put p R R R HR
and testing testing
Structural test coverage (entry points)
HR HR HR HR
100% **
Structural test coverage (statements)
R HR HR HR
100% **
Structural test coverage (branches)
R R HR HR
100% **
Structural test coverage (conditions,
R R R HR
MC/DC) 100% **
Test case execution from cause R R
consequence diagrams
Test case execution from model-based
) R R HR HR
Functional and test cas¢ gengra‘uqn
lack ) Prototyping/animation — -— R R
black-box testing Equivalence classes and input partition
testing, including boundary value R HR HR HR
analysis
Process simulation R R R R
Cuase consequence diagrams R R R R
Failure analvsis Event tree analysis R R R R
Y Fault tree analysis R R R R
Software functional failure analysis R R R R
Data flow diagrams R R R R
Finite state machines — R HR HR
Formal methods -— R R HR
Modelling Time Petri nets -—= R HR HR
Performance modelling R HR HR HR
Prototyping/animation R R R R
Structure diagrams R R R HR
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Avalanche/stress testing R R HR HR
Performance Response timings and memory
. . HR HR HR HR
testing constraints
Performance requirements HR HR HR HR
Logic/function block diagrams R R HR HR
Sequence diagrams R R HR HR
Data flow diagrams R R R R
Finite state machines/state transition
. R R HR HR
Semi-formal dllagrams .
hod Time Petri nets R R HR HR
methods Entity-relationship-attribute data R R
models
Message sequence charts R R R R
Decision/truth tables R R HR HR
UML R R R R
Boundary value analysis R R HR HR
Checklists R R R R
Control flow analysis R HR HR HR
Data flow analysis R HR HR HR
Error guessing R R R R
Formal inspections, including specific
. . o R HR HR
Static analysis criteria
Walk-through (software) R R R
Symbolic execution — - R R
Design review HR HR HR HR
Static analysis of run time error
) R HR
behaviour
Worst-case execution time analysis R R R R
Software module size limit HR HR HR HR
Software complexity control R R HR HR
Information hiding/encapsulation R HR HR
Parameter number limit / fixed number
Modular approach R R R R
of subprogram parameters
One entry/one exit point in subroutines
. HR HR HR HR
and functions
Fully defined interface HR HR HR HR

A= : [EC 61508, Electrical/Electronic/Programmable Electronic Safety-related Systems, Part 3
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A3d A= FoF ¢+ EF (EC 62279)

1. e

B HoME, Ariol ok &2 [EC 622798 o g ehASHol| wE obHg
T % Jes AR [EC 62279 58 AT Hofo] b AZEY Y /i,
A, A5 B AR Eeof & ddo aFARNS AlEshe 25 AlzH o
& AZE o Ao Y ZFME ¢ THE 094 4744 F SHAR FE
sfo] obdl FAA s(Safety Integrity Level: SIL)= estil 9lom, SIL ol o
gt &5 9 7es Aysta Atk
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[C17 6-2] [EC 62279 %72

i
Systam Develspmadt Phass (Wbl

Syl Rsgiiiamant Spechicalion
Systom Safety Roguisments Specibcation
Exystern Archichure Dascrigtion

Sysierm Safety Plan/System VEV Plan

\

Sefvane Requremanis Fhase {7.2)

Seftwarn Foguinments Specficaion
Duverall Software Test Specfication

x
Sufwars Fquinmenty Venlicsion Repe

\

Saftwars Planaing Phass
| |Seftvaire Arch. & Design Phase (7.3

Softwiaie Qualty Assurancs Plan I
Sotwars Configurason Mmagerment Pian| [ S0ftwere Adchisctufe Spacificaion
Sodwars Venlcation Plan Sofwern Design Specification

Sofware Vakdation Plan Saftwarn IlnMecn Speilcitan
Solwane Maitenance Plan |Sofwacs intsgation Tesi Spaciication

Softwale Duaily ABiurance-
Merdicaion Repor \

|Botiware Archiecturs and Design Varification

\

Raport

| Safrwa re Com povent Dasign Phass (7.4)

|SaMwire Conporet Design Specifcasan
|Softwars Componsnt Tas! Specification

v
|Sotwars Compemal Dasign Varcalion Repor

|SufwarsHardeare nisgaion Tes! Speciicalion

FABE A g A

Saftvars Maintanafice Phass (3.3)

Softwere Masrfenance Reconds
|Geftusrs Change Ritond
| Seftware Marsanance Verficalon Raport

l Safteare Assassment Phase

Software Depleymant Phaze ($.9) Softuns fassasment Plan
= = |Sefware Asiestment Repot

Sokwar) Fateani wnd O ploy=an! Pl

|zotwas Lagloymen: Manuat

|Ftbann bertes

|Dplomen] Recoray

|Ragteprmet Vishcsten Repen

/

"‘:—_'Ffﬂuf!m Validation Phase (7.7)

|Ovnrad Sotware: Tect Reped
Saftwae Wabdation Report
Dl Sotware Teel Verlcalan Repart

/

Eeftwan Intagraticn Phase [T4)

Seftanm Inlagration Tast Fegar
" SottwinHandward Imegration Tes! Repodt
| Goftwme Integration \erification Repor

T
|
| Software Comporentimplementztion & Testing Phase (7.5}
| Sofwarne io Code & Supporing Do et
=" el i borass Jinna]
Sofwane lomponent Test Roport

Softeune Jource Code Verification Repor

A& IEC 62279, Railway application Software for railway control and protection systems

. HAEF

[EC 62279 %ZollA AFEE ABREL The < 6-03 Zth T %329
WA L B AAST o, AN Yt BERA Aut D kA )
BAHos TEE QAL eoi} okl Bl 8-S ST ATk EF, <F 6
o} gro] 2ZESo] AT We} 7 QHBF U7 AEE 24 R} A

w2

rir

o

——)

ol
%

i

A% gl e A5 Ag FFol v w|EF Holtk

{3 6-4> [EC 62279 Z=F9o] HHASF
AN5E B AR g5
Software requirements

specification
Overall software test specification

@A

Software requirements

Requirements
Software requirements verification
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report

Design

Software architecture

Software architecture specification

Software design

Software design specification

Software interface specification

Software integration test
specification

Software/Hardware integration test
specification

Software architecture and design
verification report

Implementation

Software component
design

Software component design
specification

Software component test
specification

Software component design
verification report

V&V

Component
implementation and
testing

Software source code and
supporting documentation

Software Component Test Report

Software Source Code Verification
Report

Software integration

Software Integration Test Report

Software/Hardware Integration Test
Report

Software Integration Verification
Report

Software validation

Overall software test report

Overall software test verification
report

Software validation report

Tools validation report

Release note

A5 : [EC 62279, Railway application Software for railway control and protection systems

(E 6-50 2ZEYo ASFo W =5 ZA - [EC 62279

&5 AEE SILO | SIL1 | SIL2 | SIL3 | SIL4
Software Requirements
. HR HR HR HR HR
Software Specification
. Overall Software Test
Requirements HR HR HR HR HR

Specification

Software Requirements

HR HR HR HR HR
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Verification Report
Software Architecture
. HR HR HR HR HR
Specification
Software Design Specification HR HR HR HR HR
Software Interface Specification | HR HR HR HR HR
i Software Integration Test
Arch1tectpre and W . g HR HR HR HR HR
Design Specification
Software/Hardware Integration
. HR HR HR HR HR
Test Specification
Software Architecture and
. . HR HR HR HR HR
Design Verification Report
Software Component Design
s R HR HR HR HR
Specification
Software C t Test
Component vare Lomponent 1es R | HR | HR | HR | HR
Design Specification
Software Component Design
o R HR HR HR HR
Verification Report
Software Source Code and
. ) HR HR HR HR HR
Supporting Documentation
Component
} Software Component Test
Implementation Report R HR HR HR HR
and Testing Software Source Code
o HR HR HR HR HR
Verification Report
Software Integration Test
HR HR HR HR HR
Report
) Software/Hardware Integration
Integration HR HR HR HR HR
Test Report
Software Integration
o HR HR HR HR HR
Verification Report
Overall Software Test Report HR HR HR HR HR
Overall Software Test
Overall Software o HR HR HR HR HR
Testing / Final Verification Repqrt
Validation Software Validation Report HR HR HR HR HR
Tools Validation Report R HR HR HR HR
Release Note HR HR HR HR HR

A& : [EC 62279, Railway application Software for railway control and protection systems

o R B
[EC 62279 #FL <& 6-6>3 o] 2 /i A
£ AT Yk A SHE V1FOR dHE
Ao A Adrstar Tk
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(66> AZEJo] ¢bd T3 & 7Y 2 % - [EC 62279
= Technique / Measure SILO | SIL1 | SIL2 | SIL3 | SIL4
Formal Methods - R R HR HR
Software Modelling R R R HR HR
Reqruiements Structured Methodology R R R HR HR
Decision Tables R R R HR HR
Defensive Programming -—= HR HR HR HR
Fault Detection & Diagnosis - R R HR HR
Error Correcting Codes -—- -—= -—= o o
Error Detecting Codes - R R HR HR
Failure Assertion Programming — R R HR HR
Safety Bag Techniques — R R R R
Diverse Programming -—= R R HR HR
Recovery Block -—- R R R R
Backward Recovery - NR NR NR NR
Forward Recovery -—= NR NR NR NR
Retry Fault Recovery
) - R R R R
Mechanisms
Memorising Executed Cases - R R HR HR
Software Artificial Intelligence - Fault L NR NR NR NR
Architecture Correction
Dynamic Reconfiguraton of
- NR NR NR NR
Software
Software Error Effect Analysis -—= R R HR HR
Graceful Degradation — R R HR HR
Information Hiding - - - o o
Information Encapsulation R HR HR HR HR
Fully Defined Interface HR HR HR M M
Formal Methods -—= R R HR HR
Modelling R R R HR HR
Structured Methodology R HR HR HR HR
Modelling Supported by
Computer Aided Design and R R R HR HR
Specification Tools
Formal Methods -—= R R HR HR
Modelling R HR HR HR HR
Structured Methodology R HR HR HR HR
Modular Approach HR M M M M
Components HR HR HR HR HR
Software Design | Design and Coding Standards HR HR HR M M
and Analysable Programs HR | HR | HR | HR | HR
Implementation | Strongly Typed Programming R IR HR IR IR
Language
Structured Programming R HR HR HR HR
Programming Language R HR HR HR HR
Language Subset -—= -—= -—= HR HR

— 166 —



Object Oriented Programming R R R R R
Procedural Programming R HR HR HR HR
Metaprogramming R R R R R
Formal Proof -—= R R HR HR
Static Analysis - HR HR HR HR
Dynamic Analysis and Testing -—= HR HR HR HR
Metrics - R R R R
Verification and | Traceability R HR HR M M
Testing Software Error Effect Analysis -— R R HR HR
Test Coverage for Code R HR HR HR HR
Functional / Black-box Testing HR HR HR M M
Performance Testing -—= HR HR HR HR
Interface Testing HR HR HR HR HR
Functional and Black-box
: . HR HR HR HR HR
Integration Testing
Performance Testing -—= R R HR HR
Performance Testing - HR HR M M
Functional and Black-bo
Overall Spftware u . X HR IR HR M M
Testing Testing
Modelling -—= R R R R
Static Software Analysis R HR HR HR HR
| Dynamic Software Analysis - R R HR HR
Software Analysis ;
. Cause Consequence Diagrams R R R R R
Techniques 5
Evert Tree Analysis -—= R R R R
Software Error Effect Analysis -—= R R HR HR
Coding Standard HR HR HR M M
Coding Style Guide HR HR HR HR HR
No Dynamic Objects - R R HR HR
No Dynamic Variables -—= R R HR HR
Limited Use of Pointers - R R R R
Limited Use of Recursion - R R HR HR
No Unconditional Jumps - HR HR HR HR
) Limited size and complexity of
Coding Standards ) ]
Functions,  Subroutines and | HR HR HR HR HR
Methods
Entry/Exit Point strategy for
Functions,  Subroutines  and R HR HR HR HR
Methods
Limited number of Subroutines
R R R R R
Parameters
Limited use of Global Variables | HR HR HR M M
Test Case Execution from IR HR IR IR
Dynamic Analysis | goundary Value Analysis
and Testing ]
Test Case Execution from R R R R R

- 167 —



Error Guessing

Test Case Execution from

) - R R R R
Error Seeding
Performance Modelling -—= R R HR HR
Equivelence Classes and Input
" . R R R HR HR
Partition Testing
Structure-based Testing - R R HR HR
Test Case Execution from R R
Cuase Consequence Diagrams
) Prototyping / Animation - - -— R R
F 1 / Black
unctional / Blac Boundary Value Analysis R HR HR HR HR
Box Test .
Equivalence Classes and Input
iy . R HR HR HR HR
Partition Testing
Process Simulation R R R R R
Diagrammatic Functional Block Diagrams R R R R R
Language for Sequential Function Charts — HR HR HR HR
Application Ladder Diagrams R R R R R
Algorithms State Charts R HR | HR | HR HR
Data Modelling R R R HR HR
Data Flow Diagrams -—= R R HR HR
Control Flow Diagrams R R R HR HR
Finite State Machines or State
iy . == HR HR HR HR
Transition Diagrams
Modelin Time Petri Nets - R R HR HR
g Decision / Truth Tables R R R HR HR
Formal Methods -—= R R HR HR
Performance Modelling -—= R R HR HR
Prototyping / Animation - R R R R
Structure Diagrams - R R HR HR
Sequence Diagrams R HR HR HR HR
Avalanche [/ Stress Testing - R R HR HR
Perf Response Timing and Memor
erormance pone & ' | R | IR | MR | HR
Testing Constraints
Performance Requirements - HR HR HR HR
Boundary Value Analysis - R R HR HR
Checklists - R R R R
Control Flow Analysis -—= HR HR HR HR
Static Analysis | Data Flow Analysis - HR HR HR HR
Error Guessing -—= R R R R
Walkthroughts / Design
. HR HR HR HR HR
Reviews
Information Hiding - - - - -
Information Encapsulation R HR HR HR HR
Components
Parameter Number Limit R R R R R
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Fully Defined Interface R HR HR M M

Statement R HR HR HR HR

Test Cover Branch -—= R R HR HR

\% =
age Compound Condition -—= R R HR HR
for Code
Data Flow -— R R HR HR
Path -—= R R HR HR
Z+& @ [EC 62279, Railway application Software for railway control and protection systems
3. AAH

[EC 62279 EZolME, AZES o] kASFo] we} hdBFo| t)at 4EE AA
o7t FEETh BAHCE & e TS dusty dAE AL AT
o] Az=o Uik A RS Aolsta loEg, AXES 0 s wWE A
HOILOANA =3 d7 &

A4d AFsA} Hok b ®F (SO 26262)

1 718

B Ho e, AHsx) Hok obd #3291 IS0 262628 iAo 2 ekdSHo| wE okA
HE 9 J12S 2ABIAL S0 262625 AEA0] WAHE A7)[AR A2
(Functional Safety)E <¢l3led, [EC 615088 7t AAGH TFo|t) g FFolA
= A8 A2 == s, A9 AAA AAE, T4 FsAe st A 5

3

24 =Sl A ~ D& AostaL, sid sl weh A
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(19 6-3] ISO 26262 %52 s A48 A}

5 ; £ -
o 4-6 Technical safity \ System and item verification / 4-7 System and item _5—
'?") concept integration and testing ‘5‘-
e =
3 v &
j‘p [ \ii;'n phase Uik &
esig) 58 AR, ’ N, ]

A verffication ] rifics
\ verifitation s Unit verification f_l
_________ _k____ PR — . . . i S e . S S i i i i —_— —— e — —_——_—
kY
-0 Specification of Softws G : .
Soltware testing .
software safety e &FLE ':‘:i‘-:.t;n.g ‘ul the
requirements ] embedded soitware
; 5
K - h .ﬁéﬂ-
esigh phase . 4
,_Fﬁ,{ ; nit %, Unit
e e gL verillgation % verification
£ \ i )
- b b
éc"- 4-10 Softw -:l.'?
. &7 Software Sottware verification s D. B ':'."'
) architectural design integration and o
9, verification =1
> &
. Y 4
I:'L'KiE\F |11m~.-|- it \ i
BT, il verification
werificgtion oo g
!
y S
G-H Solvware unit
: 0 are
design and 60 Softweare unit
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o7t WA Ao ® FYEO UA FAN, AYH P a7 WE A 2 AS
5ol sigsteE Shdel g We& Edetal dokal & ¢ itk
{IE 6-7> 1SO 26262 EF9] dAEF
A HATE &F AR &5
Specify or refine the software
safety requirements
Define the safety related
Requi ¢ Specification of software | functionalities and properties
equIrements safety requjrements Refine the requirements of the
hardware software interface
Verify the software safety
requirements
Develop the software
architectural design
Software architectural Verify the software
Design & design architectural .de51gn '
Support the implementation and
Implement o
verification of the software
. . Develop the software unit
Software unit design and q V P ware d
implementation csigh .
P Implement the software units
_ L Verify implemented software
Software Unit Verification ,
units
Define integration steps and
Software integration and | integrate the softwate elements
V&V verification Verify integrated software unit
and components
Test - bedded Provide evidence that the
esting of the embedde .
8 embedded software fulfiles the
software .
safety related requirements

A= 1 ISO 26262, Road vehicles-Functional safety-Part6: Product development as the software level

o A 2 e
1SO 26262 #F2 <& 6-8>¢F o] 7 7
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BES ATt Aok Y ®ES IEC 61508 3} [EC 62279 ¥Eahe 92 ¢
SFS 71202 7 oA ok W 2 U B0, AA 9, wHe
"ow TRale Ayt ik
(F 6-8 AZES o] ¢k S5 mE F7|H - SO 26262
, . ASIL | ASIL | ASIL | ASIL
F= Notation
A B C D
Specification of | Informal notations ++ ++ + +
software safety | Semi-formal notations r +
requirements Formal notations n +
Software Natural language ++ ++ ++ ++
. Informal notations ++ ++ + +
architectural : -
desi Semi-formal notations + + ++ ++
esign Formal notations + + + +
Soffware unit Natural language ++ ++ ++ ++
. Informal notations ++ ++ + +
design and - -
o] ) Semi-formal notations + + ++ ++
implementation Formal notations + + + +

A= 1 ISO 26262, Road vehicles-Functional safety-Part6: Product development as the software level

(F 6-9 £ZES o] ¢ FFo wE 2A 42 - ISO 26262
ASIL | ASIL | ASIL | ASIL
= Design Principle
B I e A | B | c|D
Appropriate hierarchical structure of
++ ++ ++ ++
the software components
Restricted size and complexity of
++ ++ ++ ++
software components
Restricted size of interfaces + + + ++
Strong cohesion within each software . - - -
Software component
architectureal Loose coupling between software . o - -
design components
Appropriate scheduling properties ++ ++ ++ ++
Restricted use of interrupts + + + ++
Appropriate spatial isolation of the . . . -
software components
Appropriate management of shared
++ ++ ++ ++
resources
Software unit One entry and one exit point in
) ) ++ ++ ++ ++
design and subprograms and functions
implementation - | No dynamic objects or variables, or . - - -
Design Principle | else online test during their creation

- 172 -
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Initialization of variables ++ ++ ++ ++
No multiple use of variable names ++ ++ ++ ++
Avoid global variables or else justify

+ + ++ ++
their usage
Restricted use of pointers + + ++ ++
No implicit type conversions + ++ ++ ++
No hidden data flow or control flow + ++ =+ ++
No unconditional jumps ++ ++ ++ +
No recursions + + ++ +

A= 1 ISO 26262, Road vehicles-Functional safety-Part6: Product development as the software level

(F 6-100 2AZEY o] kA SFol & W - ISO 26262

ASIL | ASIL | ASIL | ASIL

o] A

35 Methods A B c >
Software safety Ver@ﬁcat@on by Walk—through ++ + ) 0
requirements Verlflcatlon by 1p§pegt10n + ++ ++ ++
. Semi-formal verification + + ++ ++
verificaton Formal verification 0 + + +
Walk-through of the design ++ + 0 0
Inspection of the design + ++ ++ ++

Simulation of dynamic behaviour of the
Software . ¥ + + -+

architectureal | 4€sign :

design Prototype g.e.ner.atlon 0 0 r
verification Formal verlflcatlonl 0 0 ¥
Control flow analysis + + ++ ++
Data flow analysis + + ++ ++
Scheduling analysis + + i +
Walk-through ++ + 0 0
Pair-programming + + + +
Inspection + ++ i +
Semi-formal verification + + ++ ++
Formal verification 0 0 + +
Control flow analysis + + =+ ++
Data flow analysis + + ++ ++

Static code analysis ++ ++ ++ ++
Static analyses based on abstract

. . + + + +
Software unit Interpretation

verification Requirements-based test ++ ++ ++ ++
Interface test ++ ++ ++ ++
Fault injection test + + + ++
Resource usage evaluation + + + ++

Back-to-back comparison test between
+ + ++ ++

model and code, if applicable
Analysis of requirements ++ ++ ++ ++
Generation and analysis of equivalence

+ ++ ++ ++
classes

Analysis of boundary values + ++ ++ ++
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Error guessing based on knowledge or
+ + + +
experience
Statement coverage ++ ++ + +
Branch coverage + ++ ++ ++
MC/DC  (Modified Condition/Decision
+ + + ++
Coverage)
Requirements-based test ++ ++ ++ ++
Interface test ++ ++ ++ ++
Fault injection test + + ++ ++
Resource usage test ++ ++ ++ ++
Back-to-back comparison test between
) ) + + ++ ++
model and code, if applicable
Verification of the control flow and
+ + ++ ++
data flow
Software Static code analysis ++ ++ ++ ++
integration and | Static analyses based on abstract
+ + + +
verification interpretation
Analysis of requirements ++ ++ ++ ++
Generation and analysis of equivalence
+ ++ ++ ++
classes
Analysis of boundary values + ++ ++ ++
Error guessing based on knowledge or
+ + + +
experience
Function coverage + + ++ ++
Call coverage + + ++ ++
Hardware-in-the-loop ++ ++ ++ ++
Electronic ~ control  unit  network
) ++ ++ ++ ++
environments
Vehicles + + ++ ++
Requirements-based test ++ ++ ++ ++
) Fault injection test + + + ++
Testing of the 1 :
bedded Analysis of requirements ++ ++ ++ ++
embedde Generation and analysis of equivalence
software + ++ ++ ++
classes
Analysis of boundary values + + ++ ++
Error guessing based on knowledge or
) + + ++ ++
experience
Analysis of functional dependencies + + + ++
Analysis of operational use cases + ++ ++ ++

A= ¢ ISO 26262, Road vehicles-Functional safety-Part6: Product development as the software level

3. AA

IS0 26262 &+ IEC61508 ®<F
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[-1% 6-4] DO-178C &

Software Verification Procass

Carification Ligison

Process

Software Planning Process

Software Development

Processas

Softwam Requiremants

Process

Software Design
Process

software Coding
Procass

Integration Process

Software Cuality
Azsirance Prooess

Software

Configurabion

Managemeant

Process

SOFTWARE LIFE CYCLE PROCESSES

: DO-178C, Software Consideration in Airborne Systems and Equipment Certification
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{F 6-11> &ZEdo] ¢+d Tg5o @& &5 - DO-178C

A &

A

B

A Z E 9 o

Requirements

High-level requirements are developed

O

O

Olo

Ollw;

Derived high-level requirements and
desfined and provided to the system
processes, including the system safety
assessment process

2 = E ¢ o

Design

Software architecture is developed

Low-level requirements are development

OO

OO

OO

Derived low-level requirements are defined
and provided to the system processes
including the system safety assessment
process

A~ Z E § o

Implement

Source code is developed

O

O

Executable object code and parameter data
item files, if any, are produced and loaded
in the target computer

O

O

A X E 9 o
Requirements
Verification

High-level requirements comply with
system requirements

High-level requirements are accurate and
consistent

O

High-level requirements are compatible
with target computer

High-level requirements are verifiable

High-level requirements conform to
standards

High-level requirements traceable to
system requirements

Algorithms are accurate

AT Eg o]
Design
Verification

Low-level requirements comply with
high-level requirements

Low-level requirements are accurate and
consistent

O]O O OO0

Low-level requirements are compatible
with target computer

Low-level requirements are verifiable

Low-level requirements conform to
standards

Low-level requirements are traceable to

high-level requirements

O]O0O0O0 | @ @& e O OO0 | e | e

O]O0O0O0 | @ @& e O OO0 | e | e
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Algorithms are accurate

O

Software architecture is compatible with

high-level requirements

O

Software architecture is consistent

O

Software architecture is compatible with

target computer

Software architecture is verifiable

Software architecture conforms to
standards

Software partitioning integrity is confirmed

AZEQ o Unit
Verification

Source code complies with low-level
requirements

Source code complies with software
architecture

O | O |0 O

Source code is verifiable

Source code conforms to standards

Source code is traceable to low-level
requirements

Source code is accurate and consistent

Output of software integration process is
complete and correct

Parameter data item file is correct and
complete

Verification of parameter data item file is
achieved

P>
m
Ho,

3z

Jlo] Test

Executable object code complies with
high-level requirements

Executable object code is robust with
high-level requirements

Executable object code complies with
low-level requirements

Executable object code is robust with
low-level requirements

Executable object code is compatible with
target computer

Verification of
verificatio process
result

Test procedures are correct

Test result are correct and discrepancies
explained

Test coverage of high-level requirements
is achieved

Test coverage of low-level requirements is
achieved

Oj]o |00 O0O|]0 | @O |0 | @ @O0 |0 OO0 O | @O O |0 0 e

oOj]o oo jJ]OoO|]O]O OO0 0|00 OO

Test coverage of software
structure®MC/DC) is achieved

® & & o6 66 O & & O O | e o O O 0 e e O OO |e o o

25 DO-178C,

Software Consideration in Airborne Systems
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[1%7 6-5] [EC 62304 %% &5 28 Axt

Liser needs Validaied PEMS
PEME FERo
\ E i il FEMS PES alciin |- — Vet 3~ f
b ¢
4
5 PEMS requeEment e i /
5\
5\ & PEMS fesi /
FENE
PEMS FEME 5 /
Y - ; | Varcanoy Fian e el SRR

/!
£
\% PHE.I’I;:‘ENIH speoloaton, g
Euaymhem (2 .

=

in [EC 62304

ey

Bowes reprasant typscal development llecyce activilies ':D Kl wom Pkian rocrHlc PECRAR
Solict Arows indicats typicai el lveraies fransfersd mbsiout of activities )

Ditied arrows indicate deliverabies just o he Fisk Management Fie <}:' By ol Ul perwiodr

MEC FH0E

A= IEC 62304, Medical device software-Software life-cycle processes

. ABF
[EC 62304 FFoA Aduse HHEELS o <F 6-12¢ 2tk 3|3 A=
AZEYS] SHATS TEF BFo] ofd U AT BEIY TR glo] ARHT
. Ed, ATAF 2 A WAl AZESClY 9¥ JdEE BusL, AT
Fleise] e Aol datel 918 Bel 2XNE Foss o BFo] WE TP
Stk £ZEG0] AR theh FABEY 59 ofRo] HolF F T PAL A
AL glow, AZEC] SFASF WE /Y P FHe HE R A

(E 6-120 £ZE o] ¢+ T ©E &5 - [EC 62304

_ Class | Class | Class
e &% A& &5 A
Define and document software requirements
Software . ) 0 @)
. from system requirements
requirements Software requirements content ) 0 )
analysis Include risk control measures in software 0 0
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requirements

Re-evaluate medical device risk analysis

Update requirements

Verify software requirements

O|0|0o

Software
architectural
design

Transform software requirements into an
architecture

o |O|0|O

o |O|0|O

Develop an architecture for the interfaces of
software items

@)

(@)

Specify functional and performance
requirements of soup item

O

Specify system hardware and software
required by soup item

Identify segregation necessary for risk control

Verify software architecture

Software detailed
design

Subdivide software into software units

Develop detailed design for each software
unit

Develop detailed design for interfaces

Verify detailed design

Software unit
implementation

Implement each software unit

Establish software unit verification process

Software unit acceptance criteria

O|0|O

Additional software unit acceptance criteria

Software unit verification

Software
integration and
integration testing

Integrate software units

Verify software integration

Software integration testing

Software integration testing content

Evaluate software integration test procedures

Conduct regression tests

Integraiton test record contents

Use software problem resolution process

Software system
testing

Establish tests for software requirements

Use software problem resolution process

Retest after changes

Evaluate software system testing

Software system test record contents

O|O|0|0|O|O|I0|0|0|0|0|0|0|0

O|0|0|0|0

O|0|0|O|O|O|I0|O|O0|O|0 00|00 |0|0|0|0|0] O |O|o|0| O

A= : [EC 62304, Medical device software-Software life-cycle processes

3. AA
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1. 718

B A ANE, 393 Bof b ¥22 NASA-STD-8719-13C¢} %
7}o]= NASA-GB-8719-13CZ tiatoz QHiSHEo]| we ¢ass 9 7]

T AEE IS A BFOE AXE S HHEF EE2E 9 A 4=
2ZEG O] B4 57 AR 2§ ABTh NASA-GB-8719-13C 7hol=

= AXE
A B5ol me A% FEoz FuHol

k. ASF A Wt
T FFoAMe BA dgs AL AxE distA @t Waterfall Lifecycle
Model, Rapid Prototyping, Spiral Model, Incremental Development Lifecycle & 8 4
ZEH /i 2l tjste] AWt glom, i SA Bl Z2AE 4o we}

A% HABE HE YAE AGY & Y= dusa Yok

[719] 6-6] Waterfall Lifecycle Model

TV
S moneonoeson |
FT__semon )

SYSTEM ACCEPTANCE

SW CONCEPT
SW REQUIREMENTS

SW DESIGN

SW IMPLEMENTATION

OPERATION

A= NASA-GB-8719-13C, NASA Software Safety Guidebook
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(719 6-7] Spiral Lifecycle Model

Deter mine objediv &3,
dterndives, & condrants

Evauate alter ndives
iclentify & meolve risks

 Eegwimd Ta

Ba

Tteguin Eﬁ - Ut Tem ./ i
Planned phase &/n—/// Eg;ig&sp:gd%

A= NASA-GB-8719-13C, NASA Software Safety Guidebook

[1% 6-8] Incremental Development Lifecycle Model

Syslem
Acceptance
System | |
Systam PDR Incr 1 Incr 182
Increament 1 TRR TRR

POR

Iner 1, 2&3
TRR

Code, Fab, Assamble Uinits

Increment 1 Increment2  Incremant 3

Z+= : NASA-GB-8719-13C, NASA Software Safety Guidebook

rir
o
2

NASA-STD-8719-13C &FollA w3t Qe HBFS ta <F 6-1D3 2t
FollM= A9 FEAY A BEnke dustal o, odnk s s
1!

_:::_ZL.
8 ¢ Bt gEnhs dgska
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(£ 6-13> AZE9o ¢k T3 ©E &5 - NASA-STD

@A ATE &% AR &F
Software Safety Requirements

) Software Safety Requirements Determination

Requirements . ) -
Determination and Analysis Software Safety Requirements

Analysis
Design Software Safety Design and Analysis -

. Software Safety Implementation and
Implementation -

Analysis
Software Safety Verification &

Overall o _
Validtion

V&V Verification and Validation by Test -

A= NASA-STD-8719-13C, NASA Software Safety Standard

NASA-GB-8719-13C 7lol=oA AFsta Qe S s o <F 6-107 2ok
g 7le] =R A= Software Engineering Task$} System and Software Safety Task,
Software Assurance or IV & V TaskZ &3t Uuk AZE /A &5 2 okA

g5 Adgsty A Software Assurance or IV & V Taskel4l+= Independent
zgstal glom, s EFE H Jtol o= b

U AR Wk A

Verification & Verification &<
s mE AE &5 FHA FE BAe T8

At slAe o

.

9.

{F 6-14> &£ZEF o] ¢+d T5o W& &5 - NASA-GB

System and
Software y Software Assurance
oA L Software Safety
Engineering Tasks or IV & V Tasks
Tasks
) Development of
Software requirements Formal methods for
software safety L
development . verification
requirements
Requirements Safety requirements .
) Model checking
management flowdown analysis
. Formal methods for Requirements criticality | Formal inspections of
Requirements

specification

analysis

software requirements

Formal inspections of
software requirements

Specification analysis
of safety critical
requirements

Specification analysis

System test planning

Software fault tree
analysis

Timing, throughput and
sizing analysis
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Timing, throughput and
sizing considerations

Software failure modes
and effects analysis

Formal inspections of
software requirements

Develop safety

package for phase 0/1
safety review or other
external safety review

Create design from
requirements,
incorporating safety
requirements and
features

Trace safety-critical
requirements into the
design

Reviewselection of
language, OS, and
tools.
Passanysafetyconcernst
osoftwaresafety.

Formal inspection of
design products

Update criticality
analysis

ReviewCOTS and
reused software.
Passanysafetyconcernst
osoftwaresafety.

Design for reliability

Formal inspection of

Reviewcoding standards
and checklists for
inclusion of good

Design
and maintainability design products practices and exclusion
of unsafe functions or
practices.
Reviewcomplexity
Select language,
) ) measurements.
operating system and Hazard risk assessment ) )
Workwithdeveloperiftoo
tools .
high.
Select COTS and ) ) Reviewreliability and
Design safety analysis o .
reusable components maintainability metrics.
Develop language . .
L . Software element Formal inspection of
restrictions and coding . )
analysis design products
standards
Create source code Participate in Source o )
i Participate in Source
that implements the code Formal
. . . . code Formal
design, including safety | Inspections of .
. Inspections
features. safety-critical code.
Perform unit testing on . .
o i i Verify unit tests
Implementation individual source units. | Review Analyses from

Prepare and follow test
procedures for
safety-critical units.

Software Assurance for
any safety implications.

adequately test the
software and are
actually performed.

Maintain source code
within a Configuration

Verify that
safety-critical software

Witness any formal
unit testing.
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Management system,
with adequate
documentation of
changes.

is designated as such,
and that it will receive
special treatment by
theprogrammers.

Follow coding
standards and
checklists.

Review unit test plans
and results for
safety-critical units.

Review previous
analyses and update
with new information.

Participate in Formal
Inspections and
informal code reviews.

Review previous
analyses and update
with new information.

Audit software
configuration
management system to
verify proper usage.

Follow formal change
process for changes to
baselined system.

Program Slicing for
safety-critical variables
or data.

Audit software

development to verify
processes followed and
coding standards used.

Program Slicing for
debugging.

Safety Data Package
for Phase III Safety
Review

Participate in formal
change process
(change control board)

Test Coverage Analysis

Audit software change
Process.

Code logic analysis

Code data analysis

Code interface analysis

Unused code analysis

Program slicing

Interrupt analysis

V&V

Integrate individual
software units into a
complete software

Participate in Test
Plan and Procedures
Formal Inspections

Participate in Formal
Inspections of test

system. when safety-critical

) plans and procedures.
Test throughout the functions are to be
process. tested.

Integrate the software
with the hardware
system and perform
testing throughout the
process.

Review Analyses from
Software Assurance for
any safety implications.

Analyze test reports
for completeness and
requirements coverage.

Create and follow
written test procedures
for integration and
system testing.*

Verify all safety
requirements have
been adequately tested
(Safety Verification
Matrix).

Verify all requirements
have been adequately
tested.

Perform regression

Witness testing of

Review problem
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testing after each
change to the system.*

safety critical software
and special safety
tests.

reports

Participate in Formal
Inspections of test
plans and
procedures.

Review problem
reports for safety
implications.

Witness all integration
tests, or at least those
involving safety-critical
units.

Prepare Test Report
upon completion of a
test.

Reliability Modeling

Witness all system
tests.

Verify COTS software
operates as expected.

Review previous
analyses and update
with new information.

Review previous
analyses and update
with new information.

Use formal
Configuration
Management system
for
sourcecode,executables,
testplansandprocedures,
andtestdata.

Safety Verification
Tracking Log Closeout

Follow problem
reporting and
corrective action
procedures when
defects are detected.

A= : NASA-GB-8719-13C, NASA Software Safety Guidebook

o A 2 e
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2 7Y 9 g 73 2FAAE B £F59e g2 HEEE tdsEel w
71 B e Yo7t HolEol Egste Aisia Stk di" s A
o o HTFe Itor EA U H U 8 SHoE Ao Utk

CE 6-15> 2ZEJ ] A ST B FAE D S -
NASA-STD-8719-13C
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Software Safety Peliminary Hazard Analysis (PHA) M M M

- 187 —



Effort for Software Subsystem Hazard Analysis M M M
) Software Safety Requirements M M M
Conception Phase Checklist and Cross References HR HR M
Preliminary Hazard Analysis (PHA) Gf not M M M
previously performed)
Software Subsystem Hazard Analysis (f not M M M
previously performed)
Software Safety Requirements Development
Generic Requirements HR HR HR
Fault and Failure Tolerance HR HR M
Hazardous Commands M M M
Software Safety Requirements Management M M M
Effort for Formal Inspections R M M
. Software Safety Requirements Flow-down
Requirements i HR M M
Phase Analysm
Requirements Criticality Analysis R HR M
Specification Analysis NR R HR
Formal Methods NR HR HR
Model Checking NR HR HR
Timing, Throughput, and Sizing
Development Considerations HR M M
Analysis HR M M
Software Fault Tree Analysis R HR M
Software Failure Modes and Effects Analysis NR R HR
Language Restrictions and Coding Standards M M M
Defensive Programming HR M M
Criticality Analysis HR M M
Hazard Risk Assessment
Design Safety Analysis HR M M
Independence Analysis R HR M
Software Safety Formal Inspections of Design Products R HR M
Effort for Formal Methods apd Model Checking NR R HR
. Data Logic Analysis NR R M
Software Design  "pesion Data Analysis R HR M
Phase Design Interface Analysis R HR M
Design Traceability Analysis M M M
Software Element Analysis R HR M
Rate Monotonic Analysis NR R HR
Dynamic Flowgraph Analysis NR NR R
Markov Modeling NR R HR
Requirements State Machines NR R HR
Coding Checklists and Standards M M M
Unit Testing (Mandatory for safety-critical
) HR HR M
Software Safety | units)
Effort for Safety Crltl.C?ﬂ Unit Test Plar}s.

i Program Slicing of Safety Critical Data R R HR
Implementation Code Logic Analysis NR NR R
Phase Code Data Analysis R HR M

Code Interface Analysis R HR M
Unused Code Analysis R HR M
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Interrupt Analysis R HR M
Test Coverage Analysis R M M
Formal Isnpections of Source Code HR M M
Final Timing, Throught, and Sizing Analysis HR M M
Integration Testing R HR M
System & Functional Testing (Number of M M M
tests is tailorable)
Regression Testing (amount of testing is
. M M M
Software Safety tailorable)
Effort for Testing Software Safety Testing M M M
OTS Analyses and Test R HR M
Phase Test Coverage Analysis R HR M
Formal Inspections of Test Plan and
R HR M
Procedures
Reliability Modeling NR R HR
Test Results Analysis M M M
Typical sets of sensor inputs HR M M
Test specific functions HR M M
Volumetric and statistical tests NR R HR
Test extreme values of inputs HR M M
Test all modes of each sensor HR M M
Every statement executed once HR M M
Every branch tested at least once HR M M
Every predicate term tested R HR M
Software Safety Every loop executed 0, 1, many, max - 1,
Effort for Testing | .o o 4 1 times HR M M
Phase - Dynamic | Every path executed R HR M
Testing(Unit or Every assignment to memory tested NR R HR
Integration Level) Every reference to.memory tested NR R HR
All mappings from inputs checked NR R HR
All timing constraints verified R HR M
Test worst case interrupt sequences R HR M
Test significant chains of interrupts R HR M
Test Positioning of data in [/O space R HR M
Check accuracy of arithmetic NR R HR
All components executed at least once M M M
All invocations of components tested HR M M
Simulation (Test Environment) R HR M
Load Testing HR M M
Stress Testing HR M M
Software Safety Boundary Value Tests R HR M
Effort for Testing Test Coverage Analy51s R HR M
: Functional Testing M M M
Phase - Dynamic Performance Monitoring R HR M
Testing(Software | Disaster Testing R HR HR
System Testing) Resistance to Failure Testing R HR M
“Red Team"“ Testing NR R HR
Regression Testing (Tailored to the level of M M

original testing)

Z+= : NASA-GB-8719-13C, NASA Software Safety Guidebook
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7h dHEs AHE& AR

NASA £&3 "RV Z, 54 kdds A8 dAs dshal A ¥t Waterfall
Model, V Lifecycle Model, Spiral Lifecycle Model, Object-Oriended Analysis and
Design, Component-Oriented and Package-Oriented Design 59 2§ 7}s3F thofsh
e g oA AlFsta o, A 54 9 ZRAE A met A-E ki

& A& AAE AT 7 JEE daska Sl

[73 6-9] Thst b ds A8 HAap oA

[Spiral Lifecycle Model} iV Lifecycle Model}

System | System
Development | Integration
* Deployed System

Total Systam Level

[Waterfall Lifecycle Model]

A5 : Joint-Z 3 E ¢ o] -Systems-Safety-Engineering-Handbook
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Frojx glom, o] AolA Level of Rigor(e]d} LoR)E A|&-sked 2k
Aghe] ks dgstal v Axo|th
Joint A~ E¢o]-System Safety Engineering Handbookol| 4+ MIL-STD-882E 3ol
A Age Hxp ‘;’4 WS Tho|Este HAAoA FaEoof sk M EEse AE
2 6-101¢} [ 6-1119} o], MIL-STD-882E A A e]¥ LoRel
Ak, T3 ARE 72 7 IS 12Ut d8% &
A8kl it

[713 6-10] Level of Rigor & <jA]

SwCl | Level of Rigor Tasks

SwCl 1 Program shall perform analysis of requirements, architecture, design, and code; and conduct in-depth safety-
specific testing.
Program shall perform lysis of requi . architect and design; and conduct in-depth safety-specific
SwcCl 2 testing.

SwCl 3 | Program shall perform analysis of requirements and architecture; and conduct in-depth safety-specific testing.

SwCl 4 | Program shall conduct safety-specific testing

SwCI5 | Once d by safety engi as Not Safety, then no safety specific analysis or verification is ired.
Design Requirements Process Tasks ][ Test Tasks

FaultTolerant Design Design Reviews Safety-Significant Function Testing

Fault Detection Safety Reviews Functional Thread Testing

Fault Isolation Design Walkthroughs Limited Regression Testing

Fault Annunciation Code Walkthroughs 100% Regression Testing

Fault Recavery Independent Reviews Failure Modes and EffectsTesting

Warnings Cautions,

and Advisories Independent Walkthroughs Safety-Critical Interface Testing

Traceability of Safety-Significant | COTS, Government Off-the-Shelf

Redundancy Requirements to Design Input, OutputTest, and Verification

Traceability of Safety-Significant | Independent Testing of Prioritized

Indepandence Requirements 1o Code Safety-Related Functions

Traceability of Safety-Significant

Functional Partitioning Reaui ts 10 Tast
equirements 1o Tes

Functional Qualification Testing

Physical Partitioning Safety Test Results Review Verification and Validation

Software Quality Assurance Independent Verification

Design Safety Standards Inspections and Audits and Validation

Traceability of Safety-Significant | Full Screening of All COTS

f |
Design Safety Guldelines Requirements 1o Hazards Features

Design Safety Lossons Learned | SPecific Software Language
Requirements

Full COTS Features Disclosure

and Analysis

A5 MIL-STD-882E, Joint-4= 3= E 9] o] -Systems-Safety-Engineering-Handbook
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[19 6-11] LoR Task 4

LOR-1 = Al LOR-2 and -3 Tashks = AILOR-2 and -3 Tashs = Al LOR-2 and -3 Tashs [« Al LOR-2 and -3 Tasks « AN LOR-2 and -3
High Risk |+ Creale requirernents for a | = Funclionally parfilion all = Creale a unil kest plan = Add safety-ciical ntegraton test cases | Tasks
Faull lolemant design [Safely | imalementations of LOR-3 defining the criteria far und 4o the Tormal lest plands) [Salely s
and Reguiremeants and requiremenis from lower keveis  |tesling of safety-critical code  [somecns independent of the developer]
Die=ign] of rigee in the design [Design]  |[Safety and Developement] [« Execute safely-citical mi=gralicn and
» Creale reqursments. o = Updaile design lo be syess = Rewvew urel el resulls and  |lest cases [Someans independent of the
ensure hat all intertaces are | tolerant [Design] wenly thal fhe ure lesis deveiaper]
validated ard controlled of ol = Updade design for SCF {and  |provide the required urit lest |+ Add faull inection safsly-crigcal lest
times [Safety and only SCF) philosophy [Safety  |coverage and were executed  |cases 1o the formal tesl planis) [Safsty and
Requiremenls and Design] | and Diesign] in compliance wilh the unil =5t |Test]
= Update design to contrel plan [Safety and Tesl] [+ Execute faull injection testing [Test]
functional, physical, and huran [+ Perorm delasfed irspeciions [+ Add =t coses 1o the Regression Tesd
irterfaces [Design] of code for compliance with Fian o support 100% regression =stng
salety-orilical coding standards |on all LOR.3 saftware [Safety, Tesl, and
and guidelines [Tesi] Dewveloprent]
* Parform delsied code [* Perform 100% regression testing on all
irmpections for fault LOR-3 software thal is changed [Tes(]
conbribulions [Salety, Test, [« Test to wevified and validated interfaces
ahd Development] anl]
= Creale urst tests with goal af |+ Perform code walkihroughs and review
appraaching 100% source all LOR-3 code for safely issues [Safety
code beanch-paint urél lestng  [and Development]
[Development] [+ Add sadely lest cases lo verify hat all
furetional, physical, and huran inlerfaces
ane under conlinbous coitrol [Safety and
Tesl]
[« Exs=cifie comgplete decision coverages of
e code [Tasl]
* Exmcute complete modified
(condition'dedsion coverage of he cods
rest
LOR-2 * Al LOR-3 Tasks = Al LOR-J Tashs = Al LOR-J Tashs ~ Al LOR-3 Tasks * Al LOR-3 Tasks
Med Risk |+ Review 5afely\-|:n'ﬁad' = Perlorm a Sub-Sysiem Hazard |« Parform highsbeued réviews of |+ Creale 25! cases fof safetycilical oode |+ Review defects Tor
requirements for Mnalyss [Safaty] code for campliancs with 10 test for [Safely, Tesl and Denslopment): | salety impact jCM and
compleleness [Salety] = Functionally partiicn all safety-ilical coding standards |- Stress lesling Safely]
implementations of LOR-2 and guidefines [Safely and - Sabiity lesting * Review and give
requirements from lower levels | Development] - Disaster lesting =g natire appraval an
of rigoe in the design [Design] |- Inde, ly witne=s the. |- Review gach LOR:24 besl cons [Salely] |safely.orilical Change
* Incorporals Fault mokation, mxacution of urit lests [Safety | Parlicipaie in te=! ancmaly resalusan Requests (CRx) [Safety]
annuncation, and icierance inta |and Test) [Sataty] * Indepzndently raview
the design [Design] « Revwiew urt k==t plan [Safety] |+ Plan, perdorm, and review failore modes  |and check in code
and effects lesting (FMET) plans and changes 1o CM
pracedures. [=omeone ather than
|+ Plan, perform, and review lunclional and |#e suthor of the
[FMET regressicn tesi plans and changes|
[oracedures.
LOR-3 = Parform a Syslem Hazard (= Contirue System Hazard = Comtirue System Hazard [+ Contirue Sysiem Hazard Anshysis * Revew CR=
Low Risk. | Anaiysis [Sakety] Anaysis [Sadsty] hnaysis [Sadsty] (Siiety] - far saety impact [Safely
= Creale a Faceshity malm Fdhwdﬂ;nguﬂeﬂnn Toe = Mark saletyorilical code with |+ Créale les! cases fof salety-crilical code  |and Requirements]
from safety-critical safedycilical design the appropeiste LOR [Sadaty, Test, and Development] * Mark =afety.crilical
requiremenis (coniribuing or | = Anaiyre the design (includng  |[Developmeant] - Exoepfion handing cormeciness ibeme in Ch with the
midigating) o idertifisd functional sysiems and software |+ Follow coding gudslines and |- Faull handling corneciness appropriabe LOR
hazards {of initial RAC archileciures and interfaces) for |comply with coding standards |- Inberface cormaclness. [Drevelopment and Chi]
Medium or ngh:l [Balety] failure medes and hazard Far safety-crifical code - Boundary handing coreciness * Document the resulls
* Rewiew safsly-crifcal contribulions [Safety and [Development] [ Review safety-crifical lest results and arurw Safely Reviews
reguirements and priceifize | Design] =« Creale {raceability from code |verly thal Sie safely-citical test cases adety]
for Tuture bulds [Salety and | Review the design for to safety-crilical design [araiide the required les! coverage and '+ Review problem
Requiremenis] compliance with the design requirements [Design and weie exscitad in compimnce with the reporting/defecl
* Creale requremens fo guidelines ard for safely issuss |D ment] farmad test plans [Saf=ty and Tesq] tacking, change
ensure hal zafely-crilical [Safely and Design| Exacule unit lests [« Creale traceability batween safety-ciical |conkiol, and changs
irferfaces are validaled and | = Reviéw of the User Inlesface  |[Development] st cases and safety.crilical requirements |review aclivilies for
controfled al all Smes design for safely issues [Safety |+ Parlicipale in [Salety and Tesl] =alety impact and
[Safely. Regurements, and | and Design] rewiew af :alzlyrcﬂﬁodmu [+ Mok mafety-cilical test cases with the  |complancs [CM and
Di==ign] = Creale traceability from design |[Safety] appropriabe LOR [Salety and Test] Safely]
= Map salety requifements io | companents o safely-critical = Creale a safetycrilical lest |+ Creale a salety-oilical sl ieport = Perform: an Operations
functions ard into views al | requirements [Regquirements report documenting the safsty. |documenting the safety-critical fomal and Supporl Hazard
the sysiem and soffwans and Diesign| crifical unil t=sling com| tesling co and execulion results | Analy=es [Safety]
archilectures, abalng COTS and exmcution resulls [Safely  |[Safsly and Tes]
and DI as they become and Test] [+ Calculale and documeant [he esdusl
“make-of-buy” oulcomes. =alety rsk [afler miligation) [Salety]
[+ Rerview all raceabiity matricss far
coverage ard completensss [Salety and
[Design]

A5

3. AAH

: Joint-4> 3 E 9| o] -Systems-Safety-Engineering-Handbook

ML-STD-882E EZFIAE AZES] ASFo] BE Heyeroz o
LR Aelala Atk AT ATHE LRe 7 ASFol me Hade)
Aot Ameln, FAH AT, AV U FBE AASL YAE 9
g EERNE AxE AXEGels e YA daME dsh 23



A AEA7I T

48

paps
A

5 Aged a7t jlen, 9

WOE B 0|4 A

- 194 -



cod

i
T

X
i
s
mﬂ

wK

T

o
mK

TH

X

5]

PN
T

A

F3) eV AEES

3
pul

ASw AARAAC o

0

A

puee]

A

ARAA TF

IHEF

Al AZEH

7} 8 D 35 BAE Ao

+=(NASA-STD-8719-13C)

3T

= EF(MIL-STD-882E)3} NASA

Sko] T},

o
T

—_—

0
X
T
N
]|
B

Ho

—_
o

)

%

)

=
-,

2 7AHEY, FE ol T Nk, AxH B3t

7F8Rle

3

D2

- 195 —



i1, N 2%t 2
oM »7|1B2SE" BE otH 2 "E=F”

(TS HBE TH factor
- ] 7E tseverity, 21 8| £41 12 - Occurrence
- o9 ghde] HESQ Mol e o

oS EX CH&L CLS OpREACE %y = - Complexity

2E XM Oig CHE 2P =THredundant safety measure) Z3 G &2

{autonomy, human action Z &) - Controllability
- 9" EH T2 4 (time-criticality} . Secietal risk

Risk Levels Description of Risk Criteria

A software implementation or software design defect that upon occurring
during normal or credible off-nominal operations o tests:

« canle
o Places
preciu

inal or negligible mishap, reducing the system to a single

Medium .

condition where two independent functioning interlocks
to preclude the potential cccurrence of a catastrophic

independent
. but two

q‘fﬂ' "
E categorized as

y risk
nted, would negatively impact safety, however

ek 20 AzElo] FEAA B bd ATARL Helali, 54 %

= 8
TAFGS MEAAS W), BAE= obd 5 F(Safety Assurance LeveD)S A 2
st Wiolt g W

Fole HHHSAEFS F5H7F7]=(Common Criteria)
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[2H 7-2] &2 Ed] HdsH 24 dA

s E7t [> 3. SWOtHES 2

L &° 39

2T AAE B S8 9 Sl orgy
o Tl 2 Al2E 7|5 2 Sw HE
sw g ael sw OHH S

CED SwoIEEa 28 U 5 BE
o B4

[LE
2 oH] B

GE7-10 8o AHY

£

g

1 (Tolerable Risk)

4
oo
N
L
ofr
ok
R
o

A ASl 9] 7HAE pE e w £ A=
FZ9 938 A& (SO/EC GUIDE 51:2014)

F8E7153 (not tolerable) 918 o] = AE)
(ISO/IEC GUIDE 51:2014)

o

obA B4 7] %(Safety-Related Function)

o|A 9 LFA = w2 At

g8 JHazard)o]l & 7% (MIL-STD-882E<]
‘safety-critical function® % ‘safety-related’
Aol W& 7Rvto = g AHe)

¢ A (Safe State)

Fdol 2AHE A =Hel e (EC 61508-4)

¢Hd o) F(Risk Reduction Measure or gEagle] S oualALY Y-S $3lA 7))
Protective Measure) 93 ¢ == %X (SO/EC GUIDE 51:2014)
J &9 A7 =(Severity)2} ¥ 715 A (Probability of

Y F(Risk)

Occurrence)®] %3 (ISO/IEC GUIDE 51:2014)

218 4 &= (Severity)

9oz 2% I HE (IEC 61508-4)

913 2 d(Hazard)

s & TAsHA sh= A <l (SO/MEC GUIDE
51:2014)

HE AN 2"H =E FHAY
7]%(Information System or Information
Processing Function)

R 77, Ad, A, MEs=s dAE Axd.
JRE 4 wol 2 Fule] JuE WIshe
715 (WIKIPEDIA)

ZeAs wE 2940 98 As] weH

Aol 715/~ 25l (Control AN 2zdo] orH 2 FASEE ASEE FYste
Function/System) 715X 2" (IEC 61508-4). X Al~=H3 =27
AAY v 5 HAES Ag
Abgro] Bap w 7o) &4 AAA &4 9
3] &l (Harm) = 7F71HkA A o] 7]5 el (ISO/IEC GUIDE 51:2014

A2ZE ] FHFTF(AZES o] Safety
Integrity Level)

9)
Astol A Asa A U]

HEgAoR +UY 5+ Y=
Jhsgel e B 1% (EC 61508-4 7]
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3. 229 94F 29

D AZEdo f¥8<l &/
o Azl e weEl AZEele HPaS BFRE
o dE =1 A Ao AlzE AZES], BolA A
28 Az E], &3 Ao AJ2Hl AZE 0] Folnt.
o RXES O AT Z2AA SRA Ade BFE + 3
o AZE oo FxF ZHoA FL EF T 5 AT
(29 7-3] 724 WO Y EF

software hazard category
based on soucture

not embedded

software

embedded software

detection

e I B
R EEETTI

initialize class

input constraints class

software interface hazard

human-computer interaction ‘

o ]

mput constraints class

hazard control command class

stare transition constrainrs class

—b‘ perform monitoring class

—

Guard dog class

>

software salf-checking class

fault handling class

Software capacity class

adaptation class

runtime environment

constramts class

A& . Ji Shujuan, Bao Xiaohong a(2013), Research on Software Hazard Classification, ISAA 2013

2) tdAHE F8 =l
29 e fdel AEEE,
(AFA 715S AEITE <&
T8 hHAE 7159
2t Fopd EA0 wet AA
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2§ 7hssit



7]s(Function)oll th3k Aol o34 2t

o AEAZE & o Ae oAEgAelAde I H(Feature) E= TH
(Capabilities) (ISO/IEC 20926100)

o AlzdHl m: AXUES AHo® Lz =z EXZC F2HAction)

(ISO/IEC/IEEE 2476510D)

<E 7-3 dA - F2 8™ 7s
AE #+3 Al 5914
o f¥s AR 2T 5 e st=ddo Ao #¥ s Ee o
A% AR AT Ve
- 3t=SoE AlolEteE 7T
- Alojel BEE dYe] MEAA Y #ddE e
- A E A% HelH/ENE £ Vs T
o 9ol WA F Qe AEHu 29 HE By, B oS #H JE
AN EE A _
B olE A% AE AF 7w
Aol Al 2H
o oln fido]l A A%, JIE S}V AN #HEd Vs Ee
ol % AR AT 7T
o 99 FHFAA VTS FASE AZE oI} FUT ZIA A AellA
T&3= LAZES
o 99 MHHBHE VT E FH}E LZEJE AF F FRIGE &=
E 4o
Rl =) . s o D= posls s
A H A ~E o Aol AAZH g, tinl, A& U, 57 dFE Adske Vs

AXE O J|FE AZEdo HF FHS VFOE AHost= Zlo] ¥
HhRolm, AZHoR AHod 4 Utk A Hrte FEGF AT EHY V)%
o] FE& AzEl EAo mtet tE & Atk AT FFEL AZEHY V]
ol o8l 93 #rhE ske Ag, BRo FESHA A3ErE 38 A
o x¥o] Wol 31, 99 B/t At FEHE AV B2 4 ok Y
T 49 2 aZEdorsd dal 9178 B7E e AT, 7150l B
32 Yol 9138 HIIE AYE S8 oHE F UG

100) Software and systems engineering — Software measurement — IFPUG functional size
measurement method 2009
101) Systems and software engineering — Vocabulary
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CGE 81> 7 BF W hA®E vla - AU 2 ", AFH Rof
A%
A g IEC 61508 IEC 62279 ISO 26262
[
Specify or refine the software safety
requirements
‘ Software safety requirements ) ) Definethesafetyrelatedfunctionalitiesandp
Z=3) T Specify software requirements .
specification roperties
Req. Refinehardware-softwareinterfacerequire
ments
Verification of software safety . . . .
AE i Verify software requirements Verify the software safety requirements
requirements
£ Common cause failure analysis Common cause failure analysis -
. Develop the software architectural
) ) Specify software archtecture )
i Software architectural design . ) design
43 Specifysoftwaredesign . . .
Arch ) ) Supporttheimplementationandverification
Ich. Specifysoftwareinterface
Design ofthesoftware
AE Verification of software architecture Verify software architecture and design | Verify the software architectural design
N _ AR QAR O A #E b A
B4 AR 2T A B R B4 AF | AR 27N BE R B AF . .
1 F(Safety-oriented analysis Analyses)
Software detailed design and
development - AZE o] system
Detailed T3 design Specify software component design Develop the software unit design
Design Softwaredetaileddesignanddevelopment-I
ndividual 4~ 3 E ¢J) oJmoduledesign
AE | Verification of software module design | Verify software component design Verify software units design
e - -
Implement T3y Code implementation Implement software source code Implement the software units
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HE

Verification of software source code

Verify software source code

Verify implemented software units

ation T
RiNe | - - -
AZEY =38 AZE 9o module testing Test software component Verify implemented software units
°1 Unit AE - - Confirmation reivew
Test
Specify software integration test case
AT E Specifysoftware/hardwareintegrationtestc | Define integration steps and integrate
T ase the softwate elements
o] 8 | 2ZEJ o] integration testing , 4 . ,
Integration Testsoftwareintegrationtest Verifyintegratedsoftwareunitandcompone
Test Testsoftware/hardwareintegrationtest nts
Verifysoftwareintegration
HE | - - Confirmation reivew
Programmable electronics integration . ) )
(HWandze 2 & 5] o) Specify overall software test Provide evidence that the embedded
AZEY =3 T Testoverallsoftware software fulfiles the safety related
Validationplanforsof twareaspectsofsystem ) .
o] Test Validatesoftware requirements
safety
HE |- - Confirmation reivew
GE 82> 7t mE E IRYE vW - FTEF L B Bo
A
A g NASA-STD/GB-8719-13C MIL-STD-882E
oy Software requirements development Derive system software safety requirements
Re B Development of software safety requirements Documentingsoftwaresafetyrequirements
@ ae Formal inspections of software requirements

Formalmethodsforverification
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Modelchecking

Mo
it

Timing, throughput and sizing analysis
Safetyrequirementsflowdownanalysis
Requirementscriticalityanalysis
Specificationanalysisforsafetycriticalrequirements
Softwarefaulttreeanalysis
Softwarefailuremodesandeffectsanalysis

In-Depth hazard causal analysis

Arch.
Design

Create design from requirements, incorporating
requirements and features
Designforreliabilityandmaintainability
Selectlanguage,operatingsystemandtools
SelectCOTSandreusablecomponents
Developlanguagerestrictionsandcodingstandards

safety

Preliminary software design

m
i

Formal inspection of design products
Reviewdesign

Mo
it

Update criticality analysis
Designsafetyanalysis
Softwareelementanalysis
Hazardriskassessment

Module safety criticality analysis
Programstructureanalysis
Traceabilityanalysis

Detailed
Design

Create design from requirements, incorporating
requirements and features
Designforreliabilityandmaintainability
Selectlanguage,operatingsystemandtools
SelectCOTSandreusablecomponents
Developlanguagerestrictionsandcodingstandards

safety

Detailed software design

Formal inspection of design products
Reviewdesign
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Mo
it

Update criticality analysis
Designsafetyanalysis
Softwareelementanalysis

Safety critical path analysis, thread analysis
Code-levelanalysis

Implement
ation

Create source code that implements the design, including
safety features.
MaintainsourcecodewithinaConfigurationManagementsystem, wit
hadequatedocumentationofchanges.
Followcodingstandardsandchecklists.
Followformalchangeprocessforchangestobaselinedsystem.

Participate in Formal Inspections and informal code reviews.
ParticipateinSourcecodeFormallnspectionsofsafety-criticalcode.
ProgramSlicingfordebugging.

Witnessanyformalunittesting.
Participateinformalchangeprocess(changecontrolboard)

Review previous analyses and update with new information.
Codeanalysis
ProgramSlicingforsafety-criticalvariablesordata

Perform unit testing on individual source units. Prepare and
follow test procedures for safety-critical units.

Nominal and functional requirements based testing
Robustnesstesting

Review unit test plans and results for safety-critical units.
TestCoverageAnalysis
Verifyunittestsadequatelytestthesoftwareandareactuallyperform
ed.

Demonstrate compliance with all software design(TC)
Accomplishedbysoftwarestructuralcoverageanalysis

Integration
Test

Integrate individual software units into a complete software
system.
Integratethesoftwarewiththehardwaresystemandperformtestingt
hroughouttheprocess.

Nominal and functional requirements based testing
Robustnesstesting
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Createandfollowwrittentestproceduresforintegrationandsystemte

sting.*
Performregressiontestingaftereachchangetothesystem.*
Participate in Formal Inspections of test plans and
procedures.

ParticipateinTestPlanandProceduresFormallnspection4: 3 & ¢ o

Demonstrate compliance with all software design(TC)

AE hensafety-criticalfunctionsaretobetested. ; )
) . Accomplishedbysoftwarestructuralcoverageanalysis
Verifyallsafetyrequirementshavebeenadequatelytested(SafetyVe
rificationMatrix).
Analyzetestreportsforcompletenessandrequirementscoverage.
s Integrate individual software units into a complete software | Nominal and functional requirements based testing
T system. Robustnesstesting
Participate in Formal Inspections of test plans and
procedures.
A E Y .. . . —
1 ParticipateinTestPlanandProceduresFormallnspection 4= 3 E ¢ of . . .
o] Test . . Demonstrate compliance with all software requirements(TC)
ZAE | hensafety-criticalfunctionsaretobetested. . . .
) . Accomplishedbysoftwarerequirementscoverageanalysis
Verifyallsafetyrequirementshavebeenadequatelytested(SafetyVe
rificationMatrix).
Analyzetestreportsforcompletenessandrequirementscoverage.
<R 8-3> 7 33 H g v - FF 2 95 Eof
A {ﬂl?_ DO-178C IEC 62304
oy
) . ) Define and document software requirements from system
Req. T3 Develop high-level requirements

requirements
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Softwarerequirementscontent

AE | Verify high-level requirements Verify software requirements
A AFE QFAE A AZEY S aFAEY tigk HdE 2 & | Include risk control measures in software requirements
T M) dgd Re-evaluatemedicaldeviceriskanalysis
Transform software requirements into an architecture
sy Develop software architecture Developanarchitecturefortheinterfacesofsoftwareitems
Developlow-levelrequirements Specifyfunctionalandperformancerequirementsofsoupitem
Arch. Specifysystemhardwareandsoftwarerequiredbysoupitem
Design Verify software architecture : :
AE ) i Verify software architecture
Verifylow-levelrequirements
AR QAR A ob7| "l A A tidE HE Z E4e] o . . :
=4 :1;_ reel = B Identify segregation necessary for risk control
H =
Subdivide software into software units
Detailed T3 Develop low-level requirements Developdetaileddesignforeachsoftwareunit
Design Developdetaileddesignforinterfaces
AE | Verify low-level requirements Verify detailed design
B[ AS aTAZNA 3A AA0 OF A& D 540 d3F
[mplement T3 Develop source code Implement each software unit
] AE Verify source code
ation B AR 27NN 2Tt U AE 9 BN A7
Establish software unit verification process
) . Softwareunitacceptancecriteria
e T3y Test low-level requirements " , L
AZEY] Additionalsof twareunitacceptancecriteria
o] Unit Softwareunitverification
Test Verify test procedure
AE Analyzetestcoverageacheivement
Analyzetestresult
AZEY T3 Test low-level requirements Integrate software units
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Testsoftwarearchitecture

Verifysoftwareintegration
Softwareintegrationtesting
Softwareintegrationtestingcontent

o] Conductregressiontests
Integration Integraitontestrecordcontents
Test Usesoftwareproblemresolutionprocess
Verify test procedure
ZAE | Analyzetestcoverageacheivement Evaluate software integration test procedures
Analyzetestresult
Establish tests for software requirements
g . . Retestafterchanges
T3 Test high-level requirements
LEE Softwaresystemtestrecordcontents
o] Test . Usesoftwareproblemresolutionprocess
Verify test procedure
ZAE | Analyzetestcoverageacheivement Evaluate software system testing

Analyzetestresult

— 228 —



2. AXEJ 0]

0
il

il

L2

w dH A

4

= w2 |2
O.EQ.LnMQE
4 <
[9p]
2]
S
MNoﬂT_A;llA ©
S&ly T22i2°
=7 %<
mr —
70 MﬂqoZZB
i o 212|215
» 4 PP | m
mﬂdnc@ I
. 99}
=11 ks
o Nl |n|© ©
4 Olzlalge
wn v
4 o=
< =
WDLM_,._144D O
Sln Olala|2<| 8
S 553 |2
O ] <| |O
>
Q
=
& =
2R (BIRRSIQS
.— | 00 ] O |N| N RN
AN =REREEES
|
ESW w lololol0v
g |HERRH
S| =
=
z

;OL
il

Qu
M

dol A ot
SHAdol agEojor &

1,

A

3

o~
T

2 acy

o3

Aok 3
BA7} Qe Aol AE 2 PEL FAs ok

P AEE A AR T8 " Age] AE B HASE Fdsor &

=z90 2=
o= T

%]

A7k okl Aol HE B

AzE

10 :

o]
1

AEE AR 4Tsh A7

I1
12

e A

)
=

]

*

=

A
)

HEA

7Y 8 2F o

Jde AmEd, [EC 62279,

- 229 -



[EC 62304 F&2 <bdel o] gle Low THANAE AZEoIQbH 8 A}
& Ao 8 7, A5 dF e o dAE F8 e FIs dasta
Atk MIL-STD-882E #F9| 7%, ¢t Twol weE ¥Bx 3 F2&e 5%
AL QA FUAT, BE SHAAM ZIE2A] A B} AF EEse dust
A S EES 4 24 f8l dele Al sxede AT ¢
gdE5e Bl AdsiA dHA7IaL FeloF It AS At A

NASA o] H% High ~ Medium
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Requirements o] C o] - o] C o] @] C Q
Architecture Design| © o] < O O s} [e] © -
Detailed Design o G C - o] o] e} o] a o} -
Implementation C C O - - - - - ¢ o] o] O o] o o] -
SW Unit Test o] - - Q o] Q o] o] Q - &1 | @0 | - -
SW Integration Test o] - - - G o] C o O o3 - - @1} | @0 - -
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IEC 61508 IEC 62279 1SO 26262

= xleg?l High MO:HIJ Low :_EI:;?] High M'::iu Low ::31 High M'::iu Low
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Requirements o) (o] - - - - - - o] o e}
Architecture Design| O - - - - - - - s} s} -
Detailed Design o - - - - - - - Q - -
Implementation Q o] - - - - - _ o 0 =
SW Unit Test o] - - - Q G o] o} o] ol -
SW Integration Test| © - - o] 0O o} 0 s} o} -
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Technique Softwgre Safety .R.equ.lrements Elow—down Analysis
Requirements Criticality Analysis
and L .
Specification Analysis
Measure Timing, Throughput, and Sizing Analysis
Software Fault Tree Analysis
Software Failure Modes and Effects Analysis
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A

ZE 9o Safety Requirements

i | 20
v Y

ZE ¢J|o] Architecture Design

Ad7E 4

e

Notation

Natural language
Informal notations
Semi-formal notations
Formal notations

Design
Principle

Appropriate hierarchical structure of the software components

Restricted size and complexity of software components

Restricted size of interfaces

Strong cohesion within each software component

Loose coupling between software components

Appropriate scheduling properties
Restricted use of interrupts

Appropriate spatial isolation of the software components

Appropriate management of shared resources

Stateless software design (or limited state design)

Fully Defined Interface
Information Hiding
Information Encapsulation

Language Restrictions and Coding Standards

Technique
and
Measure

Requirements State Machines
Markov Modeling

Use of trusted/verified software elements (if available)

Static resource allocation

Static synchronisation of access to shared resources

Fault Detection & Diagnosis
Error Correcting Codes

Error Detecting Codes

Failure Assertion Programming
Safety Bag Techniques
Diverse Programming
Recovery Block

Backward Recovery

Forward Recovery

Retry Fault Recovery Mechanisms

Artificial Intelligence - Fault Correction

Dynamic Reconfiguraton of Software
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Graceful Degradation

Defensive Programming

Diverse monitor techniques (with independence between the monitor and the
monitored function in the same computer)

Diverse monitor techniques (with separation between the monitor computer
and the monitored computer)

Diverse redundancy, implementing the same software safety requirements
specification

Functionally diverse redundancy, implementing different software safety
requirements specification

Automatic software generation

Time-triggered architecture

Event-driven, with guaranteed maximum response time

Memorising Executed Cases

o ATESolRbHol|EA AR
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WIS AE AU 1Y R UL Bed $9T 4 4
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(F 8-16> AZES ot ol7|El A HE &&F5 T4
e AZEGo] b op7|dH T AZE o] b aFAYS TNt g HHEHA
o EEHA=A AESH.
! AT E9|o] Architecture Design
=g 23X E9 o] Architecture Design Verification Report
#Er|d 2 s
Walk-through of the design
Inspection of the design
. Simulation of dynamic behaviour of the design
Technique 4
Prototype generation
and L
Formal verification
Measure Formal Inspections of Design Products
Formal Methods and Model Checking
Control flow analysis
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Data flow analysis

Scheduling analysis
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A /\—LE%IM Architecture Design
&9 Safety Analysis Report

2ANY 4 50
Defendant failure analysis

Criticality Analysis
Design Safety Analysis
Independence Analysis
Design Interface Analysis
Technique | Design Traceability Analysis
and Software Element Analysis
Measure Rate Monotonic Analysis
Dynamic Flowgraph Analysis
Hazard Risk Assessment
Cyclic behaviour, with guaranteed maximum cycle time
Event-driven, with guaranteed maximum response time

Software Error Effect Analysis
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iz E 9o Architecture Design
T E 9 o] Detailed Design
#Ad7y 9 o

i

A

B | B (nn b
(&

| 22

Natural language
. Informal notations
Notation ) .
Semi-formal notations
Formal notations

One entry and one exit point in subprograms and functions

No dynamic objects or variables, or else online test during their creation
Initialization of variables

No multiple use of variable names

Avoid global variables or else justify their usage

Design Restricted use of pointers

Principle No implicit type conversions

No hidden data flow or control flow

No unconditional jumps

No recursions

Modular approach

Design and coding standards
Markov Modeling

Requirements State Machines
Structured methods **
Semi-formal methods **
Technique | Formal design and refinement methods **
and Object Oriented Programming
Measure Procedural Programming
Metaprogramming
Analysable Programs
Use of trusted/verified software elements (f available)

Defensive programming
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A= 432 E 9o} Detailed Design
=g A~ZE o] Detailed Design Verification Report
#d7y 4 8
Walk-through
Inspection
Technique | Formal Inspections
and Model Checking
Measure Static analyses based on abstract interpretation
Resource usage evaluation
Back-to-back comparison test between model and code, if applicable
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=3 Azgl Qbro] 2z EH O] b A AAV nd F e dT¥EE AT
A= A3Z E 9o} Detailed Design
=9 Safety Analysis Report
BE7IH 2
Technique Daté Logic Ana1y51s.
and Design Data Analysis
Design Interface Analysis
Measure

Design Traceability Analysis
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=3 A ESJO] HH Al AAIE WSt AZES Y b TS sy
e 2 ZE9o] Detailed Design
&9 Source Code
#d7|y 2 8
Technique
and Program Slicing of Safety Critical Data
Measure

AZEOIATH A Eo] 2LEF Ol W AUsin A,
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@7 9 SUe Bedel 2UT £ Qom, PE F Aud AP ASHoE B

(% 8-220 AZEYALATH HE &F T4

= AZES Y b 7 AyEo] AZE O] A A HAAE JIwteE HHst
o Al FEEJEA AEZ
AH Source Code
=g Source Code Verification Report
#A7Y 2 S0
Pair-programming
Semi-formal verification
Technique Formal verification .
and Control flow analysis
Data flow analysis
Measure Static code analysis
Formal Isnpections of Source Code
Coding Checklists and Standards
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o

E3 AN 2E kel AZES o] FHo| uA F e JFEE FAddt
A= Source Code
&€ Safety Analysis Report

Td7IY R a2

Code Logic Analysis

Code Data Analysis

Technique | Code Interface Analysis
and Unused Code Analysis

Measure Interrupt Analysis

Test Coverage Analysis

Final Timing, Throught, and Sizing Analysis

0 ATEOIGSHLE 53

(E 8-24> AZEYATAH2E F3 &5 74

=3 AZEY] ¢t T ARE A2FE9] 7 @9 H HAES £
o121 X E o] Detailed Design
SourceCode
- AX E o] Unit Test Specification
e

23X E 9] o] UnitTestResult
#AEriy ¢ s
Technique | Requirements-based test
and Interface test
Measure Fault injection test
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Probabilistic testing

Analysis of requirements

Generation and analysis of equivalence classes
Analysis of boundary values

Error guessing based on knowledge or experience
Statement coverage

Branch coverage

MC/DC (Modified Condition/Decision Coverage)
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o121 A E o] Unit Test Specification
A3 E ¢ o]UnitTestResult
=g AZE o] Unit Test Specification & Result Verification Rerport
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A= AZE o] Architecture Design
=9 X E o] Integration Test Specification
= 4 E 9| ofIntegrationTestResult

Td7IY R a2

Requirements-based test
Interface test
Fault injection test
Resource usage test
Back-to-back comparison test between model and code, if applicable
Check accuracy of arithmetic
Probabilistic testing
Dynamic analysis and testing
Technique | Data recording and analysis
and Performance testing
Measure Model based testing
Verification of the control flow and data flow
Static code analysis
Analysis of requirements
Generation and analysis of equivalence classes
Analysis of boundary values
Error guessing based on knowledge or experience
Function coverage
Call coverage
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o1 AZE 9o Integration Test Specification
A3 E ¢ ofIntegrationTestResult
=9 AZE 9 o] Integration Test Specification & Result Verification Rerport
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iz E ¢gJlo] Test Specification
= E 9] o TestResult

i
i}

#E7|d 2 2
Requirements-based test

Fault injection test
Load Testing

Stress Testing
Boundary Value Tests
Functional Testing
Performance Monitoring
Disaster Testing

. Resi Fail Testi
Technique esistance to Failure Testing

and
Measure

Red Team Testing

Regression Testing (Tailored to the level of original testing)
Probabilistic testing

Process simulation

Analysis of requirements

Generation and analysis of equivalence classes
Analysis of boundary values

Error guessing based on knowledge or experience
Analysis of functional dependencies

Analysis of operational use cases

Test Coverage Analysis
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