
Healthcare SW Safety & 
Verification

Prof. Il Kon Kim
Dept. of Computer Science & Engineering

College of IT
Kyungpook National University

2017.11.23.



Health IT Standards for Safety
- Publication

ISO/TS 25238:2007
Classification of safety risks from health sof

tware

ISO/TR 27809:2007
Measures for ensuring patient safety of health

software

ISO/HL7 IS 27953-1:2011

Individual case safety reports (ICSRs) in pharm

acovigilance -- Part 1: Framework for adverse

event reporting

ISO/HL7 IS 27953-2:2011

Individual case safety reports (ICSRs) in pharm

acovigilance -- Part 2: Human pharmaceutical

reporting requirements for ICSR

ISO/TR 17791:2013
Guidance on standards for enabling safety in

health software

IEC/IS 82304-1:2016
Health software -- Part 1: General requirement

s for product safety



Health IT Standards for Safety
- Under Developement

Under Development

ISO/TS 20405
Framework of event data and reporting definitions for the

safety of health software

IEC/IS 62304 Software life cycle processes

ISO/IS 81001-1

Health software and health IT systems safety, effectiveness

and security -- Part 1: Foundational principles, concepts, a

nd terms



3 Healthcare Domains for Safety
- Healthcare Services

• Info Button, Alert, Remind
• CDSS (Clinical Decision Support System)
 Medical Logic Module
 Deep Learning

• Testing/Certification for Hospital Information 
System, EMR/EHR)
 Healthcare Provider: HIMSS Analytics
 Vendors: ONC (Office of National Coordinator)

 ISO 10781:2015 HL7 Electronic Health Records-
System Functional Model, Release 2

• Value-based Care
 Population Health



3 Healthcare Domains for Safety
- Healthcare Services(2)

• ISO/TR 17791:2013, Guidance on 
standards for enabling safety in health 
software

• ISO/IEC 82304-1:2016, Health software --
Part 1: General requirements for product 
safety

• ISO/TS 20405 Framework of event data 
and reporting definitions for the safety 
of health software



3 Healthcare Domains for Safety
- Medical Devices

• ISO/IEC 62304, Software life cycle processes

• ISO/IEC 81001-1, Health software and health 
IT systems safety, effectiveness and security -
- Part 1: Foundational principles, concepts, 
and terms

• IEC 80001-1:2010, Application of risk 
management for IT-networks incorporating 
medical devices -- Part 1: Roles, responsibilities 
and activities



3 Healthcare Domains for Safety
- Medication

• Individual case safety reports (ICSRs) in pharmacovigilance --
Part 1: Framework for adverse event reporting

• Individual case safety reports (ICSRs) in pharmacovigilance --
Part 2: Human pharmaceutical reporting requirements for ICSR

• ISO/DIS 11615 (under development) Identification of medicinal 
products – Data elements and structures for the unique 
identification and exchange of regulated medicinal product 
information

• ISO/DTS 20451 (under development) Identification of medicinal 
products – implementation guidelines for ISO 11616 data 
elements and structures for the unique identification and 
exchange of regulated pharmaceutical product information



• Individual Case Safety Reports (ICSRs) – the building block of safe
ty assessment

• Report of an adverse event
– May be drug-related
– May not be drug-related

• Collect as much robust data as is possible and perform signal det
ection
– Increased/unexpected incidence of a particular type of event

• Need to identify e.g. the product, substance, dose, route of admin
istration etc.
– But not all information is available

• “I felt sick after taking Paracetamol tablets”
• “I felt sick after taking Panadol tablets”
• “I felt sick after taking Panadol Extra Advance Tablets”
• “I felt sick after taking Crocin tablets I bought whilst on holiday in India”
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Safety Reports

Ref.: Dr Andrew Marr, Managing Director, Marr Consultancy Ltd



• Codification of substance and medicinal 
product information

• Assignment of an identifier for ‘all things 
similar’

• IDMP is born

– Well, something is conceived but not yet ID
MP
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Increasing quality

Ref.: Dr Andrew Marr, Managing Director, Marr Consultancy Ltd



• Regulators from USA, EU & Japan

• Industry from these regions

• Switzerland & Canada as observers

• Development of common guidances
– 6 party agreement to progress a new piece of work

– 3 regulators sign-off deliverables

– Regions implement

• Now expanded to include other regulators
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ICH

Ref.: Dr Andrew Marr, Managing Director, Marr Consultancy Ltd



Joint Initiative on Health Informatics

ICH

HL7
ISO

TC215  
CEN

TC251

CDISC

Liaising

Organisation

IHT

SDO GS1

ISO = International Organization for Standardization

CEN = European Committee for Standardization

HL7 = Health Level 7

CDISC = Clinical Data Interchange Standards Consortium

IHTSDO = International Health Terminology SDO

GS1 = GS1

Joint recognition 

of standards

http://www.jointinitiativecouncil.org/
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http://www.jointinitiativecouncil.org/


• ISO11615 - Health Informatics – Identification of medicinal products – Data elements and st
ructures for the unique identification and exchange of regulated medicinal product informati
on
– New version of standard should be published mid-2017

– ISO/TS 20443 : Implementation Guide for ISO11615 (to be published mid-2017)

• ISO11616 - Health informatics – Identification of medicinal products - Data elements and st
ructures for the unique identification and exchange of regulated pharmaceutical product inf
ormation
– New version of standard should be published mid-2017

– ISO/TS 20451 : Implementation Guide for ISO11616 (to be published mid-2017)

• ISO11238 - Health Informatics — Identification of medicinal products — Data elements and 
structures for the unique identification and exchange of regulated information on substance
s
– New version of standard should be published early-2018

– ISO/TS 19844 : Implementation Guide for ISO11238 – 2nd edition is current – 3rd edition to be published earl
y-2018

• ISO11239 - Health Informatics — Identification of medicinal products — Data elements and 
structures for the unique identification and exchange of regulated information on pharmace
utical dose forms, units of presentation, routes of administration and packaging
– ISO/TS 20450 : Implementation Guide for ISO11239 (published)

• ISO11240 - Health informatics — Identification of medicinal products — Data elements and 
structures for the unique identification and exchange of units of measurement

Five Standards constituting IDMP
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Identifiers and Terminologies
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Ref.: Dr Andrew Marr, Managing Director, Marr Consultancy Ltd





Agency for Healthcare Research and Quality
(AHRQ) Patient Safety



Agency for Healthcare Research and Quality



AHRQ Quality Indicators

• Web site
– http://www.qualityindicators.ahrq.gov/
– https://www.ahrq.gov/sites/default/files/wysiwyg/

professionals/systems/hospital/qitoolkit/a2-boar
dstaff-presentation.pdf

http://www.qualityindicators.ahrq.gov/
https://www.ahrq.gov/sites/default/files/wysiwyg/professionals/systems/hospital/qitoolkit/a2-boardstaff-presentation.pdf


Patient Safety Indicators 



PSI brochure

• download link
– http://www.qualityindicators.ahrq.gov/Download

s/Modules/PSI/V50/PSI_Brochure.pdf

http://www.qualityindicators.ahrq.gov/Downloads/Modules/PSI/V50/PSI_Brochure.pdf


PSI Technical Specification v7.0



PSI 02 - Death Rate in Low-Mortality Diagnosis 
Related Groups (DRGs)

• Web site
– http://www.qualityindicators.ahrq.gov/Downloads

/Modules/PSI/V70/TechSpecs/PSI_02_Death_Rate_
in_Low-Mortality_Diagnosis_Related_Groups_(DRG
s).pdf

http://www.qualityindicators.ahrq.gov/Downloads/Modules/PSI/V70/TechSpecs/PSI_02_Death_Rate_in_Low-Mortality_Diagnosis_Related_Groups_(DRGs).pdf


PSI 08 - In Hospital Fall with Hip Fracture Rate

• Web site
– http://www.qualityindicators.ahrq.gov/Downlo

ads/Modules/PSI/V70/TechSpecs/PSI_08_In_H
ospital_Fall_with_Hip_Fracture_Rate.pdf

http://www.qualityindicators.ahrq.gov/Downloads/Modules/PSI/V70/TechSpecs/PSI_08_In_Hospital_Fall_with_Hip_Fracture_Rate.pdf


PSI 17 - Birth Trauma Rate

• Web site
– http://www.qualityindicators.ahrq.gov/Downlo

ads/Modules/PSI/V70/TechSpecs/PSI_17_Birth
_Trauma_Rate-Injury_to_Neonate.pdf

http://www.qualityindicators.ahrq.gov/Downloads/Modules/PSI/V70/TechSpecs/PSI_17_Birth_Trauma_Rate-Injury_to_Neonate.pdf


Patient Safety - related topics 

• Patient Safety Measure Tools & Resources
• Patient Safety Organization (PSO) Program
• Surveys on Patient Safety Culture



Patient Safety Measure Tools & Resources

• AHRQ Patient Safety Tools and Resources
– https://www.ahrq.gov/professionals/quality-pa

tient-safety/patient-safety-resources/resource
s/pstools/index.html

https://www.ahrq.gov/professionals/quality-patient-safety/patient-safety-resources/resources/pstools/index.html


Patient Safety Organization (PSO) Program

• Web site
– https://www.ahrq.gov/cpi/about/otherwebsites/ps

o.ahrq.gov/index.html
– https://www.pso.ahrq.gov/sites/default/files/wysiw

yg/ChoosingPSO_2016.pdf

• List of PSOs
– https://www.pso.ahrq.gov/listed

https://www.ahrq.gov/cpi/about/otherwebsites/pso.ahrq.gov/index.html
https://www.pso.ahrq.gov/sites/default/files/wysiwyg/ChoosingPSO_2016.pdf
https://www.pso.ahrq.gov/listed


List of PSOs



Surveys on Patient Safety Culture

• Web site
– https://www.ahrq.gov/professionals/quality-pa

tient-safety/patientsafetyculture/index.html

https://www.ahrq.gov/professionals/quality-patient-safety/patientsafetyculture/index.html


Surveys on Patient Safety Culture






